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Thesis	  

•  Guidance	  documents	  make	  assump6ons	  
about	  the	  environment	  to	  which	  they	  are	  
applied	  

•  These	  assump6ons	  may	  be	  implicit	  and	  
therefore	  the	  appliers	  not	  aware	  of	  them	  

•  The	  guidance	  documents	  may	  not	  state	  their	  
recommenda6ons	  in	  language	  (or	  concepts)	  
that	  the	  appliers	  understand	  
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Example	  

•  In	  U.S.,	  local	  governments	  usually	  lack	  
resources	  (people)	  the	  federal	  (na6onal)	  
government	  has	  
– So	  standards	  wri<en	  for	  federal	  agencies	  assume	  
resources	  (people)	  not	  available	  to	  state	  agencies	  

– Different	  environment:	  local	  governments	  may	  
have	  less	  control	  over	  systems	  than	  the	  federal	  
government	  requires	  
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Risk	  #1	  

“Best	  prac6ces”	  and	  opera6onal	  standards	  
make	  assump6ons	  about	  the	  resources	  available	  
to	  organiza6ons,	  and	  how	  organiza6ons	  work,	  
without	  sta6ng	  these	  assump6ons	  explicitly.	  
This	  leads	  to	  an	  erroneous	  percep6on	  of	  
universal	  applicability	  of	  the	  “best	  prac6ces”	  
and	  standards.	  
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Example	  

•  Apply	  a	  consensus-‐driven	  benchmark	  to	  a	  
university	  computer	  and	  find	  it	  is	  non-‐secure	  
– Benchmark	  minimizes	  sharing,	  access	  
– Appropriate	  for	  businesses	  but	  not	  universi6es	  

•  Benchmark	  did	  not	  state	  target	  environment	  
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Use	  of	  PKI	  

•  Use	  of	  SSL/TLS	  requires	  suppor6ng	  public	  key	  
infrastructure	  (PKI)	  
– Raises	  huge	  issues	  of	  trust,	  credibility	  of	  
cer6ficates	  and	  cer6ficate	  issuers	  

–  If	  not	  understood,	  could	  lead	  to	  reliance	  on:	  
•  Invalid	  cer6ficates	  (it’s	  expired)	  
•  Untrustworthy	  cer6ficates	  (issuer’s	  standards	  don’t	  
match	  what	  is	  needed	  or	  expected)	  
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Risk	  #2	  

“Best	  prac6ces”	  and	  opera6onal	  standards	  are	  
wri<en	  for	  a	  par6cular	  audience,	  but	  the	  actual	  
users	  of	  that	  guidance	  may	  be	  a	  very	  different	  
audience	  for	  whom	  the	  guidance	  is	  not	  
understood	  or	  (worse)	  misinterpreted.	  
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Example	  

•  Guidance	  document	  requires	  web	  clients	  to	  
run	  Java	  scripts	  
–  Implica6on:	  don’t	  use	  Chrome	  on	  the	  Mac	  for	  this	  

8	  



7/24/13	  

5	  

Risk	  #3	  

“Best	  prac6ces”	  and	  opera6onal	  standards	  
make	  assump6ons	  about	  the	  technology	  and	  
management	  in	  which	  they	  are	  implemented	  
and	  used,	  ocen	  without	  sta6ng	  those	  
assump6ons	  explicitly.	  
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Example	  

•  Are	  these	  concerns	  really	  problems?	  
•  No	  data	  about:	  
– Whether	  these	  “gaps”	  in	  understanding	  exist	  
– How	  broad	  they	  are	  
– How	  consequen6al	  they	  are	  
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Risk	  #4	  

Lack	  of	  data	  on	  the	  actual	  prac-ce	  of	  
cybersecurity	  undermines	  claims	  of	  
effec6veness	  of	  cybersecurity	  mandates	  and	  
ability	  to	  handle	  a<acks.	  
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Conclusion	  

•  Ul6mate	  risk:	  governments	  and	  organiza6ons	  
may	  lack	  the	  exper6se	  to	  implement	  
standards	  and	  best	  prac6ces	  effec6vely,	  or	  
may	  apply	  them	  in	  situa6ons	  where	  some	  
components	  should	  not	  be	  applied	  
– A	  security-‐mo6vated	  organiza6on	  may	  rely	  on	  
omnibus	  guidance	  documents	  that	  are	  not	  well-‐
designed	  for	  that	  organiza6on's	  context	  .	  .	  .	  

– And	  thereby	  uninten6onally	  weaken	  their	  security	  
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Thank	  you!	  

•  Ques6ons?	  
•  Answers?	  
•  .	  .	  .	  	  
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