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Risk	  Communica+on	  
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Related	  Work	  

•  Risk	  communica+on	  
– How	  to	  effec+vely	  warn	  against	  a	  certain	  threat	  

•  Risks	  selected	  for	  the	  study	  par+cipants,	  e.g.	  
– Wash	  2010:	  Malware,	  hackers	  
– Blythe	  et	  al.	  2011:	  Phishing	  
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Previous	  Work	  

•  Harbach	  et	  al.	  2013:	  Acceptance	  of	  privacy-‐
preserving	  authen+ca+on	  technology	  
– Generally	  unsafe	  Internet	  
– Apathy	  towards	  security	  improvements	  

•  “Whether	  you	  use	  [an	  alterna0ve	  mechanism]	  
or	  con0nue	  using	  passwords	  [...]	  there	  are	  
vulnerabili0es	  everywhere.”	  
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The	  Generally	  Unsafe	  Internet	  

•  Security	  consists	  of	  many	  independent	  parts	  that	  
address	  specific	  risks	  
–  easily	  overwhelms	  a	  user	  	  

•  Users	  may	  not	  differen+ate	  between	  risks	  arising	  
because	  of	  	  
–  insecure	  authen+ca+on	  mechanisms,	  
–  lax	  privacy	  policies,	  or	  	  
– missing	  transport	  security.	  	  

•  Users	  may	  believe	  that	  guessing	  a	  weak	  password	  
and	  breaking	  RSA	  are	  equally	  likely.	  	  
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Research	  Ques+ons	  

•  How	  do	  users	  actually	  perceive	  risk	  during	  
everyday	  Internet	  use?	  
– Which	  risks	  are	  perceived	  in	  which	  situa+ons?	  

•  How	  do	  users	  believe	  to	  be	  able	  to	  protect	  
themselves	  against	  these	  risks?	  

•  Why	  are	  the	  perceived	  risks	  not	  causing	  a	  
demand	  for	  improved	  IT	  security	  measures?	  
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Research	  Ques+ons	  II	  

•  Does	  communica+ng	  specific	  risks	  hamper	  
adop+on	  of	  security	  mechanisms	  in	  general?	  
– Causing	  the	  percep+on	  of	  a	  “generally	  unsafe	  
Internet”?	  

•  Does	  tailoring	  new	  security	  mechanisms	  to	  
address	  the	  actually	  perceived	  risks	  increase	  
acceptance?	  
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Everyday	  Internet	  Risks	  Survey	  
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Preliminary	  Survey	  Results	  (N=111)	  
“In	  general,	  what	  do	  you	  think	  is	  the	  greatest	  risk/the	  greatest	  danger	  that	  arises	  

for	  you	  personally	  during	  day	  to	  day	  Internet	  use?”	  
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Preliminary	  Survey	  Results	  (N=111)	  

10	  

0

20

40

60

80

cr
ed

it 
ca

rd
/a

cc
ou

nt
 th

ef
t

hi
dd

en
 c

os
t

fra
ud

lo
gi

n 
cr

ed
en

tia
l t

he
ft

ph
is

hi
ng

 o
f b

an
ki

ng
 c

re
d.

id
en

tit
y 

th
ef

t

ab
us

e/
th

ef
t o

f
pe

rs
on

al
 d

at
a 

in
 g

en
er

al

ha
ck

er
s

ow
n 

m
is

ta
ke

s

lo
os

in
g 

pr
iva

cy

m
al

wa
re

bu
lly

in
g,

 a
dd

ic
tio

n

le
ga

l/h
ea

lth
/s

oc
ia

l r
is

k

co
un

t
Overall General Risk



Conclusion	  

•  Everyday	  IT	  security	  risk	  percep+on	  and	  its	  
influence	  on	  technology	  choice	  is	  not	  well-‐
understood	  

•  Acceptance	  of	  new	  security	  technology	  may	  be	  
increased	  by	  addressing	  perceived	  risks	  
– What	  if	  users	  don’t	  perceive	  any	  relevant	  risks?	  

	  
•  Currently,	  users	  seem	  to	  be	  mostly	  concerned	  
about	  malware,	  loosing	  their	  privacy	  and	  hackers	  
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