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ABSTRACT

Accessibility concerns compound the already-comalle
difficulties of building systems that provide usalgrivacy and
security. In addition to facing common concernsarding the
semantics of privacy and security tools, peoplé wlisabilities
face accessibility obstacles, such as the inadubssiof
CAPTCHAs, phishing toolbars, verification imagesdaother
displays that rely upon visual presentation of sgcuand
privacy-related information. An analysis of theciwéty and
privacy challenges facing users with disabilities serve as the
basis for a research agenda.

Categories and Subject Descriptors

K.4.2 [Computers and Society]: Social issues -Assistive
technologies for persons with disabiliti€¢s5.2 [nformation
Interfaces and Presentation]: User Interfaces Auditory (non-
speech) feedbackgraphical user interfaces (GUITheory and
methodsUser-centered design

General Terms
Design, Security, Human Factors, Standardization
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1. INTRODUCTION

Much of the difficulty in usable privacy and se¢yrcan be
attributed to the unusual characteristics of theceuual,
cognitive, and mechanical challenges involved imgighese
interfaces. Where most interfaces are ideally thesigo support
completion of a task, privacy and security tools aften one-
step away from, if not directly in opposition toymediate user
goals. Interfaces that provide information in suppsdf a task
(“https” and security indicators), increase segunitithout

otherwise adding to the completion of the main ggahail

encryption), and/or simply make tasks harder tonmete
(authentication systems including passwords and TFAS)

all demand that see more, learn more, and do nihese
challenges are magnified for individuals with p@teal,
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cognitive, or physical disabilities that may inwd with their
ability to perceive subtle changes in state, imetrjeedback,
and execute appropriate input sequences in response

Recent work in usable privacy and security preseats
conundrum that illustrates the need for privacy aedurity
tools that are both accessible and usable. Rerepbsals for
new password mechanisms [29] [21] [12] [18] [11l]anti-
phishing indicators [9], and security-related dgd [1] rely
heavily on visual displays, continuous controluhgmouse or
eye-gaze), cognitively-challenging text, and othlements that
raise substantial accessibility barriers. Thesereffstand in
sharp contrast with evaluations that have questidie efficacy
of visual indicators, graphical passwords and cempiterfaces
[10] [5] [24] [31].

The usable privacy and security community is awafréhese
difficulties. Accommodations such as audio CAPTCHAs
provide encouraging initial support for accessipilHowever,
the establishment of essentially parallel, but s&pa
mechanisms is costly. Universally usable [26] s&gcuand
privacy systems present the potential for combiriogessibility
and usability, to the benefit of all users.

2. Accessible Privacy and Security Concerns
2.1 Anti-Phishing Tools

Phishing attacks attempt to convince users thake, fmalicious
site is in fact a legitimate site. Identifying aigfing site often
requires careful examination of both site contemdl aarious
cues that may be available in the browser, inclgdive address
bar, protocol indicators (“https”), status bar séguock icons,
and information about site certificates. Somehefse elements
are completely inaccessible: the popular JAWS screader
[14], will read the protocol indicator from a URbut it does
not provide any audio feedback regarding the stHtethe
padlock icon. Evaluation of this information pretesignificant
challenges even to those who are not hindered bgsaibility
roadblocks: many users may not be aware of phistiomgerns,
while others may be challenged by difficulties mteirpreting
padlock icons, secure protocol indicators, and site
certificates[10].

Numerous anti-phishing tools have been proposedieptbyed
in the hopes of helping users distinguish betwegitimate and
spoofed sites. Many banking websites have degloye
verification images, which ask users to verify tlzat image
presented on a login screen is the same imagehinatselected
during earlier registration with a site [24]. Aphishing tools



at the browser level include both built-in featusesd add-on
toolbars or other extensions [9] [32] [31].

Many of these approaches present accessibility ezosc
Although verification images might be accompanigd ALT
tags describing the content of the image, thisrmégion might
be susceptible to exploitation by sophisticatedsipinig attacks.
Browser-based anti-phishing tools often involvet tthat may
not be presented by screen reader software. Téefusolor-
coding is widespread , raising concerns for usdth wolor-
blindness [32]. Other tools have used alternativet still
inaccessible visual techniques, such as changinge pa
backgrounds [32] [9].

Current anti-phishing tools have not fared well @mpirical
studies. Studies have shown that anti-phishints toften fail to
influence user behavior, largely because users tdpay
attention to them [31] [10] [24]. One study founoppp dialog
boxes to be more effective than warnings displagetolbars,
but this approach is not without its limitations, @sers may pay
less attention to dialogs after repeated presemtd31] [1].
Many users, especially blind users, have their beywset to
block pop-up windows, as they can cause frusmatiy
disrupting the flow of information [20]. Enhancethldg boxes
aimed at providing context sensitive guidance amardered
content may help minimize this loss of impact [&lit at the
potential cost of increased cognitive demands iy lead to
other accessibility problems.

2.2 Passwords

Known usability problems with passwords — includinmgak

passwords and password reuse — may be compoundedeis

with disabilities. Cognitive disabilities may litra user’s ability
to remember multiple passwords, leading to greatese. Users
with motor impairments who use pointers to press keay find

that long characters strings containing capitalizetiers or

symbols are too time-consuming to enter accuratefhese

difficulties might encourage these users to selesdker, but
easier-to use passwords. Users who rely on speeognition

systems must speak their password aloud — an obwecurity
problem [6].

Usability concerns have led researchers to expéiternate

authentication mechanisms that go beyond typingaaipmeric

strings at a keyboard. Many of the recently-prodasiternative

password schemes are graphical, relying on thésusemory

of either specific pictures chosen from larger ,setssequences
of points drawn as a sketch or chosen from a pgctur

Systems involving recall of specific pictures regui
identification of selected images from a larger Betiuding

irrelevant decoys. Déja Vu used randomly generatédnd a
single grid containing all of a user’s chosen inggehich must
all be selected [8]. Passfaces used photographemén faces,
placing one of the user’'s images in a 3x3 grid witjht decoys,
and requiring successful selection of four images four

sequentially-presented grids for successful auitesian [8].

The selection of images from a grid can be corechetith tools
that use sketches or points selected on a 2D plédraw-A-
Secret [16] and related tools use freehand sketwhes2D grid
to act as a password. Qualitative-Draw-A-Sketch ][21

transforms the grid to use smaller cells of varysgpes, thus
increasing the search space.

Passpoints asked users to click a selection oftpaoim a
photograph[30]. Evaluations of Passpoints have tifieth a
variety of concerns, including the size of the tatee window
allowed when judging the correctness of a selectod the
impact of the choice of image [29] [5]. Interfecenbetween
multiple passwords may also be problematic [5]. Aryv
different vision of a graphical password systenprissented by
EyePassword [18], which uses an eye-tracking syétergaze-
based selection of password characters from ancr@es
keyboard. Non-graphical password schemes have been
proposed as well. Keystroke biometrics — the ideation of
individuals through timing patterns in keystrok@8][ has been
the subject of many studies. One possible variatios idea
includes measurement of keystroke force as an iaddit
parameter [17].

Many of these alternative password schemes praggmificant
accessibility challenges. Graphical passwords @redtracking
systems) are clearly inaccessible to individuale wate blind or
who have substantial vision loss. People with pawstor
control may find keystroke-based systems may Hedlif, it not
impossible to use.

2.3 CAPTCHAs

CAPTCHAs are tools for proving that a human — agosed to

a software program - is providing input to a sofevapplication
[28]. The most widely used CAPTCHAs challenge sdertype

in a string of distorted letters found in an imade. long as
extracting the characters via computer vision teples is
sufficiently difficult, one can reasonably sure ttlamy correct
answers were provided by human users. Alternativesxtual
tests include image-based CAPTCHAs, which involve
identification of image contents, selection of aatons images
from a set, or similar tasks [3, 4, 7]. These téghes have not
been used as widely as the ubiquitous text in image
CAPTCHAs.

The accessibility concerns with text-based CAPTClHAge led
to the introduction of audio alternatives. Audio RPFCHAs
typically ask users to type in a series of digidsspoken in the
audio stream. As spoken digits can be recognizedpeech-
recognition software, these systems typically udded noise
and a variety of voices to defeat potential attagR®] [25].
The resulting audio streams may be hard to interpraking the
system accessible but perhaps less than usablealtémative
design based on the transcription of spoken wdisrates the
difficulties associated with remembering strings raihdom
numbers [25]. Logic puzzles have also been proposed
accessible CAPTCHASs, but these might pose diffiesltfor
users with cognitive difficulties [22].

3. USER CONCERNS

Users with disabilities are potentially more vuklde to
security and privacy threats. In a recent surveycomputer
usage by children and young adults with Down Sym#r¢DS),
security and privacy related concerns were fredyeatsed by
the responding parents. According to the survegjviduals
with Down Syndrome start using computers at eagly gome
as early as 3 years old) and spend considerableranod time



online for both educational and entertainment psego
However, their awareness and understanding towahes
potential security and privacy threats are minifda]. Since
those young individuals with DS tend to be moresting
towards others, parents have great concerns taatahild will
fall victim to online predators. As a result, sopgrents do not
allow their child to participate in online chat ms or to use
instant messaging. Individuals with DS also haweatdifficulty
dealing with various security mechanisms includiagswords,
CAPTCHAs, security questions, etc.

A recent investigation of the security concernslofd users led
to the identification of several pressing problers;luding

inaccessible CAPTCHAs and other software (includamgi-

virus tools; login timeouts; insufficient feedbaalring software
installation; and spyware, including keystroke legg [15].

Some of these concerns (inaccessible anti-virugwace,

updates that interfere with accessibility) may imeorelatively

tractable questions of design, development, artth¢es Many

of the other concerns of blind users, includinguffisient

details of software installation process and spgwae directly
applicable to all computer users. Software inatalh tools are
largely inscrutable: with even modestly complexisaquiring

the installation of dozens of files, only the megpert users will
be able to understand the files involved and thpsitential

impact. Similarly, keystroke loggers or other malev are
virtually impossible to detect manually. Usabiw accessible
tools that provide greater feedback in these avemdd give

users the information necessary to understand wtheir

computer is doing and to apply that understandimgatds

greater privacy and security.

4. UNIVERSALLY USABLE PRIVACY
AND SECURITY

Universal usability refers to the challenge of tint tools that
can be used by the widest possible range of usdisei widest
possible range of circumstances. Working towards itieal
requires attention to three critical areas: usevedity,
technological diversity, and gaps in user knowlefle@ 27].
Consideration of each of these perspectives cahtteprivacy
and security tools that will better meet the neefls broader
range of users.

User diversity: Accommodation of users with differing abilities
often means provision of alternative forms of contelust as
audio presentation has the potential to make CAPALH
accessible to blind people, tools such as grappizsswords or
color-coded anti-phishing toolbars can be combingith
alternatives that are accessible to users thatotaperceive
visually-encoded information.

These alternatives can often increase usabilitypwple who
might not otherwise be traditionally considered lave an
impairment. Audio-enabled anti-phishing tools migkmit a
warning tone when a user loads a web site thabkas flagged
as being a phishing page. In addition to making#rerwise
inaccessible display available to blind users, faedback will
provide a redundant cue that might help sightedsus&oid
phishing attacks. Similarly, users with some adatee vision
loss might find audio CAPTCHAS easier to use, angared to
their graphical counterparts.

Technological Diversity: Many widely-used tools and research
prototypes implicitly assume the use of a tradaiooomputer
display. As users increasingly engage in mobiteviag, and as
mobile devices are increasingly used as accesgihbilils [19],
privacy and security tools that work on deviceshwi#mall
displays and keyboards will be necessary.

Small displays may present particular problems dgraphical
passwords. Although the presentation of an altemanode
may help in this regard, there may be unintendedeguences.

If a traditional textual password is provided as an
accommodation to make graphical passwords bothssitde
and suitable for small displays, users may conreltosolely on
the textual version, making the graphical disptegiévant.

Gaps in User Knowledge: Fighting phishing, preventing
SPAM, avoiding malware, and cultivation of awarenes
regarding security and privacy all require appraferi user
knowledge. The development of shared and compsible
vocabularies and iconography to convey security ceoms
would benefit all users. Explanations of systenioast and the
ramifications of user choice that allow users tckenmformed,
constructive decisions are also critically impottan

Ideally, universal usability implies the use ofiagée system to
meet all needs. Although “separate but equal’ peratacks
may be unavoidable in some circumstances, theyidhmuused
only as a last resort. The evolution of the weln&ructive in
this regard. Parallel accessible sites (“clickelfer the text only
version of this site”) were expensive to maintais . each change
in content or design had to be made twice. Moddtas make
appropriate use of style sheets, good design, aitttlines [2]
to achieve high degrees of accessibility withoet éxpense of a
parallel structure. However, current guidelines aadls still
focus primarily on perceptual and motor impairmentsth
relatively little attention paid to cognitive diffilties.
Improvement in the accessibility of security antvacy systems
for individuals with motor and perceptual impairrters a
necessary first step towards the long-term goalirafersally
usable privacy and security.

Application of these principles to privacy and s@égumay
require reconsideration of some designs. Most otremdio
CAPTCHA alternatives are “separate but equal” desig
CAPTCHA systems that ask a user to answer a questio
independent of the output mode, might be easidsuitd and
maintain. If such systems can be built without i§iagng
efficacy in distinguishing between humans and caensy they
present an attractive alternative.

5. CONCLUSION

Solutions that resolve outstanding usable privany security
concerns without addressing accessibility leaveulstantial
need unresolved. Appropriate application of ursaeusability
principles can motivate research and developmendgysfems
that provide usable privacy and security for a droange of
users.
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