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ABSTRACT

Click-based graphical passwords, which involvekitig a set of
user-selected points, have been proposed as @wdthhative to
text passwords. We conducted two user studies:naialilab

study to revisit these usability claims, exploretfre first time the
impact on usability of a wide-range of images, agather
information about the points selected by users; amarge-scale
field study to examine how click-based graphicagveords work
in practice. No such prior field studies have begported in the
literature. We found significant differences in thsability results
of the two studies, providing empirical evidencatthelying

solely on lab studies for security interfaces canpboblematic.
We also present a first look at whether interfeeefrom having
multiple graphical passwords affects usability avitether more
memorable passwords are necessarily weaker in treecurity.

Categories and Subject Descriptors

H.5.2 [Interfaces and Representation]: User Interfaces —
Graphical user interfacesK.6.5 [Computing Milieux]: Security
and Protection Authentication

General Terms
Security, Human Factors, Experimentation.

Keywords

Usable security, graphical passwords, authenticatieer study.

1. INTRODUCTION

Click-based graphical passwords, which involvekitig a set of
user-selected points, have been proposed as @wdtdhative to
text passwords. Wiedenbeck et al. [16][17][18] aacted in-lab
user studies of a proposed click-based graphicvpard scheme
called PassPoints. While initial results were optim with
respect to usability, they acknowledged that furtherk was
needed to address several remaining questions.eTihekided
conducting a field study assessing the usabilitPassPoints in a
more realistic setting, investigating the effectsafeen size on
usability, examining whether hotspots cause secuincerns,
and looking at the effect of interference, i.e.ettter having to
remember multiple graphical passwords might causmonability
or usability problems.
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We conducted two user studies addressing thesesissod re-
examining earlier usability claims. Our first studgs conducted
in-lab to establish whether we could confirm thiiah usability

claims, look more closely at whether image choiea hany
impact, and gather click-point data. We tested ifférént images
and gathered a range of 31 to 44 passwords frorinctis
participants on each image. Secondly, we conduztield study
where 376 students used click-based graphical padswto

access their class notes during the Fall 2006 gemeghis

provided realistic usage data to evaluate in tesmssability and
let us examine interference, as a subset of stadead two
graphical passwords. For this field study, we gelb¢wo images
from the set tested in the lab study.

A security analysis was conducted on both data, detking

specifically at the emergence of hotspots, seeingtier hotspots
could be predicted by automated methods, and denating how

collecting a small subset of passwords can be tsezbnduct
successful dictionary attacks. This security anslys reported
separately [14]. Using these results, we subsetyuevaluated an
additional security issue: whether more memoraldeswords
(i.e., passwords for which users had a higher I@giccess rate)
were weaker from a security point of view (i.e. magasily
cracked).

We also compared the results of our lab study withfield study
and show that the lab study is not a reliable ptediof real-
world usability. This raises significant methodatzg concerns in
usable security since lab studies are often usethegprimary
means to evaluate usability.

A number of our results differ materially from prews usability
studies [16][17][18]. We found that participantsres@emarkably
accurate in entering their passwords, indicatingt ttolerance
regions as small as 9x9 pixels may be acceptabidsd appears
that the type of image impacts memorability, witme images
being too difficult to use. We further found thatterference
appears to be a problem. Participants who had asswpords had
significantly lower success rates than those whibdrdy one.

The remainder of the paper is divided as followsct®n 2
summarizes the original PassPoints studies by othed related
work on graphical passwords. Section 3 detailslalirstudy and
its results, while Section 4 describes the fieladgt Discussion
and comparison of our two studies are presenteSeiction 5.
Lastly, Section 6 offers our concluding remarks.

2. BACKGROUND AND RELATED WORK

Graphical passwords have been proposed as ali@sdgt text
passwords to improve both usability and securgyés. Suo et al.



[13] survey a large number of existing schemes.clirspgy
studies reveal that humans are better at recognaad recalling
images than text; graphical passwords are intetidezhpitalize
on this in hopes that by addressing the memoryesumh users,
more secure passwords can be produced and usermowikesort
to unsafe practices in order to cope [8].

The original idea for click-based graphical passlgds attributed
to Blonder [2] who described a scheme where usersted a
password by clicking on a series of predefinedaegiwithin an
image. Blonder’s limitation of only allowing usets select from
predefined objects within the image made the pasbapace too
small to be secure. Wiedenbeck et al. [16][17][48bsequently
proposed PassPoints, an alternative scheme allowsggs to
click anywhere on the given image.

With PassPoints, users create a password by dlidkia ordered
points anywhere on the given image. To log in, sisewst
correctly repeat the sequence of clicks, with ealitk falling
within an acceptable tolerance of the original polio implement
this aspect, along with a scheme converting the-esered
graphical password into a cryptographic verificatibey, a
“robust discretization” scheme was proposed [1lkdhsisted of
three overlapping grids (invisible to the user)duse determine
whether the click-points of a login attempt weresel enough to
the original points to be accepted.

Wiedenbeck et al. [16][17][18] conducted three uséudies

examining the effects of image choice and sizehef tblerance
region, and comparing PassPoints-style graphicsdwpards with

text passwords. All three studies were conductedabnand

consisted of having users create a password actqarantil they

entered it correctly ten times. At the end of tessson, users
logged in with their newly memorized password. Theturned

one week later to log in again; in addition, foemtudy they also
returned at the 6-week mark. The stated concludiBhwas that

despite the fact that graphical passwords are sltoventer than
text passwords and users made more mistakes ire#rring

phase, both types of passwords are similarly mebfer&rom the

second study [16], the stated conclusion was thalewsing a

smaller tolerance square led to a larger passwiades squares of
10x10 pixels were too small to be usable, with nec@nded

tolerance regions of 14x14 pixels or larger. A dh@onclusion

[16] was that image choice had little impact on tiemorability

of passwords; users performed equally well on tha images

tested. The issue of “hotspots”, areas on the intageusers are
more likely to select, were briefly considered It suggestion
was that further investigation is required to dmiee whether

these are a problem.

Davis et al. [4] conducted a field study wheredstuts used one
of two graphical password schemes, namely FaceStory, to

access class material. Users selected their qgssivord images
from among decoys. Face used only images of huawes fwhile
Story contained everyday images. One of their megoiclusions
was that many graphical password schemes, incluBagg and
Story, may require “a different posture towards spasd

selection” than text passwords, where selectiothbyuser is the
norm. Weinshall [15] reported on an in-lab userdgtwof a

proposed graphical password scheme where userdifieldn
images from their pre-determined set of secret @madput this
scheme has been attacked by Golle and Wagner [@].attacks

used a SAT solver, allowing recovery of the ussget in a few
seconds, after seeing a small number of user logins

3. LAB STUDY

We first conducted a lab study to independentlyluata the
usability of click-based graphical passwords. Owthndology
differed from the original studies (see below) biiit consisted of
having users create and confirm a graphical paskt@n log in
using that password. We tested 17 different imagéh 43
participants, giving a range of 31 to 44 collecpabswords on
each image. The study’'s methodology was approvedotny
university's Psychology Research Ethics Committead a
conducted at the university's HCI usability lab.

3.1 Methodology for the Lab Study

We used a web-based interface developed with PHPthie
study. A new version of the software was developedause the
PassPoints source code was not available to usin@ges were
451x331 pixels in size, the same dimensions akdérPassPoints
studies. The original PassPoints studies reportiagua 20x20
pixel tolerance square, however it is unclear hdus twas
implemented since it is impossible to accuratelgteea 20x20
square on a given pixel. We decided on a toleraere of
19x19 pixels centered on the original click-point.other words,
confirm and login attempts where all points werssleghan 10
pixels in any x- or y- direction from their correspling original
click-points were considered successful.

Since we wanted to perform analysis on the passwootlected
and the exact points selected, we did not use #&uratization
methods [1] nor hash the passwords before stofegnt We
simply recorded the exact coordinates of the gtiokats. As in
the Wiedenbeck et al. studies, we used a Windowsebdesktop
computer with a 19-inch screen set at a resolutib©024x768
pixels.

In our lab study, we tested 17 different imagese hages were
selected to represent a variety in terms of levededail, visual
clutter, amount of colour, and content (landscapsse-ups of
objects, people, maps, etc.). Our set includedaheimages from
the original PassPoints studies.

Participants created passwords on as many of tinesges as
possible during their session. The number of images by each
individual participant ranged from 9 to 17. In fot&e collected a
range of 31 to 44 passwords on each of the imddgesmaximum
is greater than the total number of participantsabee some
participants changed their password if they coadramember it.
Participants were assigned a two-digit username ttiey used
throughout the session. Wiedenbeck et al.’s interfdid not
require a username, but we felt that having onem@® realistic.

We did not follow the exact methodology used by deéigbeck et
al. for a few reasons. First, we did not feel tlegjuiring users to
correctly confirm their password ten times befooggding in

reflected a realistic usage scenario. Pilot testavgaled that this
was a frustrating experience that would annoy @adnts.

Secondly, following this procedure would not halleveed us to

test multiple images due the time it took for eamhge.

3.1.1 Participants
Forty-three participants (25 females, 18 malesktpart in this
study. Data from two participants was eliminateccchmse a



malfunctioning mouse affected their performanceisThaper
considers data from the 41 remaining participahiigparticipants
were university students from various degree pmograwith an
even mix of graduate and undergraduate students. ITa
technical backgrounds, but none were majoring impater
security. The average age of participants was 2#fsyeThirty-
seven reported using the web daily while the remgifour said
they were online several times a week, so all wastequately
experienced with using a computer and the web. dadicipants
(33) indicated that they were concerned about #wurgty of
passwords or that they took steps to reduce rgks37 of them
admitted to reusing passwords. None had any experievith
graphical passwords.

3.1.2 Task

Each participant completed a one-hour session musability

lab. After completing the consent forms, they weteoduced to

the idea of graphical passwords. As part of thisogtuction, the

experimenter showed them an image on the scrednavémall

superimposed square and explained that this was duowrate
they needed to be with their mouse clicks whenntering their

passwords. They were advised to pretend that thasswords
protected their bank information which meant thdtilev they

should pick something they could remember, theyukhalso

select passwords that would be difficult for otherguess so that
no one could break into their account.

Each trial followed the steps described below. $tép2, and 5
represent the password phases on which analyspasted later
in this paper.

1. Create Phase: Participants entered their usernselexted a
password by clicking five consecutive points on tjieen
image, and clicked on the Login button. Their passw
consisted of these five points in the specifieceord

2. Confirm Phase: The same image was presented ads¢iooa
and users were asked to confirm their passwordy Tmee
again entered their username and password thesegréke
Login button.

3. Two-questions: After successfully confirming theassword,
the following screen asked two 10-point Likert-gcqlestions:
“How easy was it to create a password on this iragad
“How difficult will it be to remember your passwoiid one
week?”

4. Mental Rotations Test (MRT) puzzle: The MRT is gp@a
based test used in psychology experiments as auneca$
spatial ability [11]. Participants typically compeas many of
the puzzles as possible within a given time (atfouatinutes).
In this study, our intent was to distract particitsaand remove
their password from working memory by clearing theisual
working memory”. Psychology literature suggestst tha-30
seconds is ample time for this to occur [5]. We egav
participants an MRT puzzle to solve and ensuret ah¢east
30 seconds had elapsed before moving on. If theyptzted
the puzzle too quickly, we gave them a second puimit this
happened very rarely.

5. Login Phase: Participants then logged in using thiviously
created password.

If participants were unable to confirm their passior log in

after 2 attempts, they were allowed to change thassword (in

effect returning to Step 1) or if they stronglylikied the image or

found it too difficult, they could skip this tri@hd move on to the
next one. Note that contrary to the PassPointdestudie did not
display the password click-points superimposedhenmage after
users had selected their click-points because liageghe
password on the screen seemed unrealistic in avad setting.

The first two trials for each participant were cdesed “practice”
trials, with the experimenter guiding users throubbk process
and answering any questions they may have had dorerthat
users understood the tasks. Data from these tvads tivere
discarded during analysis. Participants then coraeglérials with

as many images as possible in the remaining tirhdewvorking

at their own pace. They were allowed to take bresksieeded
between trials. After approximately half an hote experimenter
interrupted, telling them to take a break and agkinem to
answer a demographics questionnaire. To avoiddriamy image
due to inexperience or fatigue, the order of theges was
randomly shuffled so that no two participants s&ent in the
same order.

At the end of the session, participants completedoat-test
guestionnaire. This questionnaire asked about tirion of the
system and graphical passwords then asked aboutsthategy
for selecting passwords and the types of imagesteferred.

3.1.3 Data Collection

Both quantitative and qualitative data was colléataring the lab
study. Computer logs were generated to record &actate,
Confirm, and Login attempt made by participants.siBes
collecting the coordinates of the selected poitsestamps were
recorded for each point as well as the total tifepsed from
when the image was first displayed to when useessad the
Login button. Responses to the two questions froeep S were
also stored.

Participants’ responses to the demographics andt-tpsts
questionnaires as well as the MRT puzzles were atdlected.

Additionally, the experimenter sat with each papgnt

throughout the sessions, recording any commentse niag
participants as they worked, any observed usalghtplems, and
other observations. Care was taken to only asktigmsssuch as
“what did you think of this image?” in between Isigo that the
timings remained as accurate as possible. Howéyariicipants
chose to talk during a trial, they were not diseqed.

3.2 Collected Resultsfor the Lab Study

Only 20 out of 41 participants had time to comphatel 7 images,
however since the order of the images was shuffiedpbtained
at least 31 created passwords for each image.tdh ttata from
582 trials were analyzed. In some of the resufpemed here, we
give primary focus to the Pool and Cars images Fgere 5 and
Figure 6) since these are the images used in tundestudy.

Four types of statistical tests [7] for significensere used during
the data analysis, each intended to determine wheiie groups
being analyzed were distinct from each other wéspect to the
factor being tested. Results from ANOVAs are repartvhen
comparing the means across multiple groups, t-testsused
when comparing means between two groups, Mann-\ditests
are used when comparing ordered categorical datd, Ghi-
square testsy{) are used for non-ordered categorical data. In all
cases, a value for p < .05 indicates that the gringiing tested are



different from each other with at least 95% probighimaking
the result statistically significant. In the tables value of n.s.
means that the result was “not significant”; indicg no
difference between the two groups with respectht® variable
being tested.

3.2.1 Success Rate

Success rates were calculated as the proportiat attempts that
were successful for a given phase. The success fatethe
Confirm and Login phases are provided in Table akifig all
images into account, a total of 628 passwords wesated. Of
these, 35 passwords were created on the Pool iarey81 on the
Cars image. Attempts at creating a password wéreoakidered
successful because the interface did not let usersee on until
they had clicked five points on the image, hencecassfully
creating a password.

Table 1: Successrate per phase (lab)

Pool Cars All 17 Images

Confirm 33/39 (85%) 31/33 (94%) 575/748 (717%)

Login 33/33 (100%) 30/32 (94%) 560/598 (94%)

Figure 1: Successrate per phase (Iab)
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Figure 1 shows the Confirm and Login success ratesach of
the 17 images. There is considerable variation éetwmages; in
fact, statistically significant differences betweiemges are seen
for both the Confirm (16, N=748) = 49.64, p < .001) and
Login (% (16, N=598) = 91.44, p < .001) phases. For exantpée,
Paperclips image had the worst success rate i€tinéirm phase
at 52% while the Cars image had a success ratd%f &or the
Login phase, the worst performer was the Bee inaa@g8% while
several images reached success rates of 100%sgigsts that
the choice of image can have substantial impactsability, at
least initially.

Two images had much lower success rates: the Bdetlam
Paperclips images. These two images were alsotirees of most
frustration and were most frequently skipped byipigants in the
Confirm or Login phases. The Paperclips image ctediof a
random arrangement of coloured paperclips with mwiaus
patterns or distinguishing features. The Bee imaae a close-up
photo of yellow flowers with a single bee in thent of the
image. Participants disliked this image, sayingt titahad no
obvious “clickable” points other than the bee.

From these results, we are unable to predict whetlecess rates
for different images would converge after an inilgarning curve.
Success rates for the Confirm Phase are geneaaligrithan for
the Login phase. This discrepancy may be due tdatttethat the
Confirm phase represents the first time users teretheir

password and as such they may have forgotten poaits due to
inattention, may have accidentally clicked on &edént point
than expected, or may remember the general areh &s.i'the red
car”) but not in precise enough detail (“the letirft wheel of the
red car”) to accurately repeat the points. Fromtigpants’

comments and performance, the Confirm phase wasogpahe

learning process; once they had successfully cuoefir their
password then they were more confident that theydcrepeat it
during the Login phase. Several users stated thes¢ they had
confirmed their password successfully, then thegvkit and even
being distracted by the MRT did not affect theimnoey of it.

3.2.2 Accuracy

Participants were extremely accurate in targetimg points of
their passwords. To determine accuracy, we analjzéididual

click-points rather than looking at the password aashole,

therefore each password contributed 5 data pdhaiseach point,
the maximum of I@?iginal - Xcurrenl and Nriginal - ycurrenJ was taken as
the measure of accuracy. All Confirm and Login raftes were
considered in the analysis, even those that wesaasessful.

Figure 2: Accuracy for Login phase (lab)
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In the Confirm phase, 96% and 94% of clicks on FBwml and
Cars images respectively were within 4 pixels (Ir§nof the

original points. This means that click-points waceurate within
a 9x9 pixel square. Participants were similarlyusate for the
Login phase. Here, 98% of clicks were within 4 fexéor the

Pool image and 94% for the Cars image. As an ex@rfjjure 2
shows the distribution for the Login phase; the f@onphase was
very similar. There were slight variations, but ti#pants were
similarly accurate on all images. Accuracy ratgseap better than
success rates because success rates are basede amtitte
Login/Confirm attempt while accuracy rates considwatividual

click-points. One unsuccessful Login/Confirm attémpy have
contributed four accurately entered click-pointsd anly one
incorrect click-point to the accuracy totals.

3.2.3 Times for Password Entry

As expected, it took much longer to create a pasbwioan to
subsequently confirm it and log in, since particigahad to
initially look at the image and decide which poidsselect as
part of their password. The total time to enteassword included
typing a username (two-digits in this case), ihitthink-time”,

clicking on five points, and clicking the Login bom. Figure 3
summarizes the median total times for the Creatk @onfirm

phases. Unfortunately, a technical glitch prevented from
gathering reliable total times for the Login pha¥ée report
primarily median times rather than means to avaiflaied

numbers due to cases where participants stoppecbrrament



during a trial. It also allows for comparison wibhr field study.
The median total time for creating a password waasetonds (the
mean time was 40 seconds), while the subsequerfir@admad a
median time of 14 seconds (the mean time was 1@nsis}. As
shown in Figure 3, participants were quickest agating
passwords on the Truck image at 27 seconds whéeT#skbar
and Bee images took the longest at 42 seconds.n@utie
Confirm phase however, times ranged only from 1B8&®econds.

Previous studies have found that graphical passmakk longer
to enter than text passwords [13][18]. To invesdgahether this
extra time is due to time taken to physically mtive mouse and
target the click-points, we also examined the fclime”, i.e., the
portion of time taken from the first click-point the last click-
point. Considering all images, it took a medianetiof 11 seconds
to click on the five points during the Create phas®a 7 seconds
during Confirm and Login. Figure 4 presents the isnedimes for
each phase on each image. While these times aly linger
than typing a text password, they are probably atiteptable for
entering a password.

Some images were obviously more difficult to usantlothers
since participants took considerably longer to ep&sswords on
some of the images. As shown using ANOVASs, theedififices in
timings between images were statistically significor all three
phases (see Table 2).

Table 2: Differences between imagesin terms of timing (lab)

ANOVA - Total time ANOVA - Click time
Create F(15,1) =1.94,p < .05 F(15,1) = 1.67,.p5
Confirm F(15,1)=1.73,p <.05 F(15,1) = 1.66, 0§
Login N/A F(15,1) = 2.46, p <.001
Figure 3: Median total times per phase (lab)
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3.2.4 Perceptions and Opinions

During each trial, participants answered two 10aphikert-scale
questions immediately after confirming the passwovdhen
responding to these two questions, participantedr#te ease of
creating the current password at 4.3/10 (the med&s4) and the
ease of remembering this password after a week541® (the
median was 6). This indicates that their immedistaction to
their graphical passwords were fairly neutral.

The post-test questionnaire contained 32 Likertescaestions.
We report only on the subset of eight questions tere also
asked in the field study. For each question, adi@tfikert scale
was used with 1 indicating strong disagreement drtd
representing strong agreement with the given senénuestions
marked with an (*) used a reversed scale as aratibin to avoid
bias. These scores were inverted before calculdtieg means
and medians. In the results reported for each muesh higher
value always indicates a more positive result foapical
passwords.

The eight statements were:
A. | could easily create a graphical password.

B. Someone who knows me would be better at guessing my

graphical password than a stranger. (*)

Logging on using a graphical password was easy.
Graphical passwords are easy to remember.

| prefer text passwords to graphical passwords. (*)

Text passwords are more secure than graphical pagsw(*)

®© Mmoo

| think that other people would choose differentnpe than
me for a graphical password.

H. With practice, | could quickly enter my graphicalssword.
Table 3: Questionnaireresponses, * = inverted (lab)

Questions — scores out of 10
A B* C D E* F* G H
mean 7.8] 6.9 7.0 6.0 5.2 6.4 7.5 8]1
median 8 7 7 7 5 7 8 8.5

Table 3 details the means and medians for eadtesétquestions.
All of the results are in the positive range, wille exception of
preference between text and graphical passwordshwhias

neutral. Given that participants have years of ggpee with text
passwords, it is not surprising that they did rotve a stronger
preference for graphical passwords. However, thesitige

responses to the remaining questions indicate phaicipants
were reasonably happy with click-based graphicaspards.
Since these same questions were asked in the dialdly (see
Section 4.2.7), we were able to compare whetheniops

changed with regular usage.

3.2.5 Image Preference and Click-point Selection
Participants had strong opinions of which imagesy tliked, and
especially of those they disliked. Many voiced prefce for
images that had “clickable points” — small, distiraveas that
could easily be identified and targeted with a neoustructural
features such as lines, repeating items, and patsemed to be
helpful. Many people also reported using lettersnambers if
they appeared on the image.

They generally disliked images that were visualiittered or that
were too similar (such as the jumbled Papercliptherclose-up



image of a uniformly coloured Circuit-board). Thegd trouble
with the Bee image because it was mostly similawérs and
leaves with few distinct edges or distinguishingtiees. Most
wanted to avoid clicking on the bee since it wa®“dbbvious” but
found little else that they would accurately rememb

Many reported using patterns to select their cfiokats, for
example geometric patterns such as “four cornedsttaa middle”
or contextual patterns such as “five red cars”. 8arsed visible
angles or intersections in the image and many teslembjects of
distinct colours. Points with personal meaning waften selected
as well; one participant commented “I have to @oknething that
means something to me, if | just pick somethingaatiom, it'll be
much harder to remember”. There was a recurringn¢hef
needing “clickable points”, although exactly whahade a point
clickable varied.

3.2.6 Mental Rotations Test

The Mental Rotations Test (MRT) served two purposeshis

study. The first was to distract participants watlvisual task that
would flush their working memory and thus clearithgssword
from memory. This strategy is often used in psycbypl
experiments, for example by having participantsntdaackwards
for 15 to 30 seconds between tasks requiring ttememember
numbers. In our case, a visual distracter was mkesece
graphical passwords are visual in nature.

Most participants were engrossed in completingpihezle, often
taking longer than the imposed minimum of 30 sesor@kveral
commented that the puzzles were harder than thenpads. It
appears that the puzzles were engaging and suatcesasf
distracting participants from thinking about thgassword.

Secondly, since the MRT is a measure of spatiditgbits use

allowed us to explore whether a higher score orMRE can be a
predictor of better performance with click-basedapdrcal

passwords. Analysis showed no correlation betwéen MRT

results and success rates. We note that this dmesetessarily
indicate that spatial ability is not a factor sinm#r test was not
administered in the standard way [11].

3.3 Interpretation of Lab Study Results

Overall, the results of our lab study seem to ¢anthe usability
of click-based graphical passwords (for furthercdssion, see
Section 5). The success rates are high, the tinangseasonable,
and participants report modestly favourable opisiohgraphical
passwords. With respect to accuracy, our resulmwskhat
participants performed extremely well, indicatindpatt the
tolerance around the original click-points couldtgmdially be
reduced further than suggested by Wiedenbeck §t&l.without
negatively affecting usability.

Our results indicate that the choice of image hasigaificant
impact in all areas of usability. Besides the meslsle aspects,
some of the more difficult images led participatatssigh and sit
back on their chair, just staring at the image,iolisty frustrated
at trying to select points.

A direct comparison with the PassPoints resultdifficult due to
the differences in methodology, some of which wiatentional,
as discussed. However, Wiedenbeck et al. [16] camieclthat
image choice had little impact on usability, contrep our results.
When examining only the four images used in theidg (Pool,
Teapots, Philadelphia, and Mural), our lab studwynfb no

differences in success rates for the Confirm phiaisethe Teapots
image had 3 (92% success rate) failures in the rLggiase
whereas the other images had none (100% success Yde

found no differences in any of the time comparis@ws while we

agree that the four images selected for Wiedenkeek.'s study
were similar to each other, they do not appear ® &
representative sample of different types of images.

Wiedenbeck et al. also concluded that a toleraquarg of 10x10
pixels was too small to be usable. While we diddicgctly test a
tolerance square of this size, our accuracy reslitaved that
participants were extremely accurate in enteriregrthasswords.
Ninety-five percent of Login click-points were wiith4 pixels of
the corresponding original points and therefore ldidwave been
accepted with a tolerance square of 9x9 pixels.

It is difficult to compare times across the twodiés. In one
study, Wiedenbeck et al. [18] reported a time ofs@éonds to
create a password, but did not report this time tfair other
studies. Our results showed a much shorter avepagsword
creation time of 40 seconds. This may be becauspanticipants
practiced creating two passwords beforehand. Sheie Confirm
phase was much different than ours, a direct coisyars not
possible, and finally we do not have total times tioe Login
phase in our data to compare against their repbwtgd times.

4. LONG TERM STUDY

To examine the effectiveness of click-based graghpasswords
in a real-world setting, we conducted a field stwdere students
used a graphical password to access their clags mhtring the
Fall 2006 semester for 7 to 9 weeks. The studyreiewed and
approved by our university's ethics committee fayghological
research as well as the Computer Science departmedtand the
respective instructors since it involved studemtsnf Computer
Science classes.

4.1 Methodology for the Field Study

A web-based PassPoints-style graphical passwortersysvas

built where students logged in to access the iogirls class
notes. The system was available from mid-Octobernitio-

December, with students logging on whenever thentedh to

access their class material. Students who prefen@duse a
graphical password could opt-out and create a padgsword
instead. In total, 376 students created graphiasswords and 25
created text passwords.

Students were introduced to the system througin@bmation of
demonstrations during class time and tutorials,ileimstructions,
and FAQ/Help on the system’s web page. We receomg a
handful of requests for technical support througtibe study.

The first time students accessed the system, thepresl
secondary identification information, created arsequestion in
case they needed to change their password, ancquted to
create and confirm their click-based graphical wasd on an
assigned image (see Section 4.1.2). A small sqiliezetly above
the image reminded them of the accepted tolerancetheir
points. Passwords consisted of an ordered seridseofunique
points as in our lab study.

4.1.1 Participants

Students from three first-year undergraduate Coemp8tience
(CS) classes were invited to participate in thigdgt One class
was for students who were not CS majors while ttreerotwo



were primarily for students intending to major i8.GNe received
consent from 191 unique students to use their iataur study
(124 CS students and 65 non-CS students). Of tB&sstudents
were in two of the classes and had two differembants (with
different images). Therefore we have data from Z28rent
accounts. These 228 accounts will be used fouetér analysis.

4.1.2 Study Design

A two-dimensional between-participants design wasedu
Participants were randomly assigned to differenpeexental
conditions with no consideration given to whichsslahey were
enrolled, except in the cases where participantse we two
classes. Both the image and the required accuracg waried.
One group was given a tolerance square of 13x18lpand the
other a tolerance of 19x19. The 19x19 square wasistnt with
our lab study. Students who were in both CS classese
assigned a different image for each class but tbe of their
tolerance square was kept consistent.

Only two images were selected from our earlier $aidy: the
Pool and Cars images (Figures 5 and 6). These Bnhgd
reasonable usability results and differed in theirmber of
hotspots based on a security analysis reportedatepa[14]. The
Pool image contained several large hotspots whéeQars image
did not. The Pool image was also selected becaeseamted to
test one of the original PassPoints images.

The number of participants per group is given ibl&a. The size
of the experimental groups are uneven becausecipartis were
assigned to groups at the beginning of the stuefgrb we knew
who would give consent to use their data.

Figure5: The Carsimage [3]

Figure 6: The Pool image [10]

The two images were the same size as in previowlest namely
451x331 pixels. However, since students were alibteelog in

from anywhere with web access, we could not corfopkcreen
size or resolution. We were nonetheless able tordeiheir screen

resolution each time they entered a password asnfuirmation is
retrievable from the browser.

Table 4: Number of students per experimental condition (field)

13x13 Tolerance 19x19 Tolerance

Pool image 63 53

Cars image 61 51

4.1.3 Data Collection

As with the lab study, we logged each passwordtiomaconfirm,
and login attempt, including click-point coordingitéimestamps,
as well as screen resolution. We stored the exsel goordinates
of each point.

At the end of the semester, we asked students mplete an
online questionnaire. The questionnaire includedhatgraphic
questions and questions about their perception gpidion of
click-based graphical passwords. Students who Wwadatcounts
were allowed to answer the questionnaire once deh eccount,
since they may have had different responses fdn eaage. We
received 109 responses; 94 of these were from arstpudents.

4.2 Collected Resultsfor Field Study

Table 5 summarizes the usage data for the fieldys®articipants
attempted to login an average of 18 times througtwisemester
and created an average of 2.6 passwords (i.e.,gebatheir

password 1.6 times). Usage was relatively condigtenughout

the entire semester. The student who attempteddm Imost

frequently did so 65 times. It should be noted thase numbers
take into account all attempts, including thoset theere

unsuccessful.

Table5: Attempts per participant for each phase (field)

Create Confirm Login
Mean 2.6 3.6 18
Median 2 2 15
Maximum 11 17 65

4.2.1 Success Rate

Success rates were calculated as the number ofessfat

attempts across all attempts for a given phase.dééided that

this was a more representative measure than calgulsuccess
rates on a per participant basis since a partitipdwo logged in

only once throughout the term could have a sucadesof 100%

which is rather misleading. Overall success rabesbth images
are provided in Table 6. The difference betweengesawas not
statistically significant during the Confirm phasbut was

significant during Login o (1, N=3443) = 16.42, p < .001),
perhaps indicating that the choice of image dodecifthe

memorability of passwords over time. Here, the easscrates
seemed to indicate that Cars was more memorahieRtbal.

Participants were allowed to change their passwatd@sy point,
provided that they entered their secondary ideatifbn
information and answered their preset secret cquestor the
purpose of our analysis, change password attemptseated the
same as original Create attempts since the resblbth cases is a
new password. Once again, an attempt to creatsswpad was
only accepted once five click-points were selectau, 100% of
attempts to create a password were consideredssiatdn total,
265 passwords were created for Pool and 216 fos. @rthese,
149 (56%) were a result of changing a password henRool
image in comparison to 104 (48%) for the Cars imade the
Pool image, 49% of participants created only ongsward and



18% created four or more. Of those using the Qaeme, 43%
kept the same password all term while 11% created ér more
passwords.

Table 6: Successrate per phase (field)

Cars image
# success / total attempts

Pool image
# success / total attempts

Confirm 207 / 388 (53%) 170/ 293 (58%)

Login 1461/ 1880 (78%) 1301/ 1563 (83%)

Success rates were considerably lower than inathetudy. Upon
closer examination of the Login attempts, we fotimat success
rates did improve with practice, although nevechézg the levels
attained in the lab study. For example, the inifatcess rate
across all students was 76%, rising to 88% whesidening only
login attempts beyond the B@ttempt for students who logged in
at least 30 times.

4.2.2 Accuracy

Participants were once again remarkably accuragatering their
passwords. As with the lab study, we analyzed glicits
individually rather than looking at whole passwords

As shown in Figure 7, 78% of clicks on the Pool gmdor the
Login phase were within 4 pixels (1.5mm) of thegoral point
(i.e., within a 9x9 pixel tolerance square), wtgla2 of clicks on
the Cars image fell within 4 pixels. Assuming tiehtks further
than 50 pixels away were forgotten points, only df@ 3% of
points were forgotten for the Pool and Cars imagsepectively.

Figure 7: Accuracy for Login phase (field)
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Looking at Figure 8, it is apparent that confirmithg password is
part of the learning process as participants wensiderably less
accurate in entering their passwords. For the @onfihase, 62%
and 65% were within 4 pixels (i.e., within a 9xXadi tolerance
square) for the Pools and Cars images respectiPegple were
also more likely than in the Login phase to forgfetir points
altogether: 14% of points were forgotten on the |IRmage and
8% of points were forgotten on the Cars image.

Figure 8: Accuracy for Confirm phase (field)
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There is no statistically significant differencetérms of accuracy
between the two images for the Confirm phase, leeretis for the
Login phase (Z = 3.01, p < .01).

4.2.3 Effect of Size of Tolerance Square

Since participants were so accurate in entering thesswords,
the size of the tolerance square had little impacsuccess rates.
For the Pool image, having different sized toleeasguare had no
impact on the success rates for either the Cordirirogin phases
(see Table 7). The Cars image similarly showed ifferdnce for
the Confirm phase, but for the Login phase parictp were
significantly more likely to succeed with the larde9x19-pixel
square; however both tolerances still had succaes of above
80%, indicating little practical difference.

Table 7: Effect of size of tolerance squar e on successrate (field)

13x13 Tolerancg - X139 r
Tolerance
— [Pool | 126/245 (51%)| 81/143 (57%) n.s.
Confirm
Cars| 95/170 (56%)| 75/123 (61%) n.s.
Pool | 790/1018 (78%) 671/862 (78%0) n.s.
Login 2 = =
9N Ncars| 640790 (81%) 661/773 (8508 NpiSOE?) 567

Interestingly, participants were more accurate rmeeng their
click-points during the Login phase when they hadnaaller
tolerance square. Telling them that they needebetaccurate
actually improved their accuracy in the field whitaving little
impact on their success rates. As accuracy disioibs are similar
to those reported in section 3.2.2, only the nundbe&tick-points
within 4 pixels is reported in Table 8 although Menn-Whitney
tests take the entire data set into account.

Table 8: Effect of size of tolerance square on accuracy (field)

13x13 Tolerance:| 19x19 Tolerance:| Mann-

<=4 pixels <=4 pixels Whitney

Confirm P00l | 781/1225 (64%) 431/714 (60%) n.s.
Cars 549/850 (65%) 405/615 (66%) n.s.
Pool | 4174/5090 (81%)|  3164/4305 (73%) <1%§f'

Login ETEY
0 0, T

Cars | 3289/3950 (84% 3008/3860 (78%) b < 001

To further examine whether the size of the tolesasguare had
an effect on performance, we looked at the clioketifrom the
first to last point. If those who had a smalleetahce square were
actively trying to be more careful in targeting, weuld expect to

see

increased click-times. However we found noissizl

differences in the click-times between the two rafee groups
for either image, further indicating that partiaipsl performance
was not impacted by having a smaller tolerancerequa

4.2.4 Effect of Screen Resolution
We could not control for physical screen size seen resolution
since participants could use the system from ang-eveabled
computer. This reflected a realistic usage scenésio most
password systems. We were able to record screefuties and
examine whether it had any effect on user perfommarThe
resolutions ranged from 256 000 pixels to 2 304 pd@ls. We
divided them into two groups: one million pixels ss and
greater than one million pixels.



Table 9: Effect of screen resolution on successrate (field)

Low Res. High Res. .
(<= 1 milion) | (> 1gmi||ion) Mann-Whitney
contrm [ P00I | 1001216 (50%) | _ 98/172 (57% nes.
Cars | 81/161 (50%) | 89/132 (67%) Z=2.95.p <
Login | Pool | 100071268 (79%) 4607611 (15%) n.s.
Cars | 725/875 (83%)| 575/687 (84%) n.s.

Screen resolution had no impact on success ratethdoLogin
phase. There is a significant difference for thenf@m phase of
the Cars image, with a higher success rate fohtbkeer screen
resolution. It is not clear why this occurred. Snge could not
record physical screen size, these results do rmtide clear
evidence that users perform equally well regardiesscreen
dimensions, however it does suggest that clickdagaphical
passwords are usable within the typical range saresolutions.

4.2.5 Times for Password Entry

Participants were able to create their passwoidswely quickly,

with a median total time of 25 seconds for Cars a@@dseconds
for Pool. Total times for the Confirm and Login gba were
surprisingly consistent, with median times varyibgtween 13
and 15 seconds across both phases. Figure 9 metbentotal
times for each phase of the Cars and Pool imageg B®x-and-
Whisker graphs. The boxes indicate the Inter-Qigafange
(IQR - the interval between the 2&nd 7%' percentiles) while
the whiskers show the overall range of data. Thektine within

the boxes indicates the median time for each phaseoutliers
are shown as empty circles.

Figure 9: Median total times per phase (field)
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Figure 10: Median click-time per phase (field)
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Mean times did not provide an accurate snapshdhefdata in
this case due to outliers with very high times. Example, a few
Login attempts were measured in days rather themnsks. Since
participants were not using the system in a coleiadetting, they
may have opened the login page, turned their &teeisewhere,

.05

and later returned to continue logging in. For tieigson, median
times are more representative.

As shown in Figure 10, participants were very quitlkactually
targeting and entering their click-points. When sidering only
the click-time from the first to the fifth pointhé Create phase
took slightly longer than the other phases (7 sdspmvhile the
median click times for the Confirm and Login phasesre
between 5 and 6 seconds.

4.2.6 Interference

Having multiple passwords affected performanced&tts who
had two passwords had higher success rates indhfr@ phase
(statistically significant for the Pool image; s&able 10). It
appears that the extra practice at creating andiraong a
password improved their performance.

During the Login phase however, interference negbtiaffected
success rates. Students were much more likelyganl@orrectly
when they only had one password to remember. Asvisha

Table 10, the difference in success rates duedopthsence or
lack of interference is statistically significawtr footh images. For
example, those who only had a password on thei@age had a
success rate of 87% but those who had two passwwadsa
success rate of only 71% for the Cars image. Tidicates that
having to remember two unique passwords on differeages
negatively affects long-term memorability; this ding is

troublesome if graphical passwords were to becoidelyused.

Table 10: Effect of interference on successrate® (field)

No Interference Interference xz
Pool 139/284 63/99 x2(1, N=383)=6.36,
Confirm (49%) (64%) p<.05
Cars 108/193 62/100 ns
(56%) (62%) >
Pool 1224/1541 226/319 x2(1, N=1860)=11.33
Login (79%) (71%) p<.001
Cars| 1053/1216 248/347 ¥2(1, N=1563)=44.26
(87%) (71%) p<.001

We examined more closely the data from the interfee group.
Specifically, we looked at the initial password ateel on each
image to see whether their ability to confirm themssword
improved for the second image since they had ajrgadcticed
the process with the first image. Looking only &g tinitial

password created on each image, we uncoveredttitengs had
higher success rates for the Confirm phase for gegiond image
(67% success rate) than on their first image (60%cess rate).
However, the difference did not reach statistigghificance.

4.2.7 Perceptions and Opinions

At the end of the semester, participants were askedmplete an
online questionnaire and 109 participants respontiéel report
primarily on the questions that correspond withl#iestudy.

Participants’ opinions were neutral or mildly favable for click-
based graphical passwords in all questions excepttheir
preference between text and graphical passwords. tRis
question, they strongly preferred text passwordsufmary is
provided in Table 11 (see section 3.2.4 for lisjoéstions).

1 One participant had the same image for both classis data is
excluded from our analysis of interference.



Table 11: Questionnaireresponses, * = inverted (field)

Questions, score out of 10
A B* C D E* F* G H?

mean 6.1 6.9 6.1 5.5 3.2 5.2 6.6 64
median 6 7.5 7 5 3 6 7 7

In the written responses, the most common concemshioulder-
surfing. On the other hand, many felt that it woh&ddifficult for

someone to simply guess their points. Several meet

difficulty remembering their points because theg dit log in

frequently enough while others said that once thag learned
their password, it was easy to remember. As withl#hb study,
they reported selecting “easy-to-remember” poirgspmetric

patterns (such as items in a line or a circle)pgopatterns, and
personally meaningful items.

4.2.8 Usability versus Security

A companion paper [14] carried out a security asialgf hotspots
within the images and examined whether passworeksten by a
small subset of users can be leveraged to genaratecessful
attack against other users. Collected passworda 86 users
(Pool image) and 33 users (Cars image) in thetlatysvere used
to determine hotspots, from which a dictionary @ndidate
passwords was generated. The dictionary entriese viben
compared to the final user-created passwords infigheé study
(i.e., if users changed their passwords duringsemester, only
the latest password was examined); any passwordsewlsers
failed to log in at least once were further elintéth The rationale
for examining this subset was that final passwondy be more
indicative of what people would eventually selestaemorable
passwords.

The results are worrisome from a security viewpoihe attack
[14] correctly guessed 41/112 (Pool image) and @2/{Cars
image) passwords. Taking into account all logierafits for the
tested passwords, we see a statistically signifiddference in the
success rates between those passwords that wereedrand
those that were noy2 (1, N=2781) = 4.67, p < .05). Contrary to
our expectations however, the cracked passwordslacthad a
lower login success rate (84%) than those that wetecracked
(88%)).

If success rate is taken as a measure of memayalmilir small
sample indicates that more memorable passwords m@reny

easier to guedsthan less memorable passwords. However, a

larger sample, for example looking at all creatadswords rather
than just the final passwords, may reveal differestilts.

4.3 Interpretation of Field Study Results

Most people chose to use their graphical passwimasighout
the semester rather than opting-out and selectiegtgpassword,
something we found encouraging in terms of usgbititowever
the lower success rates and accuracy scores am@use dor
concern, especially when combined with the fact thast people
reported a preference for text passwords. Overalr o
interpretation was that the graphical passwordsweasonably

2 We recorded only 17 responses in the field stadyjfiestion H
due to a programming error.

3 We note that this result is specific to the attathods used for
cracking, and better or other attack methods melg ydifferent
results.

usable, serving as well as the more familiar teadsgvords, but
these results are still much less positive thasdhaf the original
PassPoints studies.

The effect of interference is also cause for camc@nce it is
likely that in a real-world setting, people wouldvie more than
one password. Independent of interference, itkislyli that users
would resort to coping strategies that would furthreeaken
security as they do with text passwords. In facihynreported
that they would be more likely to use geometridgrat to try and
have similar passwords on each image. Interfereckscussed
by Wiedenbeck et al [18] and by Monrose and Rdras a
potential concern but our study provides the fieshpirical
evidence that interference is in fact a problem.

The security of graphical passwords is also queabite; we

expect that the passwords would be even more \alifeeto more

advanced pattern-based attacks than found to ddies[nce so

many users reported using colour and geometricepestt We

hypothesize that the passwords guessed in suclttak avould

correlate with those passwords that have higheresscrates and
that are more memorable.

5. FURTHER DISCUSSION

Click-based graphical passwords offer an intergstiternative to

text passwords, but their usability and securitysihe assessed
before they can be deployed as authentication meésina. In this

section, we compare the results of our two studies discuss
how methodological factors may have influencedresults.

5.1 Comparison of Lab and Field Studies

The usability results of our two studies revealederesting
differences. The lab study provided much more pa@sitesults
than the field study, calling into question theididy of only
conducting lab studies for security interfaces highlighting the
risk of overstating the usability of these integfac

As shown in Table 12, there were statistically Higant

differences in the success rates and accuracytsesetween the
lab and field studies, with the field study resudtin less positive
results in both cases. This indicates that theskaloly is not a
good predictor of these usability aspects. Withpees to

password-entry times however, the field study hadilar or

shorter times than the lab study. For examplek-tlines were
shorter for the Login phase in the field study (me# 5.5

seconds) than in the lab study (mean of 7 secoad®sult that is
statistically significant (t(3403)=2.02, p<.05).

There are a few possible reasons for the discrégmbetween the
lab and field studies. The lab study gave partitipamore
concentrated practice with creating and confirmpasswords
since they performed these tasks several timesnaatih hour. Our
lab participants also had two “practice” trials wdhehey could
ask questions and become accustomed to the prdefese

starting the real trials. In contrast, participaimtshe field study
received an explanation and instructions, but did have a
chance to rehearse on practice images before dttentp create
and confirm their real password. We felt that reiqgi

participants to create “practice” passwords befmemating their
own was impractical in a realistic setting and timay partially
account for the discrepancies in success rates wbempared to
the lab study. However our analysis also showed tiigile

10



success rates did improve with practice in thelfgudy, they still
did not reach the levels observed in the lab study.

Table 12: Differencesin successrate and accuracy:
lab vs. field
Success Rate
2

Accuracy
Mann-Whitney

=

X
Pool , N=427)=14.07, p<.001] Z=13.81,p<.00

Z=10.74,p <.00

Confirm

=

1@
Cars| »*(1, N=326)=16.19, p<.001|
Pool | #?(1, N=1913)=9.42, p<.001]
Cars n.s.

Z=13.64,p<.00
Z=10.47, p<.001

=

Login

Secondly, the Login phase for the lab study occusteortly after
the password was created and confirmed. Althouglatieanpted
to distract participants with MRT puzzles, the indlieey of
logins likely contributed to the high success ratss logins for
the field study spanned across several weeks;cjpatits had
ample time to forget their password between logfienapts.

Finally, passwords were the focus of the lab stiRBrticipants
were actively engaged in the process and it was phienary task.
In the field study, the primary task was accessitags notes,
while logging on was a secondary. This shift teeaosidary task
likely affected the amount of attention paid to task and the
importance accorded to getting it correct, evenugfo errors
hindered progress towards the primary task. Thso dikely

partially accounts for the faster click-times astipgpants were
trying to quickly move on to accessing their clasges.

Table 13: Differencesin perception: lab vs. field

Question Mann-Whitney

A. Easy to create Z=299,p<.01
B. Guessing n.s.

C. Easy to log in n.s.

D. Easy to remember n.s.

E. Preference Z=4.29, p<.001
F. Strength n.s.

G. Unigueness Z=2.23,p<.05
H. Speed Z2=279,p<.01

Differences were also apparent in users’ opini@ng. of the eight
Likert-scale questions, statistically significaniffetences were
observed in half of responses (see Table 13). fiqaly,
participants of the lab study felt more positiv@abhow easy it is
to create graphical passwords, about the uniquenéstheir
password, about the speed of entering their passwath
practice, and finally they rated graphical passwonthore
favourably than text passwords. These differeniteyl reflect a
changing opinion over time. Initially graphical pa®rds were a
novel and interesting idea, however participanthnfield study
had a chance to incorporate these passwords ieto réml life
and as such gain a better grasp of the strengthéraitations of
click-based graphical passwords.

5.2 Characteristics of the Studies

As with any research study, methodological decisiaffect the
results. To put the results in context, we disa¢hsslimitations of
our studies and identify the actions taken to carepte.

5.2.1 Lab study

Our short-term study was conducted in a lab enw@mt where
participants were knowingly and actively participgt in a
research study. Creating passwords was their pyirreesk and
they repeated this task multiple times while bedbgerved by the

experimenter. This is necessarily an artificialismvment but one
that can still provide valuable insight into usétil

Our participants knew that the purpose of the studs to
evaluate the usability of a “new” kind of passwairdan effort to
help us, they may have been extra diligent. Whiles tmay
overestimate the success rates, it still shows gsaticipants
could successfully use graphical passwords if ttag@plied
themselves. On the other hand, if they were tntimg hard to
perform perfectly, we would expect a slowdown ie thmings as
they carefully tried to target each point. We sawsuch delay.
We further tried to mitigate problems by shufflithgg order of the
images to avoid bias, adding MRT puzzles as disrac and
incorporating breaks.

A common limitation of such research studies ig gaaticipants
are taken from a relatively narrow population pooften
consisting of first year undergraduate students: @asticipants
were indeed students but they were from a broaderan fields
and half were graduate students, raising the agesag to 27
years. Our only pre-screening criterion was thattigipants
should not be majoring, or experts, in computeussc

Despite the limitations of such lab studies, weidwel that our
methodology was sound and that it provided us waiiful results
to guide the design of the field study, revisitypoas lab usability
claims, and provide data for a diverse set of image

5.2.2 Field study

The goal of our field study was to gain an undeditag of how
well click-based graphical passwords work in a dasgale,
practical, real-world scenario. It certainly prosid a more
realistic view of the usability of this method afthentication.

Participants were using graphical passwords as efrtheir

regular activities. They knew that we would be gsialg this data
for our research, but they were not being obsemgukrson and
were not in a laboratory setting which should leadhore natural
behaviour on their part.

There is further evidence that participants wetealang naturally
and not simply feeling obligated to participate. ilWhhe course
instructors endorsed the study, they did not pusidents to

participate and were not tied to the study. Apprately two-

thirds of students gave us consent to use thed, @ateeding our
expectations since it required that students semall¢hrough the
official university system which most students ignorhose who
were uncomfortable with participating simply didtnoonsent.

And finally, questionnaire responses were not gvpdsitive, so

they were likely being truthful.

The population sample in the field study was lessrde than in
the lab study. Two-thirds of students were in astfirear
undergraduate course for those majoring CS. Of ethako
answered the gquestionnaire, the mean age was &2yttiing, this
group is probably more willing to accept new tedogg than
other populations.

One potential criticism of this study is that whitee passwords
were protecting something valuable to participatitsy were not
protecting something private or personal. This aasntentional

design decision since to-date there had been nepth security
analysis conducted on click-based graphical pastsvdie did

not want to risk exposing private or personal infation and as a
result, participants may have selected weaker gasiswOn the
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other hand, people do not necessarily select stpasgwords for
high-value accounts either because they are unasfare risks,

security is a secondary task, or they do not unaedswhat makes
a secure password. Schechter et al. [12] pressttsg of security
indicators for online banking where some partictpamsed their
real banking credentials, however these credenti@se never
recorded and the study was conducted in a lab @mvient.

Conversely, our field study was not in a controled/ironment
and we were specifically examining the passwords ttsgir

approach would not have been appropriate.

6. CONCLUSION

We present the results of two usability studiesclxtk-based
graphical passwords. The initial lab study reveahestly positive
results and led to a larger field study to see labek-based
graphical passwords worked in practice.

The lab study confirmed earlier work that the ukgbof these
passwords was good in terms of success rates aswal-entry
times and that participants’ opinions were favoleabWe
additionally showed that participants were more ueate in
targeting their click-points than previously sugges indicating
that smaller tolerance squares may be acceptablalys contrary
to previous work, we found that the choice of imaggmificantly
influenced success rates.

The field study represented the first large-scedal-world study
of click-based graphical passwords, showing thaaplical
passwords were adequate in terms of usability &l tasks.
Password entry times were acceptable, accuracynetaquite as
high as in-lab but still very good, and successs@nproved with
practice although they never reached those seenlaln
Participants’ opinions of graphical passwords weveer than in
the lab study, suggesting that opinions worsenet weal-world
usage. We found several legitimate concerns witloptg
graphical passwords as a means of authenticatien pkdvided
the first empirical evidence that interference frdraving to
remember multiple graphical passwords is problemati
Participants also reported using patterns in delgctheir
passwords, suggesting increased susceptibilityésging attacks.

The differences between the lab and field studis® aaise
methodological concerns in usable security. Soldér studies are
the most common form of usability evaluation andleviothers
have cautioned that these were inadequate in pnayiaalistic
usability data, our two studies provide empiricaidence of this
problem.
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