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ABSTRACT

In this paper, we describe a novel web-based methagnerate
an on-screen keypad with anti-screen capture téabyofor

secure data entry. Our method protects againstngpyia

keyboard, mouse and screen on a compromised compute

1. INTRODUCTION

The online entry of sensitive data like PIN andddreard number
using textboxes is extremely vulnerable to keylog@gne bank
[1] is using on-screen keyboard to thwart key anmlse-click
logging. However, this is useless against spywda takes
snapshots of the user's mouse clicks.

2. METHOD DESCRIPTION

2.1 Visual Persistence

A user of our method shall see an on-screen keljkadrigure 1
in his browser. Unknown to him, the keypad is carmged by
fusing several images (see Figure 2) into a simgége using the
visual persistence of the human vision system. Bhawser

cyclically displays these images at a fast refrasé on the screen.

By visual persistence, the cyclic pattern of imagemtegrated
into a strobed display of the keypad. This intagrats illustrated
in Figure 3 for the formation of the number "4"nggione empty
and two partial images.

The browser does not display a complete keypadenaagny one
instance. Consequently, the spyware can capturelyr@m empty
or partial image in a screenshot that does notatetree user's
selection.
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Figure 1. On-screen Keypad with Random Number L ayout
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2.2 Image Generation

To increase the security of our method, the sein@fges is
generated using an algorithm [2] that is designedmike it
statistically difficult for a hacker to guess theeds number by
examining one or more screenshots of the keypad.

The algorithm takes the pixels required to formuwmber and
randomly distributes them among the images whikugng that
infrequently-used pixels are not placed in the samege. The
usage frequency of a pixel is the number of tirhespixel is used
when all the numbers from "0" to "9" are considered
Infrequently-used pixel gives more information abthe number.
Hence, by keeping them separate, we make it staflgthard to
guess a number based on partial images. In Figuré the
spyware captures the image M2, it obtains 50% métion about
the number "4". However, this is insufficient fdret hacker to
determine the number as there is more than onebf@saimber
that shares the same pixel pattern, like numbeat@'"5".

In addition, a newly generated set of images isl usalisplay the
keypad after each mouse click. Therefore screeasstaptured
over time across mouse clicks have no correlafidns further
enhances our anti-screen capture technology.

2.3 Image Set Size

The number of images in one image set used to rmtsthe
keypad is dependent on the human vision systentégiation
time and the monitor’s refresh rate.

Integration Time
Refresh Rate

Set Size = | |+1

Images seen within the integration time are fused & single
image by our eye. To minimize perceived flicker, wee an
integration time of about 30-40ms. In Figure 2, assume the
monitor's refresh rate is 16ms, meaning we can3usmages to
give an integration time of 32ms.

Current monitors have a refresh rate of 2ms. Tldsva us to fit
in 16 images with an integration time of 30ms. A®sult of this
large image set size, many of the images are eriptyexample,
Figure 1 uses a seven-segment numeric font tygkewensee in
Figure 3 that we require 4 segments to form the brarmi4".
Generating the 16 images, we get 4 partial andviftyeimages.

A large image set size results in more empty imaghsreby the
spyware is more likely to capture an empty usedessenshot.

2.4 Random Layout

The layout of the numbers on the keypad in Figuis fandom
and changes after each mouse click. Consequerdithfif
reproduction of mouse clicks captured by spywangseless. This
defeats mouse-click logging.

! This does not hold true if the hacker captureswihele image
set. See Section 3.

2.5 Server-Driven

Our method is web-based and server-driven. Theeseiw
responsible for generating the random number laymd the
partial images. Only the images are sent to thewv&eo for
display. This prevents in-memory hacking as themMses has no
knowledge of the user's number. The server therives and
deciphers the mouse click to obtain the user's rumb

Being server-driven, the enterprise is able to e®fcsecurity in
restrictive client environments wherein installatics prohibited
(e.g. public computers in internet cafes) or urifdas(e.g.
customers' computers outside the enterprise’s antr

3. APPLICATION & LIMITATION

Online entry of credit card numbers, which is cothe left
unprotected, can be easily secured by our methoeditCcard
issuers and merchants realize that it is imprdcticause 2FA
devices given the varied and large number of stkiens
involved in credit card processing. Our method ten easily
integrated to the existing entry process.

The security of our method comes from the fact thas non-
trivial for the spyware to capture all the partrahges. To capture
the whole image set every time, the spyware hastai@
screenshots at the same high rate as the moniairssh rate.
This greatly increases its resource consumption skl of
discovery [3].

4. CONCLUSION

Our method is able to defeat key, mouse-click acréenshot
logging on a compromised computer. It gives the astamiliar
and easy-to-use interface. It enables the entergdsprovide
security without hardware or download. Details of method are
in [2].

We would like to integrate our method with mutual
authentication. We would also like to license oechinology to
other partners to benefit future work in this area.
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