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problems: the big

many passwords
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problems: the big S

| _many passwords
2 dictionary attack
3 password entry In webpages
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Username: U s
’7 Jsermname:
Password:

Password: v Remember me on this

computer.

v Remember Me

Username:

Password:
Email Address | ' Remember me

Password li . -
E-mail new password

User Name:

Nickname
Password: |
| SIGN IN | |

Password

o

(6-20 characters long)
Username:

‘— | | Public Terminal

Passwaord:
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Bank of the West |

http: / /www.bankofthevvest.com/BOW/home

Wednesday, July 12, 2006 % Chinese | Espafiol | Locations | Employment | Contact Us | Search: ||:|:||

BANK"H—IIEE—EST _ﬁ PERSONAL SMALL BUSINES

[

COMMERCIAL ABOUT US

Online Banking

I
eTimeBanker® Sign In:

P el HOMESEQUITY,
sy LOCKANASGREAT'RATE

Other Online Services: L
Select... — lﬂ|

L-ﬁ. -

Apply Online R s Small Business Banking

Select... ¢| | 6o |
— First job. Last job. New home. College tultion.

We're here to help guide your finances through the

challenges of every life stage. Stop by a branch to

As you navigate your business through all its cycles,

L] r '] el
Locations experience our hallmark service for yourself. YOU'TE not on your own. We assign a dedicated
relationship manager to help you make the right
=t All = | financial cholces. Give us a call. We pick up the
honel
ZIP code: P

LOCATE |

Industry Specialties

CUSPICIOLS EMAIL Commercial Banking

Protect yourself from fraud
Repnart unusual amall From the dairy farmer to the commercial developer

regarding your accounts. to the church looking to expand, chances are good
READ MORE W we know what your business needs. Because

Middle-market to multi-national, our corporate
clients give us high marks for flexible financing, fast



"a Secunia - Multiple Browsers IDN Spoofing Test - Microsoft Internet

!Eile Edit View Favorites Tools Help

< P Favorites 04 |
ot F |

[T

Secunia - Multiple Browsers IDN Spoofing Test

Thiz window i= serving content from Secunia.com, although the Address
Bar zavs vou are visiting: http:/ /www.paypal.com/

Thi=s page could just as easily have been spoofed to look like a genuine
FayPal page (or any other web =site) asking you for e.g. usernames,
passwords, credit card details, or contain malicious information convincing
you to install programs.

Exploitation is only limited by the imagination of the attacker (phisher).

Close this window

Secunia - Multiple Browsers IDN Spoofing Test

Secunia

STAY SECURE

. fﬁ Internet




% Secunia - Multiple Browsers IDN Spoofing Test

| File Edit View Favorites Tools Help




problems: the big S

| _many passwords
2 dictionary attack
3 passvvord entry in vvebpages i

Sl e R L R S S R

“-H-'

G s O R T e Tt VU < I gD g
'lln' ,q..,_ 1— 3 3 'r_.ll..f.:_r!:‘\-___ f .:'I' "ll'r.-'|j-.]‘-.-",?.-"'~-,r,"'l" Cr s 'r_‘ e = 3 ll.__--c"' -5 -~ -\-I LK |

AH‘ —— '~.L'.I‘f= I..'i'E--'I- -:.‘ ?" ::.,.-._"-”--. \ ~ .'.-: "é""',: -~ "'. ek e

&

Ul spooTing

F/



Authenticate

Installer requires that you type your password.

NMame: Ka-Ping Yee

Password:

= Details

Cancel 'F OK }
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design:

logging In
setting up a new password
s_ettmg UP Passpet G
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Mmaster secret

site-specific
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site-specific
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dictionary attack




Mmaster secret

site-specific




 site-specific
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master secret
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Password Multiplier (Halderman, 2005)

master secret master secret




Passpet: variable-strength password hash

Choose your master secret.

You will only need to memarize one secret. All your passwords will be produced from this
0 make up something hard to guess, write it down, and keep it in a safe place. For a

Choose

The longer you wait, the stronger your secret will get.

1 da 1 wesk 1 month 1 ::g 10 vears 100 vears 1000 vears

It would take about 1.3 years for an attacker to guess your secret using
a typical $1000 computer made in 2006. When you are happy with it, enter it again below.

Canfirm your master secret:

Cancel
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ONn password strengtn.
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Main Page - Wikipedia, the free encyclopedia

o

¥_¥~ Emma wants your secret: | o 8¢ W htp://en.wikipedia.org/wiki/Main_Page

2 Signin/create account

main page discussion View Source history

I mmifmared Semadfoms bean M
Welcome to Wikipedia, = Ans = History = Society

the free encyclopedia that anyone can edit. = Biography = Mathematics = Technology
1,250,195 atticles in English s Geography = Science = All portals
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Petname Tool (Close, 2005)

© PayPal - Welcome - Mozilla Firefox @@

File Edit ‘Wew Go  Bookmarks Tools Help

o

*I.;:-.
- - I_:i'::'

—

small pavments [~ hteps: | fwany, paypal .com) =18

L

PayPalj siar

Welcome Send Money Request Money Merchant Tools

Forgot your ermail address?
orgot your passwordy Join PayP:
T SRR ST SR L e NI:Ill.-'-.l [&]
Ernail Address 71 million &

Password | Logln | Im

Member Log-In

4 b

Done wia, paypal , com |:|




Passpet: use site label for hashing

Main Page - Wikipedia, the free encyclopedia

B ¥ Wikipedia W http:/ /en.wikipedia.org/wiki/Main_Page

2 Sign in/create account

main page discussion View source history

I evmmifmered damaifoms fean MEmedls s

Welcome to Wikipedia, = Arts = History = Society
v the free encyclopedia that anyone can edit. = Biography = Mathematics = Technology

\K:’rll{lljfl'l]lﬂ 1,250,195 articles in English = Geography = Science = All portals
The Free Encyclo ,l’.?e':.'rf'u'




~ Help users rely on information
rom the user; not an attacker;
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Dynamic Security Skins (

( Login ) ( Ccancel )

Dhamija, 2005)




Passpet: Interact directly with custom icon

Main Page - Wikipedia, the free encyclopedia

¥ W http://en.wikipedia.org/wiki/Main_Page
2 Signin/create account
Emma the Coldfish is sleeping. Click to wake UP. pose
= TOrY

I comiineed demalioms oo MNiljmed

Welcome to Wikipedia, = Ants = History = Society
= ’ the free encyclopedia that anyone can edit. = Biography = Mathematics = Technology
‘ﬁ{’r 1KIPEDI A 1,250,195 atticles in English = Geography = Science = All portals

The Free B | II'."Il'.l.nr'.'n'r "y
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Passpet: Interact directly with custom icon

Main Page - Wikipedia, the free encyclopedia

e 7

B Emma wants your secret: | o 8¢ W htp://en.wikipedia.org/wiki/Main_Page
2 Sign in/create account
main page discussion View Source history

I mmiimered demainoms Lo Mimeds s

Welcome to Wikipedia, = Ans = History = Society

= the free encyclopedia that anyone can edit. = Biography = Mathematics = Technology

KIPEDI A 1,250,195 atticles in English = Geography = Science = All portals

The Free B | II'."Il'.l.nr'.'n'r "y




- Get the user to interact
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contributions:

| varnable-strength hashing

2 password strength feedback
3 use user-assigned labels for hashmg
4 personalized ecurlty agent

> direct interaction with mw-m.l Ul
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practical matters:

What If you want to use another computer?

Password Manager

—
Passwords Saved | Passwords Never Saved

Password Manager has saved login information for the following sites:

. Remove ) (

Site

http://cejsimons.com
http://cejsimons.com
http://cups.cs.cmu.edu
http:/ /danyel.smugmug.com
http://dps l.travelocity.com
http:/ /en.wikipedia.org
http:/ /eyerisworks.smugmug.com
http:/ /facebook.com
http://grace.gtu.edu

http:/ /homepage.mac.com
http:/ /localhost

Remove All )

Username
ping
admin

"

=

zestyping

Ka-Ping Yee
pingsterf@cs.berkeley.edu
Yee

-

ping

. Show Passwords




practical matters:

What If someone gets your password file?

Password Manager

—
Passwords Saved | Passwords Never Saved

Password Manager has saved login information for the following sites:

. Remove ) (

Site

http://cejsimons.com
http://cejsimons.com
http://cups.cs.cmu.edu
http:/ /danyel.smugmug.com
http://dps l.travelocity.com
http:/ /en.wikipedia.org
http:/ /eyerisworks.smugmug.com
http:/ /facebook.com
http://grace.gtu.edu

http:/ /homepage.mac.com
http:/ /localhost

Remove All )

Username
ping
admin

"

=

zestyping

Ka-Ping Yee
pingsterf@cs.berkeley.edu
Yee

-

ping

. Show Passwords
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What if you want to use another computer?
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practical matters:

What If you want to use existing websites!

llsemanlu:
B test |
/ L g

i

f Login ) |  Cancel ) 'f Login 7} [ Cancel




practical matters:

What If you need to change a password!

Site Address

Stanford PwdHash http:/ /www.example.com
Site Password

PwdHash is a browser extension that ’7
invisibly generates theft-resistant passwords.
You can activate this protection by pressing Hashed Password

F2 before you type your password, or by

choosing passwords that start with ee.
« Visit the project website.

« Download the Firefox extension or the
Internet Explorer plugin (beta).

« Read the USENIX Security Symposium 2005 paper (PDF).

Yersioh 0.8 [more versions

« Send us feedback.
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evaluation:

Passpet for Internet Explorer:
tested at HP labs with |5 users
mam complamt vvant to use other computers o
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