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ABSTRACT

Web phishing is a form of social engineering attack that
forges legitimate websites. In this paper, we present sev-
eral mechanisms for detecting such attacks by incorporating
several checks into the Mozilla Firefox browser, including
URL-Certificate match and Hash Visualization, as well as
examining the browser URL encoding for IDN URLs. Our
experiments show that these mechanisms successfully de-
tect several common attacks, such as websites forged using
Javascript and misleading URLSs, and the recent IDN phish-
ing attack.
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1. INTRODUCTION

Web phishing attacks forge legitimate websites to trick users
into disclosing information or to accept untrusted data. These
attacks can be very hard to detect, since the forged page
can look indistinguishable from a real one [6]. One kind of
phishing attack even takes advantage of IDN (International
Domain Name) URLs [3], which allow non-English charac-
ters to be used in domain names, to cause the displayed
URL to be different from its actual form [1].

In this paper, we present a web phishing detection tool that
implements web validation checks for SSL secured connec-
tions and that also detects possible IDN phishing attacks.

The web validation checks performs a URL-Certificate match,
which examines the URL value and the name on the server
certificate to see if they refer to the same webserver. The
fingerprint on the certificate is then used to generate unique
structured images, called Hash Visualization [4], that help
users identify trusted websites.

The tool also detects IDN phishing attacks by intercepting
browser encoded URLs and using UTF8-to-ACE transfor-
mation to detect those that use IDN. The user is warned
against a possible attack on IDN URL discovery, as shown
in Figure 1.

Our mechanism successfully detects web phishing attacks

Yo are going on htpf fue, xn--pypal-dve, comy but the url
appears ta be http: /v, paypal.com). Do wou wish to
continue?
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Figure 1: Warning Window

that forge the appearance of legitimate websites and those
that use URL rewriting.

2. DESIGN AND IMPLEMENTATION

We chose to build our tool on the Mozilla Firefox browser,
because it is open source and has good documentation.

2.1 Web Validation

Each time a SSL secured page is loaded, our tool examines
the value in the URL bar to see if it contains the server
name on the certificate as a substring. If it does, a smiley
face icon is displayed above the menubar, along with a text
string specifying the certificate information. Otherwise the
text string says ” Website not secured”.

Our tool also generates a Hash Visualization from the fin-
gerprint values on the server certificate. The basic idea is to
use the fingerprints to construct a random expression that
describes a function, mapping each image pixel to a color
value. The resulting random image is unique for each cer-
tificate fingerprint, even one bit of difference would create
completely different outputs. More information on Hash Vi-
sualization can be found at [4].

Displaying such hash visualization images on the browser
helps the user identify trusted webservers and detect phish-
ing attacks that use forged certificates, since humans are
good at recognizing images.

2.2 |IDN Phishing Detection

For IDN phishing attack detection, we enable the IDN sup-
port in Mozilla Firefox, disable punycode display of URLs,
and overlay Firefox’s navigation handling functions with our
custom implementations.

Firefox uses UTF-8 [2] rather than simple ASCII character



Figure 3: A webpage with fake certificate as de-
tected by our tool

set to display and format URLs. Our tool intercepts the
UTF8 encoded URL and determines whether it is an IDN
URL by using UTF-to-ACE transformation. ACE (ASCII
Compatible Encoding) is a way for the Domain Name Sys-
tem to accept non-ASCII characters or non-Latin scripts by
encoding an ASCII representation of a UTF8 word. For ex-
ample, the French word ”dsaronn” would be translated into
”xn—dsaronn-xxaoh” in its ACE form. The Domain name to
be registered would then be ”xn—dsaronn-xxaoh.tm”. And
the Japanese word for "name” would be ”xn-r8j7cuc”.

On intercepting an IDN URL, an alert window is displayed
which shows both the IDN URL as well as its punycode
representation. The user then can decide whether or not to
continue browsing the suspicious webpage.

3. EVALUATION

We tested our tool on several web phishing attacks, including
the one described in [7]. We were able to successfully detect
IDN phishing attacks [1] [5] and other attacks using forged
webpages and fake SSL certificates.

Figure 2 shows the detection of a webpage spoofed using
screen shots and Javascript. Figure 3 is the detection of a
spoofed webpage with a fake certificate. Figure 4 is the
image of the real Ebay website with the legitimate cer-
tificate. Note the page validation information above the
browser menubar that is different for validated webservers.

The security of these checks is based on the fact that the

checks are performed and displayed by the client-side browser.

The graphical icons in our tool are placed above the menubar,
which cannot be disabled like other icons in the toolbar
or menubar, and the Hash Visualization images cannot be
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Figure 4: The real Ebay website

forged without breaking the hash preimage-resistance prop-
erty.

4. CONCLUSION

This paper addresses the problem of common web phishing
attacks by implementing browser enhancement mechanisms
in Mozilla Firefox. We succefully detect spoofed webservers
with forged certificates or URL rewriting attacks such as the
IDN phishing attack.

Most of these attacks were made possible by inherent browser
design properties and do not have a trivial solution. Our tool
at least provides explicit information about the webpage to
the end user, and also assures them that possible phishing
attacks could be detected.
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