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Notice and choice

Protect privacy by giving people control over their
information

Notice about data

collection and use

&) alA R |+ ©&'hup://infoyahoo.com/privacy)

Yahoo! Privacy Policy

Hi, Lorrie = | Sign Out = Help

YaHOO!, PRIVACY

Yahoo! Privacy Policy
s/yahoo/details.html

Make YI home, help a school

YAHOO! PRIVACY CENTER

Welcome to the Yahoo! Privacy Center— ke a look around.
You'll learn how Yahoo! treats your persc 1al information, along

with ways to control your preferences an settings. As always,
Yahoo! is committed to gaining your trus|

AT THIS PRIVACY POLICY
RS

Yahoo! takes your pi
the following to learn

INFORMATION COLLECTION AND
USE

NFORMATION SHARING AND
OSURE

COOKIES

CONFIDENTIALITY AMPSECURITY

QUES

SUGGEST!

= el

S Print

WHAT THIS PRIVACE POLICY COVERS

seriously. Please read

Bre about our privacy

¢ | (Qr Google
B2 Mail | MyY! | (3} Yahoo!

Search Web

What was Updated?

Manage Interest-Based Ads

To help make your experiences with

‘Yahoo! more relevant, we employ interest-
nsed ads. Manage your interest-based

cate,, ries, or opt-out of all categories,

from the Ziahoo! Ad Interest Manager.

By bringing cor entand advertising to you
that is relevan’ and tailored to your
interests, Ya! Jo! provides a more
compelling online experience. Our

+

<[>

Choices about allowing
their data to be collected and

& alA | @Y + ©hup/infoyance.com/privacy/usly.

Ad Interest Manager

Hi, Lorrie - | Sign Out = Help

YaHOO, PRIVACY

used in that way

& | (Q- Google

pt_out/targeo/: html

B2 Mail '+ My Y! | {3 Yahoo!

a | suwonmen

Ad Interest Manager BETA

Yahoo! Privacy Policy > Yahoo! Privacy Policy > Ad Interest Manager

Ad-Supported Websites

Yahoo! Is an advertising supported
website. Most of the products and
services we offer are largely free of
charge to you because we display
advertising. Other websites also
partner with Yahoo! to show ads on
their sites to support their offerings.

More

Additional Choices

‘Yahoo! will apply your ad interest
opt-out to certain other products we
offer. By opting out of receiving
interest-based ads, you will also be
opting out of both receiving interest-
based content and data collection
through partner sites for our
analytics products.

Other Inputs

PRI SPURTRUNE TP

Email & Print

Ad Interest Manager BETA

To make our ads more relevant and useful fdyou, we make educated guesses about your
interests based on your activity on Yahoo!'s ses and services. Some of the ads we show
you reflect these interests. You can opt out of Wterest-based advertising altogether using the
tools on this page. Learn more.

Your Interest Categories 7]

We use information about many of the pages you hd isited, ads you have seen and
clicked, and some of your searches on Yahoo! to creal® interest categories that help us
choose the kinds of ads you'll see. You can edit or de-select categories here or opt out of
interest-based ads altogether. See All Standard Categories,

Interest Categories: Set to:
Interest-based Ads:
gi:{‘frm:‘m“:n‘& Are currently on.
L on || oFF |

Military P

You must allow cookies fram Yahoo! in order to
Save opt out. To make your opt-out apply o every
‘computer you use you must be signed in to
_vourYahoo! account Leam more. & |




Nobody wants to read privacy policies

“the notice-and-choice
model, as implemented,
has led to long,
Incomprehensible privacy
policies that consumers
typically do not read, let
alone understand”

— Protecting Consumer Privacy in an
Era of Rapid Change. Preliminary
FTC Staff Report. December 2010.




Nobody wants to read privacy policies

 Research needed to develop:
— concise formats for showing policies

— tools for alerting users of policy mismatches
 integrated with normal functionality (e.g., web search)

— tools to extract information from human-readable
policy




Towards a privacy
“nutrition label”

« Standardized format
— People learn where to find answers
— Facilitates policy comparisons
« Standardized language
— People learn terminology
* Brief
— People find info quickly
* Linked to extended view
— Get more details if needed

Organl
HIGH msxO’s

'Nutrition Facts
| Serving Size 1-1/4 Cup (2 02/55g)
Servings Per Container About 12

Nutrition Facts

Serving Size 1 1/4 cup (55g)
Servings per Container 8

Amount per Serving
Calories 190 Calories from Fat 10
% Daily Value*
Total Fat 1g 2%
Saturated Fat 0g 0%
Trans Fat Og
Cholesterol 0mg 0%
Sodium 115mg 5%
Total Carbohydrate 44g 15%
Dietary Fiber 9g 36%
Soluble Fiber less than 1g
Insoluble Fiber 8g
Sugars 9g
Protein 6g

Calories
Calories from Fat

Total Fat 2 59"
Saturated Fat 0.5g 2% 2%
Trans Fat Og

Cholesterol Omg 0% 1%

Sodium 250mg 10%  12%

Potassium 180mg 5% 11%

Total
Carbohydrate 425 14°.  16°%

Dietary Fiber 59 20° 20°
Soluble Fiber 2g
Insoluble Fiber 3g
Sugars 11g
| Protein 69

12%

Vitamin A0% e Vitamin C 130%
Calcium 4% o Iron 30%
Thiamin 25% e Riboflavin 25%
Niacin 25% e« Vitamin B6 25%
Folate 25% = Vitamin B12 25%
Zinc 15%
* Percent Daily Values are based on a 2,000
calorie diet. Your daily values may be higher
of lower depending on your calorie needs:
Calories 2,000 2,500

Total Fat  Less than 659 BOg
SatFal  Lessthan 209 259

Vitamin A B o
Vitamin C 35% 3%
Calcium 2%  15%
Iron

Vitamin E

Thiamin
Ribofiavin
Niacin 6%

159 o | Cholesterol Less than 300mg  300mg
Phosphorus 5% 30%| Sodum  Lessthan 2400mg 2,400mg
Magnesium 15% 20% I Tg!al Caﬂ;ohymala 3009 3759
ietary Fiber 2!
Zinc 10%  15%| Protein 5058 ?&
Copper 10%  10% |
i

* Amount in cereal. One half cup skim milk
contributes an additional 40 calories. 65mg
sodium, 200mg potassium, 6g carbohydrate
(69 sugars), and 4g protein.

** Percent daily values are based on a 2,000
calorie diet. Your daily values may be higher
or lower depending on your calorie needs:

Cares: 2000 2500

Tow Fat LessThan  B5g ag
Sat Far LessThan 20 %59
Crolesterol  Lass Than m "

Less Than

Ingredients: Whole Oat Flour, Whole Wheat
Flour, Unsulphured Molasses, Malted Barley
Extract, Baking Soda, Salt, Natural Vitamin E
(Mixed Tocopherols (Soy]), Vitamin C.
Contains wheat and soy. Made on
equipment that also processes milk,
almonds and hazelnuts.

Distributed by: Barbara’s Bakery, Inc.®,
a Weetabix North America Company

20 Cameron Street, Clinton, MA 01510

| voww BarbarasBakery.com

Product of Canada

[




lterative design process

Acme
 Series of studies

— Focus groups
— Lab studies
— Online studies

 Metrics

— Reading-comprehension (accuracy) protroces -mn- -
| [s=fss  § |

— Time to find information

— Ease of policy comparison —_—
— Subjective opinions, ease, fun, trust row omin

P.G. Kelley, J. Bresee, L.F. Cranor, and R.W. e e i o s
Reeder. A “Nutrition Label” for Privacy. SOUPS P ot oo s s S 1
20009. __

P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. ::E";“gmm

mmmmmmm opting out

Standardizing Privacy Notices: An Online Study

ACME.COM
S000 Forbes Awenue
Pisburgh, PA 15213 United
Suatos

Phene: B0O-555-5555

neip i acme. com

wi will NOT COlOCt and use your
information in this way

by delault, we will not collect and
U your informaton in thes way
wniless you aliow us o by opbing In

of the Nutrition Label Approach. CHI2010.




* rate website on scale
» give specific alternatives
 Inspired by energy labels
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From CMU’s Usable Privacy Policies Project.
N. Sadeh, A. Acquisti, T. Breaux, L. Cranor, ...

NYTimes’ privacy rating

A++ A+ n“

based on current privacy policy, last updated on Jan 15, 2015

most news sites do better!

here are some privacy-friendly alternatives:
- WashingtonPost.com (A++)

— The Guardian (A+)

- HuffingtonPost.com (A)

NYTimes Privacy Practices in Detail
Click a category to see & control what NYTimes
can do with your data

data collection

third parties | D

choices & control

Concerned? Tell us!

We will contact the website for you anonymously




NYTimes.com

L
R = -

huffingtonpo st.com

th egeardlian. com

was hingfo npost.com

visual ranking
of alternatives

visualize
average




Privacy label for Android

& Apps & Apps
@ Word Weasel Word Weasel

concreterose concreterose

Ad supported, with ability to upgrade to ad-
free full version in game.

Uses the SOWPODS word list containing
100,000+ words. They may be obscure, but
ves those are words!

Privacy Facts
prlvacv score 10,0?5:(:\;{]{02%?5) THES APP COLLECTS YOUR
| 1.9MB ~ Personal information Credit card / financial
» Contacts Diet/ nutrition
DESCRIPTION ~ Location Health / medical
Like word games? Like weasels? This is the Capo Fhates
game for you. Word Weasel is a fast word THIS APP USES
game where you find as many words as you Advertising ~ Analytics
can from 9 letters in 50 seconds. Compete
with everyone else playing at the same time, REVIEWS
a new game starts every minute! pr—— £ etars :
"The most fun you can have on your own 4.6 4 stars .
with 9 random letters. Brilliantly simple, = 3 stars [
devilishly addictive." ~Kim, Android Market kA7 2 stars
comment 793 1 star |




€>C [ www.privacygrade.org So %*;5- vVIES >500 6

PrivacyG rade earc £ BROWSE APPS LIBRARIES STATS FAQ NEWS BLOG

PrivacyGrade: Grading The Privacy Of Smartphone Apps

We're a team of researchers from Carnegie Mellon University. We have assigned privacy grades to Android
apps based on some techniques we have developed to analyze to their privacy-related behaviors. Learn

more here or browse our analyzed apps.

Selected Apps

Most Popular

Apps

Most ==

Controversial Instagram Snapchat Angry Birds Flashlight ...

See More * Selected apps by us showcasing the full spectrum of grades
How Are Privacy Grades Assigned? Our Work in the News

Grades are assigned using a privacy model that we built. This Protect Your Privacy & Security on the Internet With These Tools

nriviars mndal maaciirac tha aan hatwaan nannla'c avnartatinne Tarhfrinch I= 19m0mn01e




Privacy http://www.azarask.in/blog/post/privacy-icons/
Ilcons 2010

|
|
|||||||||» '
 — ) - AD
|
|
|
Your Data is Used Only for Your Data May be Used Your data is never given Site gives your data to
the Intended Use for Purposes You Do Not to advertisers. advertisers.
Intend

Your data is never Your data may be Data is given to law Data may be given to law
bartered or sold. bartered or sold. enforcement only when enforcement even when
Ie-gal process is followed. |e.ga| process is not
followed.

Your data is kept for less Your data may be kept
than 1 month. indefinitely.




ONLY INTENDED USES

® _ OF YOUR DATA More info >
ONLY INTENDED USES
® _ OF YOUR DATA More info >
PERSONAL INFO
ONLY COMPANY USE More info >
% ONLY INTENDED USES
OF YOUR DATA Mare info >
PERSONAL INFO
g ESSENTIAL SHARING More info »
PERSONAL INFO SHARED
» FOR APP TO WORK More info »
) PERSONAL INFO
s ESSENTIAL SHARING More info »

9 PERSONAL INFO
b—? SHARED FOR APP TO WORK Moreinfo>

/ SOME SHARING

OF YOUR DATA More info »
/  SOME SHARING

OF YOUR DATA More info »

Eﬂ PERSONAL INFO
B SOME SHARING Nsrainfs >
'DF YDUFID.QTJQ More info 2

PERSONAL INFO

. More info >

PERSONAL INFO SHARED

More info »

PERSONAL INFO
More info »

PERSONAL INFO
More info >

UNLIMITED SHARING
OF YOUR DATA

More info »
UNLIMITED SHARING
: ?:: OF YOUR DATA More info »
PERSONAL INFO
UNLIMITED SHARING Moare info 2
UNLIMITED SHARING
OF YOUR DATA Moare info 2
PERSONAL INFO
UNLIMITED SHARING More info »
PERSONAL INFO SHARED
FOR ANY PURPOSE More info »
PERSONAL INFO
UNLIMITED SHARING More info »

PERSONAL INFO
SHARED FOR ANY PURPOSE More info)

Smartphone App Privacy Icon Study Conducted for
LifeLock, Inc. by Cranor et al., 2013




Let your computer read for you

The J'-'.r.’rJ_',ru'm;c'.u Privacy Preferences

Web Privacy
with PAP :

g

Platform for Privacy
Preferences (P3P)

W3C specification for
XML privacy policies

— Proposed 1996

— Adopted 2002
Optional P3P compact

policy HT TP headers to
accompany cookies

Lacks incentives for
adoption




What's in a P3P policy?

 Name and contact information for site

* The kind of access provided

* Mechanisms for resolving privacy disputes
* The kinds of data collected

 How collected data is used, and whether individuals can
opt-in or opt-out of any of these uses

* Whether/when data may be shared and whether there is
opt-in or opt-out

« Data retention policy




P3P in |IEG

Internet Options

| General | Securty | Privacy | Contert Connections . Pragrams . Advanced |

Settingz

F Mowve the glider to select a privacy setting for the ntermet

S zone

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that uge personally identifiable
L b information without ol implicit consent

- Restrictz firzt-party cookies that uze perzonally identifiable
information without imphcit consent

Import... ] ’.ﬂ«dgaﬂced... Default

Wweh Sitez

To overnide cookie handling for individual Web sites,
click the Edit buttan.

] l[ Cancel ]’_ Apply ]

Automatic processing of
compact policies only;
third-party cookies without
compact policies blocked by
default

b

"% o Internet

Privacy icon on status bar
indicates that a cookie has
been blocked — pop-up appears
the first time the privacy icon
appears

x|

[ 5] T he privacy icon appears in the statuz bar each time a cookie iz
3 rezstricted based on your privacy settingz. To zee a privacy report,
double-click the icon when it appears.

=

Iv Dion't show this message again|

Learn rore about cookies. . Settings. . | DK I




) Gigal aw.com: Legal Information for Internet Professionals = Micros

File: Edit Wiew Favorites Tools  Help
Lo R R - ] fat E= @ o =]
Back, FFoaratd Stop Refresh  Home Favaorites  Media Histary: Prink

address I@ btk e, gigalaw, com)

Links |P3PPublic & P3P Sper |CGlGoogle @JATAT @)ATATYCS EJATATWN  &jcoT §

Crime

‘News & Noteworthy:

Hacking and Viruses, Terrorism Privacy,

Methods

Cormputer Fraud and Abuse &ct, Insurance

Politics

P.n'a|',lziriq-t|'re Supreme

Court's Cipinian on the
hild Orilin'g Protection
St

Database

Disabilities

Priva~—y Repork

Shows: I Resticted “eb sites

‘Web sites with content on the cument page:

=]

ﬁ;; Based an yaur privacy settings, some cockies were restricted ar blocked.

Moting, Sovernment, O

Privacy

Basics, Protection, Priv
equlation, Free Speeﬂ

rin
_ilEn Unia

Users can click on
privacy icon for
list of cookies;

privacy summaries
are available at

sites that are
P3P-enabled

To view a site's privacy summany, select an item it the list, and
then click Surmmaryg, : :

Learn more about privacsy. ..

Site | Cookies
hitp: from.amazaon. comdedom ft=gigalawcomil=st1t...  Blocked
http: Afrom-images. amazaon. comdmages/PA00286422. . Blocked
hitp: /frem-images. amazon.comdmages G0 fremd1... Blocked rezs,

Stirmmar |

Settings... | Cloze I

ing and Linkin

The Completa
[dint's Guide

Richard C. Lewy
Only $13 97!

Escrow

Patent Strateoy for

Researchers and ..
H. Jackson Knight

Getting Permissiaon
Richard 5Stim

Wil It Sell? How to

Digtermine If Yo,
James E. Mhite

Digital Copyright

Jeszica Litman

il

Intellectual Propetrty
‘ Fﬁ? ﬁ 4 Inkernet

N’




a Microsoft Corporation -- Where Do You Wan

File Edit | wiew Faworites  Tools  Help
= ‘Toolbars 3 ﬁ' a Privacy Policy ] ll
Back  w Status Bar h Hom =
Address @ Explorer Bar < - Privacy Summary for:
Links pz S0 T® ogle & ticrosoft Corporation
B Skop Esc
efres o read this Web site's complete privacy policy. click here,
Refresh Ok d this Web sit et I lick h
Text Size Privacy Certificate:
Encoding
F sut Micra
Full Screen o+
Advanced SEarc., EH'I*
Product Families Begister a dispute
Windows
Office
Site statement 1
What kind of information does this Web site collect?
Prlvacy summary Infarmation that allows an indiradual to be contacted or located in the physical
re port is warld, such as atelephone number or a postal address.
Infarmation that allows an indiridual to be contacted or located on the Internet,
generated such as an e-mail address. Often, this information is independent of the =]
automatically

Haw shiould cookies from “microsoft. com® be handled?

fro m fu I I P3 P pOI icy {+ Compare cookies' F'rivan::_l,l-l.:"n:nllin::_l,l e e ettings: : el |

i~ Always allaw this site to use cookies.

" Mever allow this site to uze cookies.




P3P in Netscape 7

Privacy Settings

- Level of Privacy

Some sites publish privacy policies stating what thes will dowith yaur personal information,
This dialog allows you to make cookie decisions based on the level of privacy that vou are
willing ko accept,

Choose a predefined level of privacy, or define your own custom setting;

) low @ medium | () hish () custom

— Cookie Acceptance Paolicy (& Function of Level of Privacy)

First Parky Cookies Third Parky Cockies

Site has no privacy palicy [ Flan B ] [ Elan |= ]
Site collects personally identifiable [ = = ] [ = = J
informakion without wour consent 23 | 3 |
Site callects persanally idertifisble — = S =
infFarmation with only your implicit consent [ untel | l Lt L

Site does not collect personally
identifiable informatian withouk wour | BiEcent 'v] | ACCERt 'TJ
explicit consent

(Cox_) (Ccaneel | [Cheb |

Preview version similar to IEG,

focusing, on cookies; cookies

without compact policies (both

first-party and third-party) are

“flagged” rather than blocked
by default

Indicates flagged cookie




Cookie Manager,

Stored Cookies WW]

‘Wigw and Remove Cookies that are stored on wour computer,

Site | Cookie Mame | [
gol.com mcPrafLastMad -
ar.abwila, com badsnm ;
ar.atwola, com badsc m
ar.atwola. com badsc

bbe.co.uk BBC-UID

Chn. Com EditionPoplp

TN, COmm ChMid

Chn.com SelectedEdition I

cnnaudience.com AU

~ Infarmation about the selected Cookie

Marrie:! |aUDid

Information: ||:F194?EE—?186—1023‘3?0586—2

Darnain: | .cnnaudience, com

Path; i

Server Secure: |n_g"

[ ] Don'tallow removed cookies to be reaccepted later

Expires: esday, December 30, 2037 10:59:55 AM |
Policy: |st0res identifiable inFormation without any user consent ) |
/l
| Remaye Cookie | | Remave )

o) (o) ()

Users can view English
translation of (part of)
compact policy in Cookie
Manager




B p3p Privacy Policy Summary

P3P Privacy Policy Summary

Privacy Policy For Walt Disney Internet Group

To see the full human readable policy, chck here.

To zee the opt-infopt-out mstructions for thiz web site, click here.

Privacy Folicy Summary

Thiz web zite has the following statements in its P3P privacy policy,

+ Site Statement 1
* Site Statement 2

Site Statement 1

This web site collects information about:

* The computer system that you are using to access the mternet.

Tour likes and dislilkes.

Purchases you make online.

Tour behawior on the web site such as quenies to a search engine.

spectic content that vou have provided to the site such as the text of an e-mail

* * + »

The information that you supply to this web site may be used for:

+ Prowide technical support of the web aite and itz computer system.

+ Contact you by some means other than by telephone to promote a product or setvice.
- You will be given an apporturiiy to opt-in to having yvour information used for this
PHIDOSE.

¢ Complete the actvity for which it was specifically prownded.
S R : : ; : . =

4]

A policy summary can be
generated automatically
from full P3P policy




AT&T Privacy Bird

Free download of beta from
http://privacybird.com/

« “Browser helper object” for
IE 5.01/5.5/6.0

 Reads P3P policies at all
P3P-enabled sites automatically

« Puts bird icon at top of browser window that changes to
indicate whether site matches user’'s privacy preferences

 Clicking on bird icon gives more information
« Current version is information only — no cookie blocking




Chirping bird is privacy indicator

a Shane Zachary Cranor’s Home Page - Microsoft Internet Explorer

File Edit Mew Favorites Tools Help

Cn T < fat E= ol 3 =]
Back, Forward Skop Refresh  Home Favorites  Media

History Prinit

address I@ http:/ shane.cranar.org)

&l

Shane Zachary Cranor

Born day 4, 2001, 7:25 am, 7 pounds, 13 oz., 21 inches

Photo Album | Latest Photos | 2001 Favorite Photos | 2002
Favorite Photos

)

Shane’s Photo Album

e Shane's First vVear

Shane's Latest Photos

Shane attended Mom's Chatham Community Band Concert, but he was so bored he fell asleep,
The next dav Shane helped Dad chanze a lishtbulb -- climbing a ladder couldn't be that much

l_ l_ l_ @ Inkernet

N £




Click on the bird for more info

/3 Shane Zachary Cranor's Home Page - Microsoft Internet Explorer @}&' 10| x|

File Edit ‘iew Favarites Tools  Help |-
e 2 Policy Summary |
Fy

Back, Farwatd Skop

Address | @] http:fshane.cranor.org. Shane Cranor’s Home Page Privacy Practices

Privacy Policy Check

Shane Cranor's Home Page's privacy policy matches your preferences.

Privacy Policy Summary

This site has the following statements in its palicy:

Shane Zachary

= Site Statement 1

r ;
hﬁ' Site Statement 1
e

Types of information Collected:

Shane's Photo Album = HTTP protocol information
n  Click-stream information

e Shane's First Year

How your informaition will be ased:

3 » Research and development
Shane’s Latest Photc s Tocomplete the activity for which the data was provided
= Web zite and system administration
Shane attended Morm's CF
The next dav Shane help Who will use vour Information:

I

!&] = This web site and its agents j




Privacy Preference Settings

These zettings contral when a warhing icon will be dizplaved at the top of vour browser window. ou cat click an
the warning ican far maore: information.

Select Privacy Level £ Low " Medium High &+ Custore O Imparted

~HEALTH OR MEDICAL INFORMATION

"W arn me at web sites that use my health or medical infarmation :
v For analyziz. marketing, or to make decisions that may affect what content or ads | see, ete.

W To zhare with ather companies [ather thanh thoze helping the web site provide services to me)

— FIMAMCIAL OF PURCHASE IMFORMATIOMN

"W arn me at web sites that use my financial information or information about my purchazes
v For analyziz. marketing, or to make decisions that may affect what content or ads | see, ete.

W To zhare with ather companies [ather thanh thoze helping the web site provide services to me)

—PERSOMALLY IDEMTIFIAELE IMFORMATIOMN [name, addresz. phone number, emaill addrezz, etc]

Warn me at web zites that may contact me to interest me in other services or products ;
[ Wiatelephone
[ Wia other means [emai, postal mail, et

V¥ And do not allow me ta remaove mysell from marketing/mailing lists

Warn me at web zites that uge information that personally identifies me
v Ta determine my habits, interests, or other charactenistics

¥ Ta share with ather companies [other than thoze helping the website provide services ta me

I 'wiam me at web sites that do not allow me to find out what data they hawe about me

—MOM-FERSOMALLY IDEMTIFIABLE INFORMATION [demodgraphics, interests, web sites wisited, etz ]
Warn me-at web sites that uze my non-persanally identifiable infarmation
¥ Todetermine my habits, interests, or other characteristics
¥ To share with other companies [other than thoze helping the website provide services to me)

Help | Import S ettings Export Settings I ] I Cancel

x|




Privacy policy summary - mismatch
]| Link to

_| E“q 1-800-FLOWERS.COM - Flowers, Plantz, Gourmet and Sweetz, Unique Gifts and Specialty Boutiques - Microsaoft Internet Explore

e . @ [ &9 G 3[E |

-

Back Fatinard

| ddiess [&] hitp:/1-800410

1-800-flower

your trusted Quide

services Lo you
e Unless you opt-out, site may share information that personally identifies vou
with other companies (other than those helping the site provide services to

N
[nay events: -
[27]Memearial Day you )

Privacy Policy Summary

This site has the following statements in its policy:

e Site Statement 1 - All users and customers

:JJ Site Statement 1 - All users and customers
€] :
Tovrar af lnfnrmmmnatinn Calla~tad-

opt-out page

]|




Expand/collapse added in beta 1.2

Policy Summary Policy Summary

Click + for more

+ Federal Trade Commissiorn . + Federal Trade Commission Privacy Practices

Privacy Policy Check Privacy Policy Check

Federal Trade Commission’s priv. Federal Trade Commission’s privacy policy matches your preference’

Privacy Policy Summary Privacy Policy Summary
li¢:1_n..|r Statement 1 - Basic Info- 'cy Statement 1 - Basic Information
Uata callected from all Web users: a° dta collected from allWeb users: access logs, and search strings (if entered].

+ Policy Statement 2 - Data Colle Types of Information that may be collected:

- Access to your information s search terms :
il o click-stream information
This =site allows you to access your c.

et el sl How your information may be used:

o Tocomplete the activity for which the data was provided

" S L e
How to reach this site e To doweb site and system administration

+ How to resolve privacy-related
Who may use your information:

More Information e This web site and the companies that help the site provide services to you |




Bird checks policies for embedded
content

a Lycos - Microsoft Internet Explorer .m AL II:I Ii‘
File: Edit Yiew Favorites Tools  Help |
- = . @ fat E= o) o =
Back, Foatimatd Skop Refresh  Home Favaorites  Media Histary: Print

address |@ htkp: e, bycos, cam

T W P caceacomtent x
The images andd/or ather content eml:uaddeu:l in thiz web page are listed below. Some of this content may be
covered by a different privach policy than the rest of the page. Select a URL to wiew the privacy information
related to that content.
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lerss Horoscopes Personals  White | \yn 110576 g akamai net/f/676/987/41 2h/lvgo.com/u/0/hp/datline_T...  Unknown Image
Clubs Maps Phatos Tellot | hitp://aF7E. g akamai net/fA6TE/9574 2hlvgo.com/w/0/hpffoot_angl..  Unknown Image
Downloads  MP3s Recipes MORE | hitp: /a6y 6. g.akamai net A6 6387 4 2helvgo. com v /0¢hpdhp_shop_...  Unknown Image
http://aE7E. g. ak amal. net A /87638741 2hAvgo. comdv/0¢hplhp_shop_...  Unknoven Image
— http: 44 3B 76, 0.akamai. net/fAETESSET A 2k vgn. comdv/ 0 hpdhp_topics... Unknown Image
%EL?‘E_@ http: #4676, g.akamai netfETESSET A 2hvon. comdlv/ D hpdhp_topics...  Unknown Image
http: //aB7E. g. akamal. net £ /876987 41 2hAvgo. comde /0 hpnews_Bu...  Unknovn Image
= Autos http: 44 ab 76, g.ak amai. net /fABTEIE7 A1 2hAvgn. comdv /0 hpd 5. aif [k rotr Image
http: 44 a6 76, 0.akamai. netfAETESSET A 2k oo, comdlvd 0 hpdtoolz_anag... Unknown [mage
= Careers hittp:// a6 76. 0.2k amai net/ /E76/987 /1 2hlygo. comAy/0/hptools_righ...  Unknown Image
= Computers hittp:// 5676, 0.k amai. net /6769871 2hApga. com y/07hp toals_righ... Unknown Image
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Example:
Sending flowers




3 FTD.COM - Send flowers and gifts delivered fresh from florists - Microsoft Internet Explorer

File. Edit Miew Fawarites  Tools  Help

@Back r \.} Ia @ |f:j pSearch *Favarites @ &_‘%v % I'ﬂ-j] - D ﬂ .‘ﬁ

Address @http:,l',l'www.Ft-:I.u:u:um,l'hu:umeE,l' *‘* —} a0 Links *

Customer Service ¥

2 Shopping Cart ¥
\FTDY, 1-800-SEND-FTD® Wi

SEAICh Plants Gourmet Gifts _ More Gift ldeas Deliver It Today

| | Intermational Deliveries | Find a Florizt | Reminder Service | Our Guarantes | Browse Our Stare:

% Sign up for Savings! FTD's 'Goad as Gold' Guarantee — Fresh, beautiful fiowers and plants that will last at isast 7'day
—

mai Mixed Tulips

e Starting at $29%°

Walentine's Day

& Deccasions il A N %
Anniversar A F - N B N 0 f.rﬂ g .
Birthday . -: P e - . ! y k.

Congratulations o >

Friendship

Getiiell

Gifts for Business

I'm Sormy

Love & Romance

e Baby

Sympathy & Funeral

Thank You

Thinking of You ey e
Wedding Ordder How  hore.like this Ordder How  hore.like this

$34.99 $29.09

i Shop By Price
| [RTR Sa : fY B e Iy, e
@ a Internet

%




3 FLOWERS FLORISTS - Send Flowers Online at 1-BOD-FLORALS Florist™ FLOWER DELIVERY - Microsoft Intery
File. Edit “iew Favorites Tools Help .'?F

@Back = 'xj @ @ fh pﬁearch "i\?Favurites @ L%v ::;: ﬂ 24 \_,J ﬁ J&%

Address @ hkkp: /v, B00Florals . com/ Links
b
PHILLIP'S 1800Forts SEARCH '
1 -800-“.0 Choose A Product v |
Chooze An Ooccazion b |
All Price Ranges b | ‘- 00
1-800-356-7257 Selsct one or mane opfions and go! Quick Purchase
Send Flowers Online! Local, National & International Florist Gedlrust'
Delivery. Secure Crdering. Satisfaction Guaranteed. Since 1923. P& socure ordering

- PICKS OF THE WEEK )

Ahout Our
Services

Comments L. * T . -I-
&Inquirbes FTDE Star Gazer™ Bouquet Paste| Basket Planter #11127T

#I0G1A-$109.35 $59.35 $43.95

I@ & Internst 0




Privacy Finder

* Prototype developed at AT&T Labs, improved and
deployed by CUPS

« Uses Google or Yahoo! API to retrieve search results
« Checks each result for P3P policy

« Evaluates P3P policy against user’s preferences

« Reorders search results

« Composes search result page with privacy annotations
next to each P3P-enabled result

« Users can retrieve “Privacy Report” similar to Privacy
Bird policy summary




Condition 3: Privacy Information

puu-ull Al bareres B-pack Saarch

Duracell Alkaline Battery, AA, 8/PK

Duracal Coppartop Akalire AA Batteres Long-ifs adakine batterias provids the best, longest powe FoULME,
RECOMMEN G 1or USE in Smdid pigrme, MAsrights. Bniems. COstuMTs, DAORTE. COMErnE, recoroers,

recics, S0 players
v SoveEsiwang com ofpraduct FemFrecordB 55119

LU ARGD LIURA ' 3
Muraced AAR DUSACELL Alkaline Battery Value Packs.,
dacount plfioaitems ooy oomy produd TUAMN I SATL2E - Privacy Poficy

Duracell Alkaling Batiery Value Packs

Crireaced AAR DURACELL Alkeling Battery Value Packs DURACELL AR ALKALINE BATTERY - B PACK
Cardboard card fior pog hook B pack Spoofications Weight .45 fbg Lergeh 4.5 inches Widih 3.75 inches
Height 1 Inches Manufactuses Wek site www duracsll

W IMslaeares. comy Coppestop-Adaaire-Lithium-Bai... - Frivagy Poigy

1 kel
Lomg-if2 akaine DalIeras HIow0a [he Dess, |on0es! power Souime. Renommanded M boe in smoee aiarms,
flasklights, lanterna, calculators, pagers, cameras, iecorders, iodios, CO plavers, medoal egupment, toys
and algctroric games, Daperdable after wevan years of Siorage,
WY, MO T ars oMU DO DT ATV -M N 1 50 0 BE... - Frivady Paacy

$14.45 (w/shipping)

£14.60 (w/shipping)

£14.80 (w/shipping)

$15.14 (w/shipping)




%3 PrivacyFinder Search for: p3p:barnesandnoble.com/ - Mozilla Firefox

File Edit Miew Go Bookmarks  Tools  Help

P & = = - ]
- l_,y_,-'* - @ @ E http:,l',l'searchirivacyl:uird.cu:um,l'?appel=medium&q=p3p:barnesandnnble.cnm,l' | @ a0 E‘_, ]

Show data collection, use, and sharing details... ~

This site may collect the following types of information about you:

search terms

HTTP protocol information

click-strearn information

use of HTTP cookies

Information about your tastes ar interests

Cookies and mechanizms that perfarm zimilar functions

Which pages vou visited on thiz web site and how long wou staved at each page

Website lagin IDs and other identifiers (excluding government IDs and financial account numbers)
Information about the computer you are using, such az its hardware, software, or Internet address
Erail addresz or other online contact infarmation

Mame, addressz, phone number, or other contact information

third party's name

horme contact information {optional)

server stores the transaction histary

user's name [optional)

* & & @
L= « B = R = = I =

The ways your information may be used:

« To aid in historical preservation as governed by a law or policy described in this privacy policy

¢+ To contact you through means other than telephone (for example, email or postal mail) to market services or products --
unless you opt-out

« To make decisions that directly affect vou using information about you, for example to recommend produckts or services

based on vour previous purchases -- unless you opt-out

To custamize the site for your current visit only

To do research and analysis in which vour information ray be linked to an ID code but not to your personal identity

To contact vou by telephone to market services or products -- unless you opt-out

For research and developrment, but without connecting any information to you

To perform weh site and system administration

To provide the service yvou requested

wWith whom this site may share your information:

« Other companies whose privacy policies are unknown to this site -- unless you opt-out
« Companies that have privacy policies similar to this site's -- unless you opt-out
« Delivery companies that help this site fulfill your requests and who may also use your information in other ways

Access to your information

%

Done

Demo




No P3P syntax checking in |E

* |E accepts P3P policies containing bogus tokens
or missing required tokens

« Example of valid compact policy:
CAO DSP COR CURa ADMa DEVa OUR

rOCKYOU 1) by ONL UNI COM NAV INT DEM PRE
 Examples of invalid policies accepted by IE:
amazoncom AMZN
Facebook does not have a P3P policy.
facebook Learn why here: http://fb.me/p3p

P. Leon, L. Cranor, A. McDonald, and R. McGuire. Token Attempt: The
Misrepresentation of Website Privacy Policies through the Misuse of P3P
Compact Policy Tokens. WPES 2010.




IEB Iog Windows Internet Explorer Engineering Team Blog | |

MSDN Blogs > IEBlog > Google Bypassing User Privacy Settings Languages

Google Bypassing User Privacy English

H Frangais
Settings N e
Published Monday, February 20, 2012 1:31 PM : SOTRInES Portugués (Brasil)
When the IE team heard that Google had bypassed user privacy settings on Safari, =0
we asked ourselves a simple question: is Google circumventing the privacy H#EZE

preferences of Internet Explorer users too? We've discovered the answer is yes: ke
Coogle is employing similar methods to get around the default privacy =

Google

Microsoft uses a “self-declaration” protocol (known as
“P3P”) dating from 2002 .... It is well known — including by
Microsoft — that it is impractical to comply with Microsoft’s
request while providing modern web functionality.




Alternatives to machine-readable
policies...

 Extract information from human-readable
policies through:

— Natural language processing
— Crowdsourcing




Crowdsourcing privacy policy
extractions

* Not your typical crowdsourcing task
« Challenges
« obtain high quality annotations
- with manageable cost
« from non-expert crowd workers
« from complex policy documents




Privacy policy annotation tool

Q

time.com

Sports lllustrated
PRIVACY POLICY

Table of Contents

The Information We Collect

How We Use the Information

Privacy Options

Your California Privacy Rights: Notice to California Customers
Collection of Information by Third-Party Sites and Sponsors
Cookies

Our Commitment to Security

Accessing, Correcting, and Deleting Your Personal Information
Retention of Personal Information

Special Note for Parents

Changes to this Privacy Folicy

How to Contact Us

Safe Harbor Privacy Policy

European Union Privacy Information
For citizens of member countries of the European Union, and
Switzerland, Norway, Lichtenstein, Iceland, Australia, and New Zealand

Canada Privacy Information
This is the Privacy Policy which applies to you if you live outside the

European Union, Switzerland, Norway, Lichtenstein, Iceland, Australia,
New Zealand, and Canada.

Answer the following questions

Click here to view the instructions again

Question:
Does the policy state that the website might collect
contact information about its users?

o st | e e ——

Your personally identifiable information may be required to
engage in these activities as well as to receive products and
services that you may have requested.

() No - the policy explicitly states that the website will not collect
contact information.

(") Yes - the policy explicitly states that the website might collect
contact information.

(") Unclear - the policy does not explicitly state whether the website
might collect contact information or not, but the selected
sentences could mean that contact information might be
collected.

(") Not applicable - this question is not addressed by this policy.

Your Progress




Interpretation of privacy policies

« Comparative annotation study with privacy m
policy experts, skilled annotators, AMT PRIVACY
Crowdworkers on 6 privacy policies EXPER

wikw shutterstockcom - 209001588

* Result Highlights
« Data collection relatively easy to identify
« Data sharing practices more difficult
* Even experts do not always agree
* Finer nuances difficult to extract

* Policy language too ambiguous

Reidenberg et al., Disagreeable Privacy Policies: Mismatches between Meaning and Users’ Understanding,
Berkeley Technology Law Journal (to appear), available on SSRN




Nobody wants to read privacy policies

 Research needed to develop:
— concise formats for showing policies

— tools for alerting users of policy mismatches
 integrated with normal functionality (e.g., web search)

— tools to extract information from human-readable
policy




