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Today!

» \What does privacy mean to you"?
* Privacy goals

* \Why is privacy hard to measure?
* How privacy Is protected

* Privacy notice and choice (intro)

 Homework presentations



What does privacy mean to you?

http://cups.cs.cmu.edu/privacyillus
trated/




Hard to define

“Privacy Is a value so complex, so entangled
INn competing and contradictory dimensions,
SO engorged with various and distinct
meanings, that | sometimes despair whether it
can be usefully addressed at all.”

Robert C. Post, Three Concepts of Privacy,
89 Geo. L.J. 2087 (2001).



Limited access to self

“Being alone.”
- Shane (age 4)

“the right to be let alone”

- Samuel D. Warren and Louis D. Brandeis,
The Right to Privacy,
4 Harv. L. Rev. 193 (1890)

“our concern over
our accessibility to others: the
extent to which we are known

to others, the extent to which
others have physical access to
us, and the extent to which we
are the subject of others

attention.

- Ruth Gavison, “Privacy and the Limits of the

Law,” Yale Law Journal 89 (1980)
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Control over information

“Privacy Is the claim of individuals,
groups or institutions to determine for
themselves when, how, and to what
extent information about them IS
communicated to others.”

“...eachindividual is continually
engaged in a personal adjustment
process In which he lbalances the desire
for privacy with the desire for disclosure
and communication....”

Alan Westin, Privacy and Freedom, 1967 6



How does each goal relate to privacy?

| want to have... [ want to be....

e Solitude, uninterrupted « Not required to reveal
« Unseen, unheard, unread * Unknown

* Not talked about « Forgotten

* Not judged e Intimacy

« Not profiled, not targeted, not « Control

treated differently than others

 Boundaries
« Not misjudged

| * |dentity
» Free to try, practice, make
mistakes, self-reflect e Security
* Not surprised (contextual «  Safety
integrity)
o QOthers?

 Not accountable



Measuring privacy

* \Why is privacy hard to measure?

* Why are attitudes about privacy hard to
measure”?

* Why Is the cost of privacy invasion hard to
measure”



How privacy Is protected

* Laws, self regulation, technology

— Notice and access

— Control over collection, use, deletion, sharing
— Collection limitation

— Use limitation

— Security and accountability



Privacy laws around the world

* Privacy laws and regulations vary widely

« US has mostly sector-specific laws, minimal protections, often referred
to as “patchwork quilt”

No explicit constitutional right to privacy or general privacy law

But some privacy rights inferred from constitution

Narrow regulations for health, financial, education, videos, children, etc.
Federal Trade Commission jurisdiction over fraud and deceptive practices
Federal Communications Commission regulates telecommunications
Some state and local laws

* European Data Protection Directive - EU countries must adopt similar
comprehensive laws, recognize privacy as fundamental human right

Privacy commissions in each country
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OECD fair information principles

» (Collection limitation

« Data quality

* Purpose specification
« Use limitation

« Security safeguards
* Openness
 |ndividual participation
« Accountability

« http://www.privacyrights.org/ar/fairinfo.htm
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US government privacy reports

« U.S. FTC and White House
reports released in 2012 2, Protecting Consumer

*LY ol R an Era

« U.S. Department of o
Commerce SUSINESES Ay a8
muilti-stakeholder
process to develop
enforceable

codes of conduct

FTC REPORT



Privacy self regulation
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Notice and choice

Protect privacy by giving peo

Notice about data
collection and use

Yahoo! Privacy Policy

@ A ‘ A B |+ ©hup://info.yahoo.com/privacy fls/yahoo/details.html ¢ | (Q~ Google

ple control over their information

Yahoo! Privacy Policy |

+

Choices about allowing their

data to be collected and used
in that way

Go to “http://us.Ird.yahoo.com/_ylt=;

Hi, Lorrie v | Sign Out | Help

YAHOO!, PRIVACY

Make Y! home, help a school Mail

‘ Q Search Web

My Y! | ¢ Yahoo!

YAHOO! PRIVACY CENTER

Welcome to the Yahoo! Privacy Center— ike a look around.
You'll learn how Yahoo! treats your persc \al information, along
with ways to control your preferences an settings. As always,
Yahoo! is committed to gaining your trusi

WHAT THIS PRIVACY POLICY
COVERS

What was Updated?

WHAT THIS PRIVACY POLICY COVERS

Yahoo! takes your pi
the following to learn
policy.

The federal govemment and technology industry have developed Manage Interest-Based Ads

a“'ca' - Ny To help make your experiences with

- ‘Yahoo! more relevant, we employ interest-

ly seriously. Please read
INFORMATION COLLECTION AND Bre about our privacy

USE

INFORMATION SHARING AND
DISCLOSURE

protect your personal information
COOKIES

How Yahoo! Uses Your Personal Information
This policy covers how Yahoo! treats personal information that Yahoo!
collects and receives, including information related to your past use of
Yahoo! products and services. Personal information is information

about you that is personally identifiable like your name, address, email
address, or phone number, and that is not otherwise publicly available.

CONFIDENTIALITY AN

ISUGGESTIONS

&bt T —————

ent and advertising to you
i#ind tailored to your

This privacy policy only applies to Yahoo!

This policy does not apply to the practices of companies that Yahoo!
does not own or control, or to people that Yahoo! does not employ or
manage. In addition, some companies that Yahoo! has acquired have

2Xak5/SIG=11cn

nfaSfd/EXP=1318861679) **htp3A/ [pulse.yahoo.comly”

NE]

Make Y! home, hxa school

YAHOOIL, PRIVACY [a Search Web

Ad Interest Manager BETA

Yahoo! Privacy Policy > Yahoo! Privacy Policy > Ad Interest Manager

Ad-Supported Websites Ad Interest Manager BETA

Yahoo! is an advertising supported
website. Most of the products and
services we offer are largely free of
charge to you because we display
advertising. Other websites also
partner with Yahoo! to show ads on
their sites to support their offerings.

To make our ads more relevant and useful fyou, we make educated guesses about your
interests based on your activity on Yahoo!'s sSfies and services. Some of the ads we show
you reflect these interests. You can opt out of Rterest-based advertising altogether using the
tools on this page. Learn more.

More Your Interest Categories [?]

We use information about many of the pages you ha isited, ads you have seen and
clicked, and some of your searches on Yahoo! to creat® interest categories that help us
choose the kinds of ads you'll see. You can edit or de-select categories here or opt out of
interest-based ads altogether. See All Standard Categorig

Additional Choices

‘Yahoo! will apply your ad interest
opt-out to certain other products we
offer. By opting out of receiving
interest-based ads, you will also be
opting out of both receiving interest-
based content and data collection
through partner sites for our
analytics products.

Interest Categories: Set to:

Interest-based Ads:

Miscellaneous >
Government and
Military

Are currently on.

it Out

You must allow cookies from Yahoo! in order to
opt out. To make your opt-out apply to every
computer you use you must be signed in to

vour Yahoo! account. Learn more.

L oN || oFF |

Save

Other Inputs

« ‘ > | |G| A ‘ A || ﬁ + ‘0!h((p‘//m(oAyahooAcom/prlva(y/us/yahco/op(_out/(arge g/details.html ¢ | (Q~ Google
1 Ad Interest Manager | T
Hi, Lorrie ~ | Sign Out | Help Mail | My Y! | (& Yahoo! r




Nobody wants to read privacy policies

“the notice-and-choice
model, as implemented,
has led to long,
Incomprehensible privacy
policies that consumers
typically do not read, let
alone understand”

— Protecting Consumer Privacy in an
Era of Rapid Change. Preliminary
FTC Staff Report. December 2010.
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Cost of reading privacy policies

* What would happen if everyone read the privacy
policy for each site they visited once each month?

* Time = 244/hours year
« Cost = $3,534/year i

* National opportunity cost for D
time to read policies: $781 billion

A. McDonald and L. Cranor. The Cost of Reading Privacy Policies. I/S:
A Journal of Law and Policy for the Information Society. 2008 Privacy Year in
Review Issue. http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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Privacy Facts
|

Privacy Facts

I
Privacy Facts
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Towards a privacy
“nutrition label”

o Standardized format

— People learn where to find answers
— Facilitates policy comparisons

« Standardized language

— People learn terminology
* DBrief

— People find info quickly
* Linked to extended view

— Get more details if needed

Organl
HIGH HBERO'S

Nutrition Facts
Serving Size 1-1/4 Cup (2 02/559)
Servings Per Container About 12

Nutrition Facts

Serving Size 1 1/4 cup (55g)
Servings per Container 8

wen 12 Cp

WaLs TR
Fortfed
Amount Per Serving Coreal Sk Mk Amount per Serving

Calories 220 260
25 25
% Daily Value**

| Total Fat 2 59° 4° 4
Saturated Fat 0.5g 2% 2%

Calories 190 Calories from Fat 10
% Daily Value*
Total Fat 1g 2%

Saturated Fat Og 0%

Calories from Fat

= Fel Trans Fat 0g
c.‘ra‘ns 'a‘ ?0 o o Cholesterol 0mg 0%
| So:"‘ ;:; 9 10‘: 12\‘ Sodium 115mg 5%
m %
L - Total Carbohydrate 449 15%
| Potassium 180mg 5% 11%
| Dietary Fiber 9g 36%
| Total

Soluble Fiber less than 1g
Insoluble Fiber 8g

| Carbohydrate 429 14°. 16°%
Dietary Fiber 59 20°% 20°%

|
|
|  Soluble Fiber 2g Sugars 99
; Insoluble Fiber 3g Protein 69 12%
[ReEsser s st rom ]
| ars 11 t
iprs:‘g " : 9 Vitamin A0% e Vitamin C 130%
n
1 i Calcium 4% e Iron 30%
| Vitamin A 0% 6% Thiamin 25% e Riboflavin 25%
Vitamin C 35% 35% Niacin 25% e Vitamin B6 25%
Calcium 2%  15% Folate 25% e Vitamin B12 25%
! Iron 10% 10% Zinc 15%
Vitamin E 8% 8% * Percent Daily Values are based on a 2,000
calorie diet. Your daily values may be higher
| Thiamin 10% 15% or lower depending on your calorie needs:
| Riboflavin 4% 10% Calories 2,000 2,500
| | Total Fat  Less than 659 8
| Niacin 6% 6% SatFat Lessthan 209 zg
| o o, Cholesterol Lessthan 300mg  300mg
| Phosphorus 16% 0% Sodium  Lessthan 2,400mg 2,400mg
Magnesium 15% 20% T;)Jlal Carbohydrate 3009 3759
ietary Fiber 2 3
Zinc 10% 15% Protein 5053 6053
Copper 10% 10%|§

* Amount in cereal. One half cup skim milk
contributes an additional 40 calories, 65mg
sodium, 200mg potassium, 6g carbohydrate
(6g sugars), and 4g protein |

**Percent daily values are based on a 2,000 |
calorie diet. Your daily values may be higher |
or lower depending on your calorie needs

Calories: 2000 2500

Total Fat LessThan 65 80g
Sat Fat LessThan 209 259

Cholesterol  LessThan  300mg 300mg

Sodium LessThan  2400mg  2400mg

i

Potassium 3500mg  3500mg
Total Carbohydrate 300g ar5g

Dietary Fiver %9 g
Calories per

Fat9 -mCarhohyﬁml «  Proteind
Ingredients: Whole Oat Flour, Whole Wheat
Flour, Unsulphured Molasses, Malted Barley
Extract, Baking Soda, Salt, Natural Vitamin E
(Mixed Tocopherols [Soy]), Vitamin C.

» Contains wheat and soy. Made on
equipment that also processes milk,
almonds and hazelnuts.

Distributed by: Barbara’s Bakery, Inc.®,
a Weetabix North America Company

20 Cameron Street, Clinton, MA 01510
www.BarbarasBakery.com

Product of Canada




lterative design process

, , Acme
o Se rl eS Of St u d I eS information way.s we use your information information sharing

we collect

— Focus groups
— Lab studies
— Online studies

« Metrics

— Reading-comprehension (accuracy)
— Time to find information

— Ease of policy comparison

— Subjective opinions, ease, fun, trust s acaton
P.G. Kelley, J. Bresee, L.F. Cranor, and R.W. Reeder. o r s o s P PA TS e
" ” - e e e v
A “Nutrition Label” for Privacy. SOUPS 2009.
PG. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. e e oot ettt
Standardizing Privacy Notices: An Online Study o el ot 0 g o i ot oy g

of the Nutrition Label Approach. CHI2010. 20



Privacy label for Android

I Apps
Word Weasel
@ concreterose

I Apps

Word Weasel
@ concreterose

Next game starts in 33.3 seconds 13.1 seconds remaining — comment
Word Weasel i

Ad supported, with ability to upgrade to ad-
free full version in game.

Uses the SOWPODS word list containing
100,000+ words. They may be obscure, but
yes those are words!

| Privacy Facts
Privacv score 10'000_’_ down|07a?j?; THIS APP COLLECTS YOUR
1.9MB ¥ Personal information Credit card / financial
» Contacts Diet/ nutrition
DESCRIPTION v Location Health / medical
Like word games? Like weasels? This is the Calentlars Rk
game for you. Word Weasel is a fast word THIS APP USES
game where you find as many words as you Advertising ¥ Analytics
can from 9 letters in 50 seconds. Compete
with everyone else playing at the same time, REVIEWS
a new game starts every minute! FY— 5 stars
"The most fun you can have on your own 4.6 4 stars
with 9 random letters. Brilliantly simple, * 3 stars
devilishly addictive." --Kim, Android Market JhAK? | 2 stars

793

comment 1 star |




Priva Cy http://www.azarask.in/blog/post/privacy-icons/ 2010
Ilcons

=

)= AD

Your Data is Used Only for Your Data May be Used Your data is never given Site gives your data to
the Intended Use for Purposes You Do Not to advertisers. advertisers.
Intend

Your data is never Your data may be Data is given to law Data may be given to law
bartered or sold. bartered or sold. enforcement only when enforcement even when
Iegal process is followed. legal process is not
followed.
® [
(6 O:
| ]
Your data is kept for less Your data may be kept 22
than 1 month. indefinitely.



More on privacy and privacy
notices coming March 16
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Homework 1 presentations
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