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Today!

• Human in the Loop Framework 
• Everyday usability
• Privacy illustrated
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The Human in the Loop
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The human threat

• Malicious humans
• Clueless humans
• Unmotivated 

humans
• Humans 

constrained by 
human limitations



5

Are you capable 
of remembering 
a unique strong 
password for 
every account 
you have?
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Security is a secondary task
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Concerns may not be aligned

Security
Expert User

Keep the 
bad guys out

Don’t lock 
me out!
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Grey

• Smartphone based access-
control system

• Used to open doors in the
Carnegie Mellon CIC building

• Allows users to grant access 
to their doors remotely

L. Bauer, L.F. Cranor, R.W. Reeder, M.K. Reiter, and K. Vaniea. A User Study of Policy Creation in a Flexible Access-
Control System. CHI 2008. http://www.robreeder.com/pubs/greyCHI2008.pdf

L. Bauer, L. F. Cranor, M. K. Reiter, and K. Vaniea. Lessons Learned from the Deployment of a Smartphone-Based 
Access-Control System. SOUPS 2007. http://cups.cs.cmu.edu/soups/2007/proceedings/p64_bauer.pdf
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Data collection

• Year long interview study
• Recorded 30 hours of 

interviews with Grey 
users

• System was actively 
used: 29 users x 12 
accesses per week
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Users complained about speed

• Users said Grey was slow
• But Grey was as fast as 

keys
• Videotaped a door to 

better understand how 
doors are opened 
differently with Grey and 
keys
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Average access times

Getting 
keys

3.6 sec 5.4 sec

Stop in 
front of 
door

Door 
opened

Total 
14.7 
secσ = 3.1 σ = 3.1

5.7 sec
σ = 3.6

σ = 5.6
Door 
Closed

Door 
Closed

8.4 sec 2.9 sec 3.8 sec

Stop in 
front of 
door

Getting 
phone

Door 
opened

Total 
15.1 
secσ = 2.8 σ = 1.5 σ = 1.1

σ = 3.9
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“I find myself standing outside 
and everybody inside is looking 
at me standing outside while I 
am trying to futz with my phone 
and open the stupid door.”
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Nobody wants to have to reboot their 
door

DOOR
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Unanticipated uses can bolster 
acceptance
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Convenience always wins
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How can we make secure systems 
more usable?
• Make it “just work”

– Invisible security

• Make security/privacy 
understandable
– Make it visible
– Make it intuitive
– Use metaphors that 

users can relate to
• Train the user
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Try to better understand humans in 
the loop
• Do they know they are supposed to 

be doing something?
• Do they understand what they are 

supposed to do?
• Do they know how to do it?
• Are they motivated to do it?
• Are they capable of doing it?
• Will they actually do it?
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Human-in-the-loop framework 

• Based on Communication-Human 
Information Processing Model
(C-HIP) from Warnings 
Science 

• Models human interaction 
with secure systems

• Can help identify human threats

L. Cranor. A Framework for Reasoning About the Human In the Loop. Usability, Psychology and Security 2008. 
http://www.usenix.org/events/upsec08/tech/full_papers/cranor/cranor.pdf
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Human-in-the-loop framework
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Human threat identification 
and mitigation process

Task
Identification

Task
Automation

Failure
Mitigation

User
Studies

Failure
Identification

Human-in-
the-loop

Framework

User
Studies

Identify	points	
where	system	
relies	on	humans	
to	perform	
security-critical	
functions

Find	ways	to	
partially	or	fully	
automate	some	 of	
these	 tasks

Identify	potential	
failure	modes	for	
remaining	tasks

Find	ways	to	
prevent	these	
failures
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Human-in-the-loop framework
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Internet Explorer cookie flag
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Privacy policy
matches user’s

privacy preferences

Privacy policy
does not match

user’s privacy 
preferences
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Warnings



27Image	courtesy	of	Johnathan Nightingale
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What to do about hazards?
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Best solution: remove hazard
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Next best: guard against hazard
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If all else fails: warn
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Human threat mitigation for warnings

Task
Identification

Task
Automation

Failure
Mitigation

User
Studies

Failure
Identification

Human-in-
the-loop

Framework

User
Studies

Determine whether task I 
am trying to complete is 
sufficiently risky that I 
should stop
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Automate and change tasks to 
reduce need for user involvement

Might be 
dangerous

User must 
decide

Very low 
probability of 

danger

Don’t bother 
user

High probability 
of danger

Block

Might be dangerous

User must decide

Use automated 
analysis to determine 
probability of danger
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Support user decision

Might be 
dangerous

User must 
decide

Very low 
probability of 

danger

Don’t bother 
user

High probability 
of danger

Block

Improve warnings

Help user decide by asking question 
user is qualified to answer
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Bad question

Your	web	browser	 thinks	this	is	a	phishing	web	site.	Do	you	want	to	go	
there	anyway?

Go	there	anywayDon’t	go	there

I	don’t	know	what	a	phishing	site	 is.

I	really	want	to	go	to	this	site.

Of	course	I	will	go	there	anyway!
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You	are	trying	to	go	to	evilsite.com.	 Do	you	really	want	to	go	there	or	
would	you	rather	go	to	yourbank.com?

Go	to	evilsite.comGo	to	yourbank.com

Better question

Of	course	I	want	to	go	to	
yourbank.com!
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Everyday usability
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