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 Semantic attack:

 A computer-based attack that exploits human vulnerabilities rather 
than system vulnerabilities

  Social engineering

 the exploitation of the natural human tendency to trust

 Mental models

 existence of human risk heuristics (perceptions)

Concepts Review



 “Only amateurs attack machines; professionals target 
people.”

 ---Bruce Schneier

 Users are the weakest link

 Social Engineering

 Low cost, not very sophisticated, widely-reached, and effective

Why user education is important?
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 A Clinical Study of Risk Factors Related to Malware 
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 Users are hopelessly lazy

 Security tasks should be more usable

 It is rational to ignore security warnings from economic 
perspectives

Different Views in User Education



Economic Perspectives

 So Long, And No Thanks for the Externalities: The 
Rational Rejection of Security Advice by Users

 Password Rules

 Phishing URL Education

 Certificate Errors

 Poor cost-benefit trade-offs

 Worst case harm ≠actual harm



 Users’ effort is not free

 When to warn users?

 Surveyed 3115 smart phone users

 55% automatic grant, 23% trusted UI, 16% confirmation dialog, 6% 
install-time warnings.

When to warn users?

Picture From How to Ask For Permission
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How to help users learn effectively?

Teaching Johnny Not to Fall for Phish



 Phish Guru

 Anti-Phish Phil

Effective Learning Tools

Teaching Johnny Not to Fall for Phish



 Medical

 Warfare

 Market

 Crime

 Physical

Mental Models

Mental Models of Privacy and Security



 Imagine you are the CEO of a company, how much time 
should invest in security training?

 what should it focus on?

 How do you make your training sessions interesting and 
effective?

Exercise



 Hype or Trend?

 Gartner’s recent research

A Vision: People Centric Security



Traditional Security Approach
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Consider a People-Centric Security Strategy Tom Scholtz (G00249357)

Status Quo
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Status Quo

“ If you treat people like children, they’ll behave like children.”
--Peter Cochrane 



People Centric Security
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Consider a People-Centric Security Strategy Tom Scholtz (G00249357)



Mobile

Cloud 
&Virtualization

Social

The Nexus of Forces Drives the Change

Consider a People-Centric Security Strategy Tom Scholtz (G00249357)



What if we reduce security controls?

 Less bureaucracy

 Cost reduction

 Improved staff morale

 A truly agile IT 
environment that offers 
feasibility 

 Better security

 Less “underground 
activity”

 Focus on monitoring the 
reactive processes

Consider a People-Centric Security Strategy Tom Scholtz (G00249357)



Less Controls, Fewer Accidents

 Hans Monderman Experiment 
"Shared Space" Concept:

 Removes curbs, lines, signs, and 
signals

 Forces personal responsibility for 
road safety

 Has shown positive results in the 
Netherlands, Sweden, the U.K., 
and the U.S.

Consider a People-Centric Security Strategy Tom Scholtz (G00249357)



From Control Centric to People Centric 
Security

Consider a People-Centric Security Strategy Tom Scholtz (G00249357)

Maximize human potential by increasing trust and independent decision-making

 Conventional 
Security

 People Centric 
Security

Policies and control based Principles, rights, and responsibilities-based

Suspicion based Trust based

Preventative Corrective

Impedes the good people in order to control the 
bad people

Controls the bad people; liberates the good people

Based on the behaviors of bad guys Based on the behavior of the good guys

Standard oriented Service-oriented

IT and security makes risk decisions Owners and users make risk decisions

Impedes progress Enables progress

Bureaucratic Democratic

Dr. No Business enabler



Discussion

 Challenges?  Any thoughts?
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