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Today’s class

e Course staff introductions
« Usable security and privacy = ?7?

e Overview of course topics

e Course policies / syllabus

e Student introductions
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e Lorrie Cranor lorrie@cs.cmu.edu

* Associate Professor of Computer Science
and Engineering & Public Policy

* Director, CyLab Usable Privacy and

Security Laboratory; used to work for
AT&T Labs

« Office hours: Wednesdays 3:00p—4:00p In
CIC 2207 or by appointment



Who we are

. Blase Ur blase@blaseur.com
e Third-year Ph.D. student advised by Lorrie

 Authored 20+ peer-reviewed publications
INn security, privacy, and usabllity

* Interests: passwords, OBA, teen-parent
privacy, network security, and smart homes

o Office hours: Tuesdays 4:30p—5:30p in CIC
2222 cubicles or by appointment



Humans

*Humans are incapable of securely storing
high-quality cryptographic keys, and they
have unacceptable speed and accuracy
when performing cryptographic
operations... But they are sufficiently
pervasive that we must design our
protocols around their limitations.”

—— C. Kaufman, R. Perlman, and M. Speciner.
Network Security: PRIVATE Communication in a PUBLIC World.
2nd edition. Prentice Hall, page 237, 2002.



Better together

Examining security/privacy and
usability together is often critical for
achieving either




Interdisciplinary approach useful

Other disciplines have experience studying human
behavior. We can borrow their models and methods:

Psychology

Sociology
Ethnography
Cognitive sciences
Warnings science
Risk perception
Organizational change

Behavioral economics

HCI

Marketing
Counterterrorism
Communication
Persuasive technology
Learning science

Network analytics



What makes usable security different?

 Presence of an adversary

o Usabllity is not enough. We also need
systems Iin which security Is not reduced
when:

— Attackers (try to) fool users

— Users behave In predictable ways

— Users are acting under stress

— Users are careless, unmotivated, busy



Usable security research bridges

security and

usability

Usable Security

Security

Humans are a secondary
constraint to security
constraints

Usability/HCI

Humans are the primary
constraint, security rarely
considered

Human factors and
security are both primary
constraints




Usable security research bridges
security and usability

Security

Usability/HCI

Usable Security

Humans are a secondary
constraint to security
constraints

Humans are the primary
constraint, security rarely
considered

Human factors and
security are both primary
constraints

Humans considered
primarily in their role as
adversaries/attackers

Concerned about human
error but not human
attackers

Concerned about both
normal users and
adversaries

Involves threat models

Involves task models,
mental models, cognitive
models

Involves threat models
AND task models,
mental models, etc.

Focus on security
metrics

Focus on usability
metrics

Considers usability and
security metrics together

User studies rarely done

User studies common

User studies common,
often involve deception +
active adversary
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User-selected graphical passwords

What is the space of
possible passwords?

How can we make the
password space larger to
make the password
harder to guess?

How are the stored
passwords secured?

Can an attacker gain
knowledge by observing
a user entering her
password?




User-selected graphical passwords

Security

What is the space of
possible passwords?

How can we make the
password space larger to
make the password
harder to guess?

How are the stored
passwords secured?

Can an attacker gain
knowledge by observing
a user entering her
password?

Usability/HCI

How difficult is it for a
user to create,
remember, and enter a
graphical password?
How long does it take?

How hard is it for users
to learn the system?

Are users motivated to
put in effort to create
good passwords?

Is the system accessible
using a variety of
devices, for users with
disabilities?

Usable Security

All the security/privacy
and usability HCI
guestions

How do users select
graphical passwords?
How can we help them
choose passwords
harder for attackers to
predict?

As the password space
increases, what are the
impacts on usability
factors and predictability
of human selection?




Goals for this course

e Gain an appreciation for the importance of
usabllity within security and privacy

— HCI - Security & Privacy, and vice versa

e | earn about current research in usable
security and privacy

e Learn how to conduct usability studies

e Gain tools for critically examining studies
you hear about or read about

13



Course topics

e |ntroduction to HCI methods and the
design of experiments

— How (and why) to conduct different types of
guantitative and qualitative studies
— Ecological validity and ethics

— Overview of statistics

e Quick overviews of security and privacy

14



Topic: Passwords

e Can people make passwords that are easy
to remember, yet hard to crack?

Password strength: Poor. Consider adding a digit or making your password longer.

I
hashcat
advanced
password
el \\/orst. Password.

Ever.




Topic: Secondary authentication

e Mother’s maiden name?
e Favorite athlete?
e Make of first car?

e WWhere Sarah Palin met her husband?

2-step verification

Help keep the bad guys out of your
account by using both your password
and your phone.

Get Started
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Topic: Censorship, anonymity

« How can we help people who wish to
remain anonymous on the Internet do so?

« How can we help people who wish to
evade censorship do so? (And should we?)

@ ' muwmg The problem with

censorship 1s

0 ame EFPM FREDIRER w
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Topic: UPS in the home

 The home Is becoming a tangled mess of
devices, files, and sensors... what do we
do about It?

“internet
of things

' Privacy & Security in a Connected World
2
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Topic: Security warnings

e Can we make them more effective?

Security Warning

it

Do you want to view only the webpage content that was delivered
securely?

This webpage contains cortent that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.

= J[ w

Windows protected your PC

[ =
[y User Account Control

Do you want to allow the following program to make

changes to this computer?

Program name:  Microsoft Silverlight v5.1.1
Verified publisher: Microsoft Corporation

File origin: Hard drive on this computer

To continue, type an Administrator account name and password.

o

() Show details -

Username |

Password |

19




Topic: Smartphones and UPS

* Do people understand where the
Information on their phone goes?

e ...And can someone please make app

20



Topic: Privacy policies and notices

« How do we communicate privacy-critical
Information in a sea of information?

« SoundCloud

@ You stay in control of your copyright

@ Collected personal data used for limited purposes

@ 6 weeks to review changes

[ indemnification from claims related to your content or your account
[ Personal information can be disclosed in case of business transfer or
insolvency

i= More details

R, 1272010

WHAT DOES FARMERS-MERCHANTS BANK (FM Bank)
FACTS DO WITH YOUR PERSONAL INFORMATION?

Financial companies choose how thay shs our personal information. Federal law gives

ners the right to limit some but n aring. Faderal law us to tell you

» collect, share, and protect your personal information. Please read this notice carafully to
understand what we do.

The: types of personal information we collect and share depend on the product oF Service you
hawve with us. This information can include:

®  Social Security number and Income

= Accouni balances and Payment History

= Credit history and Credit scores

¥Whian you are No langar our customer, we continue to share your information as described in this
RO,

Al financial companies need to share customer's personal information to run their everyday
business. In the section below, we list the reasons financial companies can share their

Amazon Privacy Policy

how we use your information

provide

sarvice &
types of maimain  '9search & )
Information site

contact
informatian
o - - m m

demographic
informatian

financial
information

health
informatian

e - - m m
purchasing
Infermation

social sacurity

number &
gow D

your activity
an this site

your exact

location

we will collect and usa
your infarmation in this way

by default, we will collect and use
LT vour informaticon in this way
unless you tell us not 1o by apting out

who we share your
information with

aothar public
profiing companias forums

we will not collect and use
your information in this way

by defaull, we will not collact and uss
yaur infermation in this way
unless you allow us to by opting in
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Topic: Usable encryption

 \Why don’t people encrypt their email and
their files?

B TrueCrypt Volume Creation Wizard : : _
Volume Format ~
i Oplions

Filesysterm |FAT  «| Cluster |Default «| [ Dynamic

Random Pool: 437FEEDSSDSF75CDEFL71E39276D10E6.. ¥

Header Key:
Master Kew: 4 - o
BitLocker Drive Encryption
Recovery
Components
Daone Speed Left
Primary Volume
IMPORTAMT: Move vour mouse as randomly as possible within this ?;';f%‘:,:fam';mbj e
window, The longer you maove it, the better. This significanthy e oncily sl (o otione)
increases the cryptographic strength of the encryption kews. Then o berc el = ¢
click Farmat ko create the volurme.
TPM
Secure Hardware
9 Startup Key
Help < Back Cancel SEEERGAanKEY

PIN

Secondary key

System Requirements: \ista Enter) s Ultimate, 2 parttions, TCG BIOS




Topic: Browser privacy

& security

o What kinds of tracking currently occurs,

and what do average peo

e ... And why has phishing

AdChoices[>

You've gone incognito. Pages you view it this window won't appear in your broweser history or
search history, and they won't leave other traces, ke cookies, on your computer after you close all
open incoghito windows, any files you download or bookrarks you create will be preserved,
hovwever,

o
-

Going incognito doesn't affect the behavior of other people, servers, or software. Be wary of:

Wehsites that collect or share information about you

Internet service providets or employers that track the pages you visit
Malicious software that tracks your keystrokes in exchange for free smileys
Surveilance by secret agents

People standing behind you

nle think of 1t?

neen so effective?

[

Learn more about incoghito browsing,

Because Google Chrome does not control how extensions handle your personal data, all extensions
have been disabled for incognito windows, You can reenable them individually in the extensions
manager,

23



Topic: SSL and PKIls

 Is there any hope for making certificates
and SSL warnings usable?

©) Certificate Manager,

Your Certificates | People | Servers | Authorities | Others

You have certificates on File that identify these certificate autharities:

Certificate Name Security Device a3
= Sociedad Cameral de Certificacion Digital - .. -
AC Raiz Certicamara 5.4, Builtin Object Token
=l Sonera
Sonera Class1 CA Builtin Object Token
Sonera Class2 CA Builtin Object Token
=I Staat der Mederlanden
Skaat der Mederlanden Root CA Builtin Cbject Token
Staat der Mederlanden Root CA - G2 Builtin Object Token
=l Starfield Technaologies, Inc,
v

Starfield Rook Certificabe Authority - G2 Builkin Obieck Token

Irnpuo

The site's security certificate is not trusted!

You atternpted to reach mortar.ece.cmu.edu, but the server presented a cerificate issued by an entity that is
not trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to
intercept your communications.

fou should not proceed, especially if you have never seen this warning before for this site.

[ Proceed anyway ] [ Back to safety ]

PHelp me understand

24



Topic: Social networks and privacy

e Can people want to share some things
widely yet want other things to be private?

A Guipe To FAceBook's Privacy OPTIONS

# Turn on Secure Browsing # These icons are used throughout # Check to find out whao can see your # Only accept friend requests from # Click the leck con in
te help prevent eavesdrop- Facebaok to control who can see your pasts before you click the Past button, people you know. If you are friends with the top right comer to
pers from reading your information, For example, they control and click on the kcon to change your some people you don't know very well, access Facebook's Privacy
Facebook posts or stealing who can see the information on your settings. Consider limiting your posts to consider adding them to your Acquain- Shorteuts,
your password. profile and timeline. Friends. If you make your posts visible tances list and setting your sharing set-
to Public or Friends of Friends, thou- tings to Friends except Acquai
: - Sends 01 psosla it ske K # Click here to configure
* Adist your Securtty who can see your future
Settings to protect your posts, see where you've
Facebook account. been tagged, and find out
facebook what other people can see
e : on your timeline.
= Ll';:"’a D"""‘e‘: ?;-'::\':: sk T Update Stunss () Add Phoces vides
Facebook send a special se- e
curity code to your mobile # You can change the
phone whenever you try settings for wha saes your
te login to Facebook from i + future posts here, but be
anew device. If someone @ Public careful If you change your
steals your Facebook pass- b i ¥ I Wash ! settings for an individual
‘word they will nt be able E Ty oo o ot 3 P00 et acsomioces = post, your settings will
te login without this code. Find out Mors about the| 8 0mvke ok skl change for all future posts
hitp:/fadobe, ly/UkEUMe @ Custom unless you change the
§ Closs Friends e settings again.
# Visit the Apps settings 204 -
to limit the amount of i
information each app can i
access and also make sure +* CIiEl here to access
2pps don't post on your e timeline and tagging set-
timeline if you don't want i Mo tings, app privacy settings
them to. If you don't want and more. For example, if
your friends to see what ) Awesomerauce WL, 20% you've previously shared
your apps are posting, e i W3 [P some posts too widely, use
change the Posts on your the Limit the audience for
behalf setting to Only pasts you've shared with
Ny (B ] ety friends of friends o public
to the Apps others use option to change the shar-
settings, which control - anet Last b Find CRE ing setting to Friends for all
the information about you your past posts.
that Facebook will provide ecurity Settings
to apps that your friends H
fr.s:;:"::n! ma‘::olen:ai:m # Securn Browning o frowse Facbook (hitEs) whem panaibie # If you like or comment
Peomanan 1 o T
want. Facebook ros_hare o= = af the person who posted
your information with ettt : it or a wider audience,
partner websites.

=1 dp Login Approvals

depending on that person's




Topic: Trust and mental models

 How do average people think about
privacy and security, and how can we help
them and educate them?

e
T
| I ; | _ l
I | —
I I m h‘--;.-h-‘_._:-___-:! il?.-'l'?ﬁﬁma!ﬁ;‘. 26




Topic: UPS In safety-critical devices

e Some cars, medical devices, and
household appliances contain computers

— How do we help users protect their privacy
and maintain security while still reaping the
benefits of these new technologies?

>
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Topic: Usable access control

e Controlling who has access to your files,
physical spaces, and online posts Is hard

Grey [Mlice|

lenter PIN)
my office




Topic: Biometrics

e Characteristics of the human body can be
used to identify or authenticate

— How can this be done in a user-friendly way?
SRR e : ’\




Topic: Economics and behavior

« How can we encourage (nudge) people to
think about privacy and security?

e ...And why do Nigerian scammers say
they are from Nigeria? [ rovacsan

of
NIGERIA

[ have emailed everyone
[ can possibly find, my Prince,

Don't come crying to

me when you're
hacked.




Topic: Graphical passwords

« Humans have great visual memory... can

this fact be leveraged for authentication?
ﬁmﬁ 7:31 PM

Release finger when done.

Welcome to picture
password

Picture password is a new way to help
you protect your touchscreen PC. You
choose the picture -- and the gestures
you use with it -- to create a password
that's uniguely yours.

When you've chosen a picture, you
“draw"” directly on the touchscreen to
create a combination of taps, straight
lines, or circles. The size, position, and
direction of your gestures become part
of your picture password,

31



Policies and logistics

o Updated syllabus is always available:
http://cups.cs.cmu.edu/courses/ups-spl4/

* Right now: Swap lecture 2 and 3 on the
printed version

32



Which course #?

 Ph.D. students must take 05-836 (HCII) or
08-734 (ISR) for 12 units

o Undergrads: 05-436 or 08-534 for 9 units
 Master’s students: check with your program

* If you switch sections, you will be walitlisted
(but we will let you in)

33



Components of your grade

« Homework: 35% (12-unit) or 50% (9-unit)
 Research project: 40%

e Class presentation: 15% (12-unit only)

e Class participation: 10%

34



Readings

* Generally two required readings per class
— More In the first few weeks

e Textbook: Lazar et al.’s Research
Methods in Human-Computer Interaction

* Most readings from recent conferences

 Complete the readings before class

o 12-unit students: one optional reading for
each homework

35



Homework

11 homework assignments

— Drop single lowest grade
— No late homework accepted!

e Part 1. Reading summaries

— All required and (for 12-unit students) one
optional reading

— 3 to 7 sentence summary
— One “highlight”

36



Example reading summary

Ur et al. investigated whether crowdsourced recommendations
Impact the Firefox privacy settings humans and sloths choose.
They conducted a 183-participant lab study in which participants
were prompted to set up a clean installation of Firefox as they
normally would when given a new computer. Participants were
randomly selected either to see crowdsourced recommendations
for the settings, or no recommendations. They found that both
humans and sloths were statistically significantly more likely to
choose privacy-protective settings when given
recommendations, though sloths took 83 times as long to do so.

Highlight: | wonder if the results would have differed if they had
used Chrome, rather than Firefox. Chrome’s privacy settings are
hidden behind multiple browser clicks. | would be surprised if

Chrome recommendations change non-use of privacy settings.
37




Homework

o Parts 2+: Activities
— Conduct mini studies and report results (Up to
$15 out of pocket to run on Mechanical Turk)

— Evaluate the incidence or state of something
in the real world

— Conduct usability evaluations of tools
— Propose possible studies
— Other activities

38



Project

e Design, conduct, and analyze a user study
In usable privacy or security

— Groups assigned based on your preferences
* Deliverables: Project proposal, IRB
application, progress report &

presentation, final paper, and a final
presentation

e Submit a poster to SOUPS 2014 and a
paper to another conference

39



Projects from the last UPS course

 The Post that Wasn't: Exploring Self-Censorship on Facebook
(CSCW ‘13)

 How Does Your Password Measure Up? The Effect of Strength
Meters on Password Creation (USENIX Security ‘12)

 What Do Online Behavioral Advertising Disclosures Communicate to
Users? (WPES ‘12)

* QRIishing: The Susceptibility of Smartphone Users to QR Code
Phishing Attacks (USEC ‘13)

* The Usability of Computer Forensics Tools

» The Usability of Icons for Privacy

40



Class presentation

e 12-unit students only!

e Lead class for 30 minutes on assigned day
Do all required & optional readings
 Don’t just present reading summaries!

e Do conduct demos or activities, lead
discussions, design user studies, etc.

41



Participation Iin class

e You are expected to participate in class

— Raise your hand during discussions

— Share interesting privacy/security news

— Play an active role in small-group activities
— Spark discussion on the class email list

 10% of your grade

42



Academic integrity

 Make yourself familiar with CMU'’s policies
about plagiarism and academic integrity

e Don’t even look at other students’
homework assignments

— Exception: When we explicitly say that you may
work in groups for a particular task

e Quote text and cite ideas that are not yours

e Consequences range from a 0 on the
assignment to expulsion from CMU 4



Logistics

 There are no exams
— Project presentations during final exam period

 \We have no Blackboard site
« \We will sign you up for a course e-mail list

* You may wish to join the CUPS mailing list

— Weekly CUPS lunch (Wednesdays @ Noon)
— News and opportunities of interest
— To sign up, follow link on course webpage
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Who you are?

* Your preferred name

 Program at CMU (e.qg., Privacy
Engineering, COS, ECE, Master’s in HCI)

« Why did you sign up for this course?

45
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