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Discussion Questions


Discussion Starter

1. Everyone has a horror story; what’s the worst system you’ve ever had to interact with?

Why Johnny Can’t Encrypt
1. Do you agree with Whitten and Tygar’s statements about the importance of usable when designing secure systems?

2. Whitten and Tygar list five principles that make designing usable security very difficult. Which principles do you think are the hardest for designers to deal with?

3. The question Whitten and Tygar ask when defining the goals of their test on PGP 5.0 might seem leading or loaded. Do you feel it was appropriate?

4. Whitten and Tygar do both a Cognitive Walkthrough and a user test; what do you think are the advantages of this approach? What are the strengths and weaknesses of both techniques?
5. What are the biggest problems found in the Cognitive Walkthrough? Can you suggest some solutions?

6. When considering the user test, what do you like about the way it was preformed and what would you have done differently?

7. Do the results of the user test surprise you? What are some of the major problems in PGP 5.0 that contributed to the poor usability?

8. Whitten and Tygar stress the differences between normal system usability and designing for secure system usable. Do you agree with their conclusions?

Johnny 2

1. Garfinkel and Miller feel a key reason for the usability failure of PGP 5.0 was underlying third-party certification model. Do you agree?

2. What do you think about Key Continuity Management vs. third-party key certification? Discuss both the security and usability issues.

3. Compare the setup of the user test in the original Johnny to the new test in Johnny 2.
4. How do the results in Johnny 2 compare to those of the original Johnny test?

5. Do you have any suggestions for improvement of the CoPilot interface?
6. Discuss the changes from the original Johnny to Johnny 2. Where do you think we have improved and where are we still lacking with regard to usability and security?
Post User Test

1. What did you find was the most difficult aspect of the user test?

2. What, if anything would you have done differently?

