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By the end of class, you will be 
able to
• List ways companies in the US have self-

regulated privacy protection
• Describe pros and cons of privacy policies
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Privacy self-regulation
• Since 1995, the US FTC has pressured 

companies to “self regulate” in the privacy 
area

• Self regulation may be completely voluntary 
or mandatory (or somewhere in between)
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Self-regulatory programs and initiatives

• CPOs
• Seals
• Privacy policies
• Standards – P3P and DNT
• Multi-stakeholder agreements (NTIA)
• Industry guidelines
• Voluntary compliance (safe harbor)
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Chief privacy officers
• Companies are increasingly appointing CPOs to have a 

central point of contact for privacy concerns
• Role of CPO varies in each company

– Draft privacy policy
– Respond to customer concerns
– Educate employees about company privacy policy
– Review new products and services for compliance with privacy policy
– Develop new initiatives to keep company out front on privacy issue
–Monitor pending privacy legislation
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Some States have CPOs
• Arizona, Ohio, West Virginia, South Carolina
• Others may have CIO/CISO with privacy 

responsibilities
• State budgets may be a limiting factor
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Seal program problems
• Certify only compliance with stated policy
– Limited ability to detect non-compliance

• Minimal privacy requirements
• May not address privacy issues that go beyond the 

web site
• Nonetheless, reporting requirements are forcing 

licensees to review their own policies and practices 
and think carefully before introducing policy 
changes
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Seal programs
• TRUSTe – http://www.truste.org
• Japanese Privacy Mark 
• Trust Guard 
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Standards
• Several standards-setting bodies
–W3C
– ISO (cloud privacy)
– NIST (Guide to Protecting the 

Confidentiality of Personally Identifiable 
Information (PII) 
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Multi-stakeholder agreements
• National Telecommunication and Information 

Administration tasked with holding privacy 
multi-stakeholder agreements
– Mobile App Transparency
– Facial Recognition
– Unmanned Aircraft



‹#›

FTC Privacy Framework (2012)
• Privacy by Design

– incorporate substantive privacy protections 
– maintain comprehensive data management procedures 

• Simplified Consumer Choice
– Companies should simplify consumer choice. 

• Transparency
– Privacy notices
– Access
– Consumer Education
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Privacy policies
• Inform consumers about privacy practices
• Important part of privacy self regulation
• Consumers can decide whether practices 

are acceptable, when to opt-out
• Existing privacy policies are not an effective 

way to inform consumers or give them 
privacy controls
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What’s wrong with privacy policies?

• Long
• Require college-level 

reading skills
• Include legalese and 

obfuscated language
• Difficult to compare
• May change at any time 

without notice
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Typical policies have > 20 hedging claims
• may
• might
• perhaps
• in/at our discretion
• except as
• on a limited basis
• we reserve the right to
• including but not limited to

• Pollach, I. 2007. What's wrong with online privacy policies?. 
Commun. ACM 50, 9 (Sep. 2007), 103-108. DOI= 
http://doi.acm.org/10.1145/1284621.1284627
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“Nonetheless, except as separately permitted 
by other provisions of this Privacy Policy, these 
companies are allowed to gather, receive, and 
use your information only for the purposes 
described in this paragraph or to facilitate 
compliance with laws.”
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Privacy policy components
• Identification of site, scope, 

contact info
• Types of information collected

– Including information about 
cookies

• How information is used
• Conditions under which 

information might be shared
• Information about opt-in/opt-out
• Information about access

• Information about data retention 
policies

• Information about seal programs
• Security assurances
• Children’s privacy

There  is  lots  of  information
to  convey  -­-­ but  policy
should  be  brief  and
easy-­to-­read  too!
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Short Notices
• Project organized by Hunton & Williams law firm around 2002

– Create short version (short notice) of a privacy notice 
– Sometimes called a “layered notice” as short version would advise 

people to refer to long notice for more detail
– Now being called “highlights notice”
– Focus on reducing privacy policy to at most 7 boxes
– Standardized format but only limited standardization of language

• Alternative proposals from privacy advocates focused on 
check boxes



‹#›



‹#›



‹#›



‹#›

Example shorter notice
• Gramm-Leach-Bliley Act
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NTIA mobile app tranparency
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IAPP
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Industry privacy guidelines
• Direct Marketing Association Privacy Promise 

http://www.dmaconsumers.org/privacy.html
• Network Advertising Initiative Principles 

http://www.networkadvertising.org/
• DAA Self-Regulatory Principles 

http://www.aboutads.info/principles
• CTIA Location-based privacy guidelines

http://www.ctia.org/business_resources/wic/index.cfm/AID/11300
• GSMA Mobile Privacy Principles 

http://www.gsma.com/publicpolicy/mobile-and-privacy/mobile-privacy-
principles
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Privacy Notice Highlights Template

Acme Company
Privacy Notice
Highlights

For more information about our privacy policy, 
write to:

Consumer Department             
Acme Company
11 Main Street
Anywhere, NY 10100

Or go to the privacy statement on our                   
website at acme.com.

We collect information directly from you and maintain information on your activity with us, including 
your visits to our website.  
We obtain information, such as your credit report and demographic and lifestyle information, from other 
information providers.PE

R
SO
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N

We use information about you to manage your account and offer you other products and services we think 
may interest you.  
We share information about you with our sister companies to offer you products and services. 
We share information about you with other companies, like insurance companies, to offer you a wider 
array of jointly-offered products and services. 
We share information about you with other companies so they can offer you their products and services. 

U
SE
S

You may opt out of receiving promotional 
information from us and our sharing your contact 
information with other companies.  To exercise 
your choices, call (800) 123-1234 or click on 
“choice” at ACME.com. YO

U
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You may request information on your billing and 
payment activities.
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This statement applies to Acme Company and 
several members of the Acme family of 
companies. SC

O
PE

NY142510v1
5/28/2002

Dated:  May 28, 2002

Template prepared 
by the Notices 
Project, a program 
of the Center for 
Information Policy 
Leadership at 
Hunton & Williams

© 2002 Center for 
Information Policy 

Leadership
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Checkbox proposal
WE SHARE [DO NOT SHARE] PERSONAL INFORMATION WITH OTHER WEBSITES OR COMPANIES.

Collection: YES NO
We collect personal information directly from you ☑ ◻
We collect information about you from other sources:☑ ◻
We use cookies on our website ☑ ◻
We use web bugs or other invisible collection methods ◻ ☑
We install monitoring programs on your computer ◻ ☑

Uses:  We use information about you to: With Your Without Your
Consent Consent

Send you advertising mail ◻ ☑
Send you electronic mail ◻ ☑
Call you on the telephone ☑ ◻

Sharing:  We allow others to use your information to: With Your Without Your
Consent Consent

Maintain shared databases about you ◻ ☑
Send you advertising mail ☑ ◻
Send you electronic mail ☑ ◻
Call you on the telephone N/A N/A

Access:  You can see and correct {ALL, SOME, NONE} of the information we have about you.

Choices: You can opt-out of receiving from Us Affiliates Third Parties
Advertising mail ☑ ◻ ◻
Electronic mail ◻ ☑ ☑

Telemarketing ☑ ☑ N/A

Retention:  We keep your personal data for: {Six Months    Three Years    Forever}

Change: We can change our data use policy {AT ANY TIME, WITH NOTICE TO YOU, ONLY FOR DATA COLLECTED IN THE FUTURE}

Source: Robert Gellman, July 3, 2003
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IAPP
• International Association of Privacy 

Professionals
• http://www.privacyassociation.org/


