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Today’s Agenda
•  Quiz
•  IRB and Human Subjects Research
•  Economics of Privacy
•  Measuring Privacy Attitudes and Behaviors
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By the end of class, you should  
be able to:
•  Understand the review process of doing 

privacy research on human subjects
•  Understand the difficulties in measuring 

privacy preferences and behavior
•  Critically evaluate studies on privacy 

preferences or behavior
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Human subjects research
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Institutional Review Board
•  Reviews human subjects research to make 

sure it is ethical and human subjects are 
protected

•  Takes time and lots of paperwork
•  Before submitting paperwork to IRB, you 

must complete human subjects training
•  http://www.cmu.edu/research-compliance/

human-subject-research/
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IRB approval
•  Research involving human subjects requires IRB approval

•  Surveys are exempt, but you must ask IRB for exemption

•  Exempt and low-risk IRB approval usually happens within 
2 weeks

•  High risk usually takes about a month, but may be longer

•  Whenever possible, design study with informed consent
–  You will have to convince IRB that there is a good reason not to

•  Submit your IRB form as early as possible
–  You can submit a modification later
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Ethical considerations
•  Sometimes tests can be distressing
– users have left in tears

•  You have a responsibility to alleviate
– make voluntary with informed consent
– avoid pressure to participate
–  let them know they can stop at any time
– stress that you are testing the system, not them
– make collected data as anonymous as possible
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IRB approval needed?
•  A grad student is conducting an anonymous online survey to find out 

how people feel about employers firing people who posted about work 
on Facebook. She plans to write a paper about this.

•  A professor is surveying her students to find out which of the course 
reading assignments were most and least useful so that she can 
improve the assignments next semester.

•  A grad student is recording his Facebook feed every day for a month 
and then systematically analyzing the posts to determine whether the 
number of words in each posts is correlated with the time of day it 
was posted. If he finds something interesting he will write a paper 
about it.
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Economics of privacy
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Financial Transactions
•  Buyer and seller example [Varian 1996]
•  Why do buyers want sellers to know what 

they want?
•  What do buyers not want sellers to know?
•  How can sellers incentivize buyers to 

honestly reveal information?
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Externality
•  The actions of a mailing list buyer impose 

costs on individuals on that list
•  The seller of the list ignores those costs
•  Varian says: Costs could be mitigated 

through choice
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Contracts and markets for info
•  What if we had property rights in 

information about ourselves?
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Public interest in personal 
information
•  Public records
– Court records
– Tax assessments
– Salaries of public officials

•  What happens when information goes 
online and transaction costs approach 
zero?
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Privacy attitudes and 
behaviors
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Consumer surveys to measure 
privacy attitudes
•  Westin/Harris surveys
– Privacy fundamentalist, pragmatist, 

unconcerned (marginally concerned)
•  TRUSTe surveys
– http://www.truste.com/us-mobile-privacy-

index-2013/
•  Academic research 
•  Does it matter what consumers think?
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Privacy concerns seem 
inconsistent with behavior 
•  People say they want privacy, but don’t always 

take steps to protect it

•  Many possible explanations
–  They don’t really care that much about privacy
–  They prefer immediate gratification to privacy 

protections that they won’t benefit from until later
–  They don’t understand the privacy implications of their 

behavior
–  The cost of privacy protection (including figuring out 

how to protect their privacy) is too high
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How do we measure privacy 
behaviors?
•  Self reported behaviors
•  Web surveys 
•  Lab studies
•  Field experiments
•  Natural experiments
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Measuring Behavior in lab 
studies
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Effect of privacy info on 
purchasing
Will the salient display of privacy information 
cause consumers to take privacy into account 
when making online purchasing decisions?
•  J. Gideon, S. Egelman, L. Cranor, and A. Acquisti. Power Strips, 

Prophylactics, and Privacy, Oh My! SOUPS 2006. http://
cups.cs.cmu.edu/soups/2006/proceedings/p133_gideon.pdf

•  S. Egelman, J. Tsai, L. Cranor, and A. Acquisti. 2009. Timing is 
Everything? The Effects of Timing and Placement of Online Privacy 
Indicators. CHI2009. 

•  J. Tsai, S. Egelman, L. Cranor, and A. Acquisti. The Effect of Online 
Privacy Inofrmaiton on Purchaing Behavior: an Experimental Study. 
Information Systems Research. Published online 2010.
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What if we make privacy 
protection easy?

Will people pay to 
protect their privacy?
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Add privacy meters to search 
results
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How can we test whether privacy 
meters change behavior?

Hypothetical task 

•  Search for product

•  Which site would you 
buy from?


Real task 

•  Search for product

•  Make purchase with 
your credit card

Hypothetical 

No real privacy tradeoff 

Expensive 

Difficult to control 
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2005 – 2009 Privacy Finder 
studies
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Power strips, prophylactics, and 
privacy, oh my!
•  “Online shopping study” in our lab
•  24 students paid $10 plus reimbursement 

for purchases made with their own credit 
cards

•  Used “Shopping Finder” search engine
– Control condition: no privacy icons
– Experimental condition: privacy icons

J. Gideon, S. Egelman, L. Cranor, and A. Acquisti.  
Power Strips, Prophylactics, and Privacy, Oh My! SOUPS 2006. 
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Privacy icons influenced 
purchases

•  With privacy info: more people purchased 
from sites with better privacy

•  Larger effect for privacy-sensitive purchase
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But study had significant 
limitations
•  Participants were all students
•  Reimbursement did not incentivize saving
•  Price/privacy tradeoff not obvious
•  Maybe people just like pretty indicators
•  Privacy-sensitive item not sensitive enough
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So we tried again

•  72 Pittsburgh residents
•  Price/privacy tradeoff
•  Fixed payment, keep the change
•  New icons, new products, new conditions

J. Tsai, S. Egelman, L. Cranor, A. Acquisti. The Effect of Online Privacy Information on Purchasing 
Behavior: An Experimental Study. ISR 2011.  
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User Study Items

1 2 3 4

Bomb-Making
Bullets

Bulletproof jacket
STD Medication

Porn DVD
HIV test
Sex toys

Bottle of Peroxide
Cigarettes

Hunting Knife
Adult Diapers

Fertilizer
Book - Bankruptcy

Pregnancy Test
Book - Depression

Lubricant
Condoms
Lingerie
Laptop 

Shoes
Flowers

Office Supplies
Textbooks

Would Not 
Purchase 

Purchase, 
No Concerns 

Purchase, 
Very Concerned 

Purchase, 
Somewhat Concerned 
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Merchant selection
•  Selected 10 merchants for each product

•  No well-known merchants

•  Controlled first four search results: "
more expensive à better privacy

Merchant Privacy 
score 

Price w/ 
shipping 

ccvsoftware.com ? $14.45 

discountofficeitems.zoovy.com 0/4 $14.60 

instawares.com 2/4 $14.80 

officequarters.com 4/4 $15.14 

$.69 privacy 
premium 
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Privacy information condition



34

Irrelevant information condition
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No information condition
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Privacy icons influenced 
purchases
•  No privacy info: most people purchased 

where price was lowest
•  With privacy info: more people purchased 

from expensive sites with better privacy
•  No clear difference between products
– Because we didn’t control privacy premium?
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Follow-up study with cooperation of 
vendors to control privacy premium
•  Contacted 46 battery and sex toy vendors
•  Convinced 8 to adjust prices for our study
– Asked one to lower prices and promised to pay 

the difference
– Sent $140 check to The Dirty Bunny for 

“research project assistance”
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Also investigated timing of 
privacy notice
•  In search results
•  Interstitial
•  At top of website
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Sure enough…

•  Privacy-sensitive nature 
of product impacts 
willingness to pay a 
premium for privacy

•  Privacy information had 
the greatest impact 
when presented 
alongside search results

S. Egelman, J. Tsai, L. Cranor, A. Acquisti. Timing is Everything? The Effects of Timing and 
Placement of Online Privacy Indicators. CHI 2009. 
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Research questions
•  What questions about privacy attitudes or 

behavior would you be interested in 
investigating?
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