Data breaches and
identity theft

L orrie Faith Cranor
November 12, 2013

8-633/ 8-733/ 19-608 / 95-818:
Privacy Policy, Law, and Technology

Carnegie
Mellon
University

Cylab

institute for
I S SOFTWARE
RESEARCH

Engineering &
Public Policy




Writing a research paper




Organizing a research paper

Decide up front what the point of your
paper is and stay focused as you write

Once you have decided on the main point,
pick a title

Start with an outline

Use multiple levels of headings (usually 2 or
3)

Don’t ramble!




Typical paper organization

« Abstract - Short summary of paper

» Introduction - Motivation (why this work is interesting/important, not your
personal motivation)

« Background and related work - Sometimes part of introduction, sometimes
two sections

 Methods - What you did; in a systems paper you may have system design
and evaluation sections instead

* Results - What you found out

» Discussion/Conclusions - May include conclusions, future work, discussion of
implications, etc.

 References

* Appendix - Stuff not essential to understanding the paper, but useful,
especially to those trying to reproduce your results - data tables, proofs,
survey forms, etc.




Road map

« Papers longer than a few pages should have a “road map” so
readers know where you are going

« Road map usually comes at the end of the introduction

« Tell them what you are going to say, then say it, (and then tell them
what you said)

« Examples

— In the next section | introduce X and discuss related work. In Section 3 |
describe my research methodology. In Section 4 | present results. In
Section 5 | present conclusions and possible directions for future work.

— Waldman et al, 2001: “This article presents an architecture for robust Web
publishing systems. We describe nine design goals for such systems,
review several existing systems, and take an in-depth look at Publius, a
system that meets these design goals.”




Use topic sentences

« (Almost) every paragraph should have a topic sentence

— Usually the first sentence
— Sometimes the last sentence
— Topic sentence gives the main point of the paragraph

* First paragraph of each section and subsection should
give the main point of that section

« Examples from Waldman et al, 2001

— In this section we attempt to abstract the particular implementation
details and describe the underlying components and architecture
of a censorship-resistant system.

— Anonymous publications have been used to help bring about
change throughout history.




Avolid unsubstantiated claims

* Provide evidence for every claim you make

— Related work
— Results of your own experiments

» (Conclusions should not come as a surprise
— Analysis of related work, experimental results, etc. should support
your conclusions

— Conclusions should summarize, highlight, show relationships, raise
questions for future work

— Don’t introduce completely new ideas in discussion or conclusion
section (other than ideas for future work)

— Don’t reach conclusions not supported by the rest of your paper




Creating a research poster




December 4 Poster Fair

* During class in GHC 6115

« 32x40 inch foam core boards, 9x12 inch
construction papet, glue sticks, and thumb

tacks will be made available

— You can get them from Tiffany Todd
ttodd@cs.cmu.edu in Wean 4114

* Present your preliminary project results and
get feedback you can use as you finish your

paper




Creating a research poster

* Any word processor, drawing, or page design software will
work

— PowerPoint is well-suited for making posters

* Design poster as single panel or modular units

— Single panel posters

» Have a professional look (if well designed)

» Should be printed on large format printers (SCS has one for student
use, requires SCS account)

» Other large printers on campus or local copy shops — some can also
print on fabric

— Modular units

» Easier to design and transport

» Print on letter paper (optionally, mounted on construction paper)
10




Research poster content

Don’t try to present your whole paper

— Convey the big picture
— Don’t expect people to spend more than 3-5 minutes reading your poster
— 500 words, maximum (can be a lot shorter!)

* Introduce problem, your approach, and results
* Provide necessary background or glossary

« A picture is worth 1000 words
— Graphs, diagrams, etc.

« Use bullets and sentence fragments, similar to making slides

« Don’t forget to include title and author

11




Research poster design

» Use a modular design
» Each section of your poster can go in a box

* Use a large, easy-to-read font

— Most text should be at least 20 point font
— No text less than 14 point font

— Headings should be larger and in bold

» Use color consistently

* Arrange elements for a sensible visual flow

12




Presenting your research poster

« Be prepared to give a 1-minute overview of your
poster and answer questions

» |et people read your poster without interrupting
them

« Consider bringing a laptop if you have software to
demo or a video to show

« Consider making handouts available with abstract,
web URL for obtaining your paper, and your
contact information

13
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POLICY ANALYSIS

Evaluating the Comfort, Readability and Importance

Chaiwut Chaianuchittrakul

Carnegie Mellon University - Information Networking Institute

INTRODUCTION CROWDSOURCING PRIVACY POLICY EVALUATION
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Privacy Enhancing Technologies, and Policy

| » Vo
Dai. Carnegie Mellon

‘Y{‘!vvw, 7/
1 University

Do you know using PETs may bring problems?

Cryptography as an arm?
Yes. Imy exnort 1 S e

In the U.S.: &t

In China

Categories of PETs
Communication Anonymizers
Browsing anonymously using a VPN at Amsterdam?

lL"‘}';)tf)",;'{g[)[--:'y
not a good idea, ©

Search Engines

Digital in the European Union
I’;f“ d urrencies 5 ; : 3

Considering running a Tor exit node?

Risky. !

In the U.S.. DMCA still want to use PETs to protect your privacy?

of course. We are on the way. —

In the European Union
' not

J/

Relays are usually_Qli j [)7

T —

D)

Many ISPs ban Tor exit nodes.




Understanding vaia

Background

* Free Internet services Supported by online
advertising

E.g. search, socia networking

Go Slk

1. Waich video on

Winter Olympics 3. See ad for discount
- airfare

Ads shown based on
user behavior

» ~B70%
ad success rate’

increase 1

2. Research cheap hotels

User Privacy and OBA

« Users find OBA “creepy and scary”,

“embarrassing” ?*

Advertiser data practices vary

What data is collected from websites?

What purpose is it used for?

With whom is it shared?

How long is it retained?

Is data from multiple sources combin

; ractices influence
5 for OBA?*

Practices that Influence U

Online Behavioral Adver
Ashwini Rao (arao@cmu.edul

Umierslandmg User Preferences

* Online survey using crowdsourcing®
Explain value of OBA to participant
Let panticipant neract with a news sie

Present part Cipant with a scenario descnbin ga

conarios

218 practices

Ask participant about willin gness to share
different types of data

Collection and Sharing

— —
& ™ Best Twm

~ir Ads e

collect use

—— —— —

3 - - E <

-

“ = |, Bost 3 h- « Facebook ﬁ
- Ads - = "
7j { : 7] lr J
e | any other

|
collect use collect L

Purpose and Retention

o 1 Year m6 Mooth m 1 Week

Targeted ads only
Vs,
Targeted ads and
other purposes

Retention
Period

s-er Sharing Preferences for
tising

Data practice

Access to User Profile

: Review only
. Vs.
. Review and edit

Survey

[1.Collect Your information from

| Alnews.com and other websites
you visa

2.Use the colectid information oty
on facebook com

3.Use the coliacted information for |
targeted ads and other purposes

4 Retan and use collectad
informaton for a maximum period
of cne year

—1
!

>
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cebook 1o : : -
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Goals

-Facilitating Usable Privacy Policy Project
(usableprivacy.org) affiliated by:

‘“:R':“‘ STANFORD
University

-Identifying key policy features from Retail
and News Entertainment sectors

- Extracting different types of information
collected and their sharing targets for each
sector

News Entertainment
14 News Websites:
4 from top ten broadcast media
3 political websites
3 business websites
4 personal finance websites

0] senec DRNE ON BEE @

™ oo PR TIME 858 cise St
Setaann @ Good Fouseieep®y e New Jork Times

WALL STRERT XCE¥AL PARADE @@NEWS © Smithsonian

Retail Sector W

15 Retail Websn.es s Xy
4 popular online stores %
3 not so popular stores
2 each Health foods & Kid stores
2 each Electronic & Home goods

o

Towards Information Extraction
From Natural
Language Privacy Policies In Retail &
News Sectors

Aditya Marella
Dilek Yuksel Civelek
Poster Fak ~ Decamber 5, 2013

& ’

e Sle——— s ]
Methodology

- Identify key features in each sector
- Build questionnaire to reflect key features

- Determine what each privacy policy says
about each feature

- Collect terms used for information types,
categories & sources; usage types; sharing
targets

-Identify any patterns or anomalies in the
privacy policies

[N~ e o T .~ - 3
| Key Features

- News Entertainment

+ Services other just offering news?

= Share behavioral data with other third parties?

- Collection and usage of Social media data incase the
user connects to the website using social media
Senvices

+ Online Retail

- Collection & Sharing of sensitive information (creda
card, credit history)

- Restnctions on sharning target's privacy policies

« Use of SSL whie transferring sensitive information

+ Opt-out cholces wirt advertising and promotional emalls

Questionnaire

22 Questions for News Entertainment
Sector

- 18 Questions for Retail Sector

- The questions are designed to be
answered as:

a) Yes

b) No

c) Not clear from the policy

d) Policy does not answer the question

'—"

y
Results: News Entertainment

«News websites not limited to “news”, 100%
of the samples sell product and services,
offer interactive services...

- If registered, all of them collect contact
information

«72.8 % collect current location of a user

+929% use cookies, beacons or other
tracking technologies

- 78% use (OBA) to deliver targeted
advertising

Results: Online Retail

. Contact Information
. all of them collect contact information and
. 70% share for purposes other than provisioning

core services,

«Financial Information
. all of them collect credit card information and
. 20% collect credit history information

. SSL 50% protect personal information; 30%
protect only sensitive information; 20% do not
mention SSL

e ——

Results: collection of terms

. Persenal Information: name, address, phone, emad, age,

dob, credit card informaticn, soc;nl mﬂ'? number,
rsonal descnption, photograph, , device-

%eomiﬁer. purchase-information, redemption-information,
etc

. Behavioral Information: purchase-history, products
viewed, products searched, session-information, page-
response-times, download-errors, viawha_-dmlﬁw.
scrolls, mouse-overs, pago-mmmmlwn. search-term,
search-result, paid-iistings, etc

. Technical Information: |P, computer, brawser, version,
timezone. plugin-types, plugin-versions, 0S, platform, ot

. Full spreadsheet is avallable on request .




Assessment of
Web Browser
Privacy Features

Browsers

@ ©

G

Sample List Elements

Overall Scores

Lhik

Methodology

Five Main Areas of Privacy Features
Comparison

Capability Scoring

Results
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Is Facebook Morally Obligated

to Protect Privacy?

MORML

Iy

Philosophical Approaches to SR

Teleological Deontological

| &

V Vi
Decision-Making Framewor] Conclusion
iy S is considering whether or not to implement
additional user privacy protections, Consider
Teleological Deont

Tmpact Adberence t

w 8 should consider imple

wdditional user privacy protections




Anonymous Dislike:
Users' Reaction to Anonymous Peer Reviews in Socia| NetWOrks

Pranshu Kalvani

Chao Pan
pok@andrew.cmu.edu

chaop@andrew.cmu.edu

Replies to Inappropnate Posts

= dentified = Anonymous

|
| t P«
Methodology 2 34.61%
We have performed two sune 1 Amazon’s M Turk. ¥
Based on these surveys we have created an anc Us COm- ?
’ 1-'}

menting system. It is a Google Chrome add-on for Facebe

and we are currently conducting a user study to test the efficacy Will Reply Will Not Reply
of our system

results from the first survey. However,

anted to see af after receiving the

I'hese were the important

s¢ comments b any steps to
vacy were taken.

Challenges & Future Work

Individual's Identfication of Inappropnate Due to Facebook changing de and DOM regu
Posts

Jarly our extension stops functionmng. This leads to difficultie |
= Prefer Help = Don't Want Help

‘ Presence of Inappropniate Posts

n conducting a user study

= Getting large groups that provide meaningful datais one of the ‘
other sizeable challenge we face., |
We intend on adding more features to our system 1o m. ake ot
more informative. A report dashboard s at the top of this List
Delimiting the anonymous post content Via peer 1eview of
natural language processing 1s wx ther feature we intend on

el adding.

Ihere is <tll a lot more work possible, in this area.

Partially Agree Disagree Self Realisation

Stronaly A
ongly Agree

Other's Help

TSRV e [
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Web Application for Searching and Comparing

Financial Companies' Privacy Practices

Gabriel Moreno
gabneimes o edu

Limitations of Existing Tools

» Compare things other than privacy policies
consumer products
« Examples: prcegrabber.com, shopper.com

for banks: offered services, financial strength indicators
USer reviews

« Example: findihebest.com
insurance policies (heakth, auto, homeowner's)
« Example: ehealthinsurance com
« Focus on the online practices of organizatons

s Example. prvacyscone.com

Overview

« Comparing the privacy policies of financial institutions

is a time-consuming task for consumers
No centralized place to find the policies

« This web application allows users to:

~ Look at policies

~ Search for institutions with specific privacy practices and
other criteria

- Compare privacy practices of multiple institutions side-by-
side

Motivation

* The Federal Trade Commission (FTC)
envisioned that privacy notices would enable
competition in a market where privacy practices
would be part of the consumer's decision

. ansumers are expected to comparison shop on
privacy policies to protect their privacy.

* Doing this comparison puts too much burden on
consumers

It is time-consuming task

Standard Privacy Notice for
Financial Institutions

= Most financial nstttons use I ======
the model privacy notce to
ith the 1 irements of
:.?(;:p?; ;:,.-l-"m:?u « What if a consumer wants to find a financial inssoution with
g spectc privacy practices?
The consumer must rst obtain all the privacy notices

Current Burden on Consumers

« Consumers must first obtain privacy notices from the dierent
financial insttutions and then compare them

Stardardaed privacy net
easier 10 compare,

involves a manual ISS for TR GO cne by one 10 select those that sassdy T specic oroena
the consumer

Find the privacy notces
Compare tem - W3
-

Use Cases Supported by this Web
Application

Search for and view the privacy practoes
of a fnancial nsutution
Mo need 10 reguest 1 or fnd were £1s o0 the

wed
Compare two o more selected insttutions
side-by-side
« Search for financial institutions whose -

” P

peivacy polices match some specified 4 ‘i.‘
characternstc ) -

For examphe, in A Wy a 5
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Have you ever wonder
how your banks deal with
your personal info?

WHAT?

I he Project is to design a website that
lows users to search , compare, and review
financial companies privacy policy..

8 " — .
Our Focus is not noly on the main
features

but also on communication and
presentation

Client

Web
Browser

HTML
Css
IS

a

A

Jie Chen, Ziwei Hu, Zhipeng Tian
5000 Fobres Ave, Pittsburgh, PA

Do they sell your personal info?

Do they share your personal info?
with whom? for what?

OR do they keep your info secure and
protected?

MAIN FEATURES:

Search

Our database includes 729 financial

companies info across the United States.

®

Traditional privacy policies have been
difficult to read and understand. It also takes
lots of time to read.

More importantly, it does not allow users
compare privacy practices across different
financial organization.

Rate, Review, and Share

You can rate and review a bank after you
search it. You can also share the search
results on Facebook.

Are your banks selling
your info?

Scan and Check out
our website!
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Hackground

Goals
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Revisiting Private E-mail
A review of anonymous remallers and similar technologles

Michael Kahn
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Enhanced
P3P-Enabled
Search Engine

Damon Smith

imprc !
Add rese i 15508 Privacy Policy, Law, and
: it Technology
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B ks SO0 e S e

~ Google

roblem: Or ¢ pvacyplppoiy i
¢ & ———
Cleas Pollcy Cache |

olution: p

33 searches (oday asing this Google APl key.

(220 The Platfomn for Privecy Preferences 1.0 (PAPLO) Specificatio
— B srven by Eanabing i b ccubible privacy b o FAF v
1 o ke ki e o 1 ay el e
TR, 1011 No Cahe y S P
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st Timeline

Cache Query

* P3P policy cache as a research tool € 1000 querie
* Use special queries: et L nput their own Googl
—p3p:<website> display cached policy
—p3pstat: stats about policies in cache
* Total policy count
* Percent deployment
Multiple pplisles/sne count




Instant Messenger Privacy
Concerns & Remedies

Ryan Mahon
rmahon@andrew.cmu.edu

b 2 [ e [ [t [ |

Concerns

b A v)

* Exposed Information * Exposed To
—Conversations ~IMSP
—Social Networks —ISP
—Internet Presences —Snoopers

Private Conversations With
Existing /\rchltcuuu

* Chaum’s Mix Nets [1981]

* Onion Routing via other IM Clients

* Advantages: Interoperability, Privacy

IMSP, ISP, snoopers

— Cannot tell what is being said

— Cannot tell who is being spoken to

Disadvantages: Latency, Centralization

Preventing Presence
Exposure

Private Conversations With

Peer-To-Peer Infrastructure

* Content-Addressable Networks: Overlay
network by Ratnasamy et al. [2001]
Crowds: Anonymity tool by Reiter and
Rubin [1999]

* Advantages: Decentralized, Better
Latency-Privacy Tradeoff
Disadvantages: Interoperability,
Misbehavior-Detection

AE F-J K-P QT U-Z
AE!*._‘.\
Q@ o
K-P ‘a.
1@ @

U-Z @ '

* 2-D CAN

» “UTAH”
contacting
“ILLINOIS”

* No intermediary
can tell where

®
. message started
®

Default Privacy Settings

— WinMessenger (Top Left)

- YIM (Bottom Left)
—AIM (Bottom Right)
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Conclusions

« Future Work
—Implementation of Architectures

—Evaluation: Fault Tolerance:
— Examination of Legal and

« Privacy in Current Pop
Message Systems is P




Discovering Information Leaks

Peripheral Privacy Notification for Wireless Networks

W ouvation IR I Models of Privacy [N

Wireless Networks

understanding
| speaker




08-733 Privacy Policy, Law, and Technology
Camegie Mellon University
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1. Background 2. Software Architecture 4. Theoretical Framework 6. Implementation

Soltware architecture Graph theory t \

\n architecture description language (ADL)
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' . t architectural styvles
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Porting Privacy Bird to Firefox

Willlam Hsines
Guillermo Marinero
Steven Novick
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: Our Proposal
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@ What is Spyware?

8 YWikipedia say

@ Examples of Spyware

= Pop-ups
= Activity trackers

e = Information Theft

[ = Routing HTTP requests
a Recording Key-logging
s Dialers

ﬁk T
/ .
g How Does it Get On My

Computer?
o —

“Promotes tsedf as usehs ==
GAN o

——
*Bond Buady —_— -
“Pop-up Ofers Oagused _ et

Windows dailog

“Bundied Software

*Orve-ty Downicas

@ Results

Spyware: Are You
Really Protected?
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Data breaches and identity
theft




Data breach

e Personal data lost or stolen
— How??

» Data breach may lead to identity theft (but
not always, and not for all people involved)

* Many states have notification statutes

« WWhat can organizations do to prevent?
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|dentity theft

* Fraudulent acquisition and use of a person’s identifying
iInformation, usually for financial gain

* Range of offenses

— Making purchases on someone else’s credit card
— Opening credit in someone else’s name
— Providing someone else’s identity to get a job

— Providing someone else’s identity to avoid arrest, or to have
someone else arrested

 How it happens

— Physical theft, phishing, malware, computer security breaches,
acquaintances, hospitals and nursing homes, ....
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Data breach laws

* First enacted in CA in 2002 — SB 1386

* Most states in the US now have them
— 47 states, DC, Guam, Puerto Rico, Virgin Islands

— Alabama, New Mexico, and South Dakota do not

* Require notifying customers of Pll data breaches

* Who must comply, definitions of PIl, definitions of breach,
types of notification, exemptions, etc. vary

« http://www.ncsl.org/research/telecommunications-and-
iInformation-technology/security-breach-notification-
laws.aspx
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Pennsylvania Statutes
Title 73: Trade and Commerce

Chapter 43: Breach of Personal Information Notification Act
Effective: June 20, 2006

§ 2301. Short title.

§ 2302. Definitions.

§ 2303. Notification of Breach.

§ 2304. Exceptions.

§ 2305. Notification to Consumer Reporting Agencies.
§ 2306. Preemption.

§ 2307. Notice exemption.

§ 2308. Civil relief.

§ 2329. Applicability.

§ 2301. Short title. This act shall be known and may be cited as the Breach of Personal
Information Notification Act.

§ 2302. Definitions. The following words and phrases when used in this act shall have the
meanings given to them in this section unless the context clearly indicates otherwise:

"Breach of the security of the system." The unauthorized access and acquisition of
computerized data that materially compromises the security or confidentiality of personal
information maintained by the entity as part of a database of personal information regarding
multiple individuals and that causes or the entity reasonably believes has caused or will cause
loss or injury to any resident of this Commonwealth. Good faith acquisition of personal
information by an employee or agent of the entity for the purposes of the entity is not a breach of
the security of the system if the personal information is not used for a purpose other than the
lawful purpose of the entity and is not subject to further unauthorized disclosure.

"Business." A sole proprietorship, partnership, corporation, association or other group, however
organized and whether or not organized to operate at a profit, including a financial institution
organized, chartered or holding a license or authorization certificate under the laws of this
Commonwealth, any other state, the United States or any other country, or the parent or the
subsidiary of a financial institution. The term includes an entity that destroys records.

"Encryption." The use of an algorithmic process to transform data into a form in which there is
a low probability of assigning meaning without use of a confidential process or key.

"Entity." A State agency, a political subdivision of the Commonwealth or an individual or a
business doing business in this Commonwealth.

"Individual." A natural person.
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"Notice." May be provided by any of the following methods of notification:
(1) Written notice to the last known home address for the individual.

(2) Telephonic notice, if the customer can be reasonably expected to receive it and the
notice is given in a clear and conspicuous manner, describes the incident in general terms
and verifies personal information but does not require the customer to provide personal
information and the customer is provided with a telephone number to call or Internet
website to visit for further information or assistance.

(3) E-mail notice, if a prior business relationship exists and the person or entity has a
valid e-mail address for the individual.

4) (i) Substitute notice, if the entity demonstrates one of the following:
(A) The cost of providing notice would exceed $100,000.
(B) The affected class of subject persons to be notified exceeds 175,000.
(C) The entity does not have sufficient contact information.

(ii) Substitute notice shall consist of all of the following:
(A) E-mail notice when the entity has an e-mail address for the subject
persons.
(B) Conspicuous posting of the notice on the entity's Internet website if
the entity maintains one.
(C) Notification to major Statewide media.

"Personal information."
(1) An individual's first name or first initial and last name in combination with and linked
to any one or more of the following data elements when the data elements are not
encrypted or redacted:
(i) Social Security number.
(ii) Driver's license number or a State identification card number issued in lieu of
a driver's license.
(iii) Financial account number, credit or debit card number, in combination with
any required security code, access code or password that would permit access to
an individual's financial account.

(2) The term does not include publicly available information that is lawfully made
available to the general public from Federal, State or local government records.

"Records." Any material, regardless of the physical form, on which information is recorded or
preserved by any means, including in written or spoken words, graphically depicted, printed or
electromagnetically transmitted. The term does not include publicly available directories
containing information an individual has voluntarily consented to have publicly disseminated or
listed, such as name, address or telephone number.
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"Redact." The term includes, but is not limited to, alteration or truncation such that no more
than the last four digits of a Social Security number, driver's license number, State identification
card number or account number is accessible as part of the data.

"State agency." Any agency, board, commission, authority or department of the
Commonwealth and the General Assembly.

§ 2303. General rule.

(a) General rule.--An entity that maintains, stores or manages computerized data that includes
personal information shall provide notice of any breach of the security of the system following
discovery of the breach of the security of the system to any resident of this Commonwealth
whose unencrypted and unredacted personal information was or is reasonably believed to have
been accessed and acquired by an unauthorized person. Except as provided in section 4 [FN1] or
in order to take any measures necessary to determine the scope of the breach and to restore the
reasonable integrity of the data system, the notice shall be made without unreasonable delay. For
the purpose of this section, a resident of this Commonwealth may be determined to be an
individual whose principal mailing address, as reflected in the computerized data which is
maintained, stored or managed by the entity, is in this Commonwealth.

(b) Encrypted information.--An entity must provide notice of the breach if encrypted
information is accessed and acquired in an unencrypted form, if the security breach is linked to a
breach of the security of the encryption or if the security breach involves a person with access to
the encryption key.

(c) Vendor notification.--A vendor that maintains, stores or manages computerized data on
behalf of another entity shall provide notice of any breach of the security system following
discovery by the vendor to the entity on whose behalf the vendor maintains, stores or manages
the data. The entity shall be responsible for making the determinations and discharging any
remaining duties under this act.

§ 2304. Exceptions. The notification required by this act may be delayed if a law enforcement
agency determines and advises the entity in writing specifically referencing this section that the
notification will impede a criminal or civil investigation. The notification required by this act
shall be made after the law enforcement agency determines that it will not compromise the
investigation or national or homeland security.

§ 2305. Notification to Consumer Reporting Agencies. When an entity provides notification
under this act to more than 1,000 persons at one time, the entity shall also notify, without
unreasonable delay, all consumer reporting agencies that compile and maintain files on
consumers on a nationwide basis, as defined in section 603 of the Fair Credit Reporting Act
(Public Law 91-508, 15 U.S.C. § 1681a), of the timing, distribution and number of notices.
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