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Today’s agenda

* Quiz

o Survey results

* Questions/comments about the readings

* Finish international homework presentations
* How online tracking works

* Measuring OBA




By the end of class you will be

able to:

» Understand how tracking through third-
party cookies works

« Be familiar with other ways of tracking users




Video

» http://cironline.org/reports/easily-obtained-
subpoenas-turn-your-personal-information-

against-you-5104




How online tracking works




Browser Chatter

« Browsers chatter about * Jo anyone who might be
— |P address, domain name, istening
organization, — End servers
— Referring page — System administrators
— Platform: O/S, browser — Internet Service Providers
— What information is — Other third parties

requested
. « Advertising networks

« URLs and search terms — Anyone who might
— Cookies subpoena log files later




Typical HTTP request with
cookie

GET /retail/searchresults.asp?qu=beer HTTP/1.0

Referer: http://www.us.buy.com/default.asp

User-Agent: Mozilla/4.75 [en] (X11; U; NetBSD 1.5_ALPHA i386)
Host: www.us.buy.com

Accept: image/qgif, image/jpeg, image/pjpeg, */*
Accept-Language: en

Cookie: buycountry=us; dcLocName=Basket; dcCatlD=6773;
dclLoclD=6773; dcAd=buybasket; loc=; parentLocName=Basket;
parentLoc=6773; ShopperManager%2F=ShopperManager
%2F=66FUQULLOQBTEMMTVSC5MMNKBJFWDVH7; Store=107;
Category=0




Referer log problems

« GET methods result in values in URL
 These URLs are sent in the referer header to next host

« Example:
http://www.merchant.com/cgi_bin/order?name=Tom
+Jones&address=here+there&credit
+card=234876923234&PIN=1234&->index.htm|

« Access log example: http://www.sdr.info/logs/access_log

« Click from this page to see the referer too:
http://cups.cs.cmu.edu/courses/pplt-fal3/referer.ntml




Cookies

 \What are cookies”?

* \What are people concerned about cookies?

» \What useful purposes do cookies serve”?




Cookies 101

» (Cookies can be useful
— Used like a staple to attach multiple parts of a form
together

— Used to identify you when you return to a web site so
you don’ t have to remember a password

— Used to help web sites understand how people use
them

» Cookies can do unexpected things

— Used to profile users and track their activities, especially
across web sites
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How cookies work — the basics

* A cookie stores a small string of characters
« A web site asks your browser to “set” a cookie

* Whenever you return to that site your browser sends the
cookie back automatically

4 ) 4 )

Please store Here is cookie
cookie xyzzy Xyzzy

B - B-ES

First visit to site Later visits y




How cookies work — advanced

» (Cookies are only sent .
back to the “site” that set
them, but this may be any
host in domain

aw 4 D
Send Send me
me with with requests

any for
request index.html
to x.com on y.x.com

until for this

2008 session only

NN

Cookies can store user
Info or a database key that

IS used to look up user

INfo

( )
User=Joe

Email=

Joe@

X.com

Database
Users ..
Email ..

Visits ..

Visits=13

User=4576
904309




Cookie terminology

» Cookie replay * Third-party cookie
— sending a cookie back to a — COOkie associated with an
site image, ad, frame, or other
g . " content from a site with a
e5Slon COOKIE different domain name that
— COOKie rep|ayed On|y during IS embedded in the site the
current browsing session user requested

. . — Browser interprets third-

Persistent cookie party cookie based on

— cookie replayed until domain name, even if both
expiration date domains are owned by the

same company

First-party cookie

— cookie associated with the
site the user requested 13




Web bugs L

 |nvisible “images” (1-by-1 pixels, transparent)
embedded in web pages and cause referer info
and cookies to be transferred

* Also called web beacons, clear gifs, tracker
gifs,etc.

* Work just like banner ads from ad networks, but
you can’ t see them unless you look at the code
behind a web page

* Also embedded in HTML formatted email
messages, MS Word documents, etc.
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How data can be linked

* Every time the same cookie is replayed to a site,
site may add information to the record associated
with that cookie

— Number of times you visit a link, time, date
— What page you visit

— What page you visited last

— Information you type into a web form

 |f multiple cookies are replayed together, they are
usually logged together, linking their data

— Narrow scoped cookie might get logged with broad
scoped cookie 15




Ad networks

73 AltaVista - Welcome - Microsoft Intemet E xplorer

™ altavista

THE SEARCH COMPANY

WHAT'S HOT: R.L. i
Web Page Search:

search for
medical
information

v set cookie

Burn Online Casinos & Gambling

Help | Customize Settings | Eamily Filter is off

le | Win At Paying Less - uBid |

| [any languag:

Advanced Search

Example: Jeep Dodge Ford

‘Shopping: Compare Prices « Local Deals » Get The Best Weh Deals » uBid Auction

MediaTopic Search

aking News:

Computing

Games

Search Tools: Imaue Search » 3 Translate - Email - Maps » Directions
Yellow Pades » People Finder » Find A Home « Find A Car » Find A Job » Plan A Trip * More...

Out: Web Site Hosting » Great Card & Offer » PlayStation 2

Auts & Entertai
Culture, Celebrities, Movies...

Autos
Buy & Sell, Guides, Repair

Hardware, Internet, Software.

ravel
Gambling, Role Playing, Video.. Elights, Hotels, Directory...

Health & Fitness Shopping
Conditions, Medicing, Insurance... ~ Auctions, Web Deals, Stores.

Resources
Library & Resources ports lnsuance
Education, Society, Reference. All Sports, Basketball, News.

Auto Financing
Lifestyle Work & Money Hore
Eashion, Hobbies, Pets Companies, Investing, Job

h Tells Sharon: wn » More News

it Music N
Music AltaVista & Your Business
Artists, Genres, MP: envice:
AltaVista enterprise software
Download a trial version now

People & Chat

Chat, Homepades, Personals
SubmitA Site

Personal List Your Products

Eamily, Infimacy, Kids

T 128-bit SSL Encryption Here

ite Builder
Personalized E-mail
Access your files anywhere

Search Service

buy CD

replay cookie

Ad company
can get your

name and

address from
CD order and
link them to
your search

Search bys [Artist B o
CDNOW M video/DVD | gifts  myCDNOW

Never miss abeat™ . customcDs > Top 100 > Downloads > Sales & Specials
>Music Beat > MusicNews > Radio > Gossip

In Musict Meet the Rock and Roll Hall of Fame Inductees.

Help | Account

Shopping Cart
W Containg & hams

Michael Jackson

DAVE MATTHEWS BAND'S
Now Release"EVERYDAY

Click price to add to cart

Shop. ALBUMS

> Music

- Videos
Best Of Michael Jackson- Saley

2000 CD $9.99

Articles & Media
- Reviews

- NEWS Recent

- Features Recent

Who & What Blood On The Dance Floor/Histo! il
- Bioaraphy 1997 e
- Other Credits Vinyl £15.99
- Related Artists
- Web Links

CD $29.67
Discover new music! History Past Present & Futured Tape £23.49
See what other 1005 inyl £20.09

Vinyl
customers who Mini Disc £29.49
bought this artist

ght this
have purchased

- Browse Pop/RE®

3 CD $6.89
1993 Tape £3.49

- Add to Favorite
Artist List

e ——
CD Store
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What ad networks may know...

* Personal data: * [ransactional data:
— Email address — Details of plane trips
— Full name — Search phrases used at
— Mailing address (street, search engines
city, state, and Zip — Health conditions
code)

— Phone number

“It was not necessary for me to click on the banner
ads for information to be sent to DoubleClick servers.”

— Richard M. Smith

17




Online and offline merging

| DoubleClick
* |In November 1999, DoubleClick AQAQCAA

pUI’ChaSGd AbaCUS D|reCt, a A division of DoubleClick Inc.
company possessing detailed consumer profiles
on more than 90% of US households

* |In mid-February 2000 DoubleClick announced
plans to merge “anonymous” online data with
personal information obtained from offline

databases

« By March 2000 the plans were put on hold
— Stock dropped from $125 (12/99) to $80 (03/00)
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Network Advertising Initiative

* NAI formed in 2000 and published NAI principles,

guided by the FTC
NAIS

— No use of sensitive Pll for OBA Network Advertising itiative
— Opt-in to merge Pl with previously collected non-PlI

— Robust notice and choice for future merging of PIl with
non-Pll

— Robust notice and choice for merging offline and online
Pl

— Websites that have third-party OBA will provide notice
and choice

* Updated in 2008
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Behavioral targeting

* |n 2007/2008, more concerns raised about “behavioral”
targeting as a new round of companies started deploying
systems to target ads based on previous online behavior

« FTC privacy roundtables in 2009/2010 raised more
questions about this practice
— What is the distinction between behavioral and contextual
advertising”
— How do you implement effective notice and choice?

» Where should notice be provided?
* Opt-in? Opt-out? When? Where?
— Do opt-out cookies work"?

— Do we need a “do not track” list?

20




Tracking without cookies

* Browser fingerprinting

— What are the components of a browser
fingerprint?
— https://panopticlick.eff.org

e How else can users be tracked?

21




Tracking emaill

 \What mechanisms can be used 1o track
email”?

* \What can be learned through emall
tracking?

22




Can you control
Behavioral

Advertising?

Measuring the effectiveness of
privacy tools for limiting
behavioral advertising

Carnegie Mellon University

Cylab




Objective of this work

* Measure behavioral advertising based on
web history (build on Guha, et. al 2010)

* Develop method to measure any reduction
INn behavioral advertising with privacy tools

24




Tools Tested

» Block third party content

— Abine TACO
— Ghostery
— Block third party cookies
» Opt-out
— Digital Advertising Agency (DAA)
— Network Advertising Initiative (NA)
* Do Not Track headers

25




Method

1. Automatically run scenarios that could induce
behavioral advertising with training and testing

Measure ad turnover
Confirm behavioral advertising exists

Run scenarios with privacy tools

o &~ Wb

Compare tools

26




Scenarios - Training

* TJraining: visit 10-20 pages (~7 uniqgue domains

]
OI I a -to p I < : Subscribe to the Magazine | Advertise withus | The Shop Login | SignUp

rch the site

v, getmarried o e

your wedding, your way

» Jopics:

JOIN FREE | Login | ELke

tools: On Newsstands > theskes
Checkist| Budgeter | Guest List| Notebook | Wedding Websie  On Your Pad > | &I

WEDDING IDEAS TOOLS LOCAL VENDORS DRESSES PHOTOS VIDEOS REALWEDDINGS HONEYMOONS REGISTRIES ' WEDDING SHOP @ COMMUNITY

start here » Loain
Join Now | LogIn | Are You A Ven
L} L New on Th
r r ] 5,000+ Phe °
I g |-t a a ra —— o i . Have a Facebook account?
Destination \/\/ dd W =
S ==Y \NeddingWire
Wedding F
Re ti
] 1 roon, | My Wedding ¥ Vendors Events Forums Photos ¥ Songs Registry Deals Honeymoons more ¥
ridesm
— Wedding V
dding C
ing In

dding T
Wedding S

Find the Perfect Vendor

Over 200,000 reviewed wedding vendors

Wedding F

Find | Ceremony & R

Search By: Category

near |Ciy & State or Postal Code

€.9. "Washington, DC” or "20001"

— Wedding planning ..
— Preg nancy

-_— Blan k no trai n i ng ‘EX Tools that make wedding planning as easy as 123,

ption Venue | v
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Scenarios - Testing

o TJest: Unrelated sites with little context

1
— New York Times
. ¥2) TIME NewsFeed - Breaking News and Updates - Mozilla Firefox [_ O] x]
LA I m e S File Edit View History Bookmarks Tools Help
— |

‘ 'I'lME NewsFeed - Breaking News and Updates | + ‘ A

(- [ http://newsfeed. time.com/ A C'] ["’“ G
\_

] [
‘ ; h | C g O | rl b n e HOME  TIME MAGAZINE PHOTOS  VIDEOS SPECIALS SUBSCRIBE Mobile Apps Newsletters RSS @TIME

THE Smart Tips ROLLOVER FOR EXPERT ADVICE FROM: Sponsored by
HELP | & Money-Savin Sunset.com, FoodandWine.com, Golf.com, II
L b il s T o QHV cank
— O W l | O r S ¥2) TIME NewsFeed - Breaking News and Updates - Mozilla Firefox
File Edit View History Bookmarks Tools Help

N ‘ 'I'[ME NewsFeed - Breaking News and Updates | P ‘
el

— CNN :

~
T HOME  TIME MAGAZINE PHOTOS  VIDEOS SPECIALS

http://newsfeed. time.com/ - c] [.-’ -

Mobile Apps Newsletters RSS TIME

¥2) TIME NewsFeed - Bre:

L]
. TR News and Updates -
N 0 File Edit View History Bookmarks Tools Help

New! TIME NewsFeed - Breaking News and Updates | +

€ http://newsfeed. time.com/ - c‘] l." + Google
~
T] HOME TIME MAGAZINE PHOTOS VIDEOS SPECI Mobile Apps Newsletters RSS @TIME

- Save the text ads

TRE
NO!

NewsFeed U.S. Politics World Business Money Tech Health Science Entertainment

fjstartr \‘i‘ TIME NeWSFeed © =% SEARCH TIME.COM

What'’s Vital and Viral on the Web, in Real Time

[ ¥
~
R
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Two different automated tests

goal control synchronization
.. all topics run
measure OBA no training . P
simultaneously
all tools run
test tools no tool simultaneously for each
topic
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Automated Testing

« Server synchronizes identical virtual
machines.

 \We controlled for time, IP, & browser
fingerprint.

Control

Control2

Abine Taco

Ghostery

DAA

NAI

Firefox 39 Party Cookies
Firefox DNT

©NOo O
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Analysis: Cosine Similarity

« (Cosine similarity used to compare frequency vectors of
words or URLs

« A and B are frequency vectors of elementsin A U B
» (Cosine similarity defined as
A*B
[afl[3]- wree A=

« Weight of element e in A is the frequency it appeared

 ¢is either word or URL 31




Anatomy of an Ad

Tour Beautiful Italy
$2199: 9-Day Tours Across Italy Including Air, Hotels &
More!

 Display URL: www.GoAheadTours.com

« Stemmed Words: tour beauti itali $2,199 9-
dai tour across itali includ air hotel more

32




Comparing Ads

Tour Beautiful Italy
$2199: 9-Day Tours Across Italy Including Air, Hotels &
More!

 Compare Ads:

— Use the display URL to determine if ads are unique

— Use the stemmed words in the title and the
description to determine contextual differences
between sets of ads

33




Ad Turnover

» Similarity between “notraining” and
“notraining2”
— Test 1: .97 for word frequency and .97 for URL

frequency

— Test 2: .97 for word frequency and .95 for URL
frequency

— Therefore a conservative .9 = same set

34




OBA found in 4 topics

URL Similarity to no training Word Similarity to no history
wedding e wedding —
o Camera . ) camera o
a : | g :
o - ] o
= bicycling e bicycling _—
pregnancy _— pregnancy
no training 2 — no training 2
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8
Cosine Similarity Cosine Similarity

M travel wedding  camera bicycling pregnancy no training 2

M travel " wedding " camera ®bicycling  pregnancy = no training 2
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OBA demonstrated by frequent
words

Topic 5 Most Frequent Words

travel on, eurail, pass, sapson, to
wedding free, for, wed, label, your

camera camera, free, sale, ship, for
bicycle bike, mountain, and, you, for
pregnancy depress, for, symptom, free, have
no training depress, for, symptom, a, now

no training 2 depress, for, symptom, now, new
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Test Page

OBA found on 4 test pages

URL similarity to no training

I
howstuffworks —
=l
latimes =
chicago tribune — '
I
nytimes e — '
|
cnn —
0.0 0.2 0.4 0.6 0.8 1.0
Cosine Similarity
M travel “ wedding ™ camera bicycling ¥ no training 2

Word similarity by no training

howstuffworks

latimes

chicago tribune

Test Page

nytimes

cnn

B travel “ wedding

0.2 0.4 0.6 0.8 1.0

Cosine Similarity

camera bicycling ™ no training 2
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Tool Effectiveness

« Similarity between tool and no too

« Similarity should be less: ads are @

Ifferent

because tool stops behavioral advertising

* All ads are “Ads by Google”
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Blockers Blocked Ads

* Ads by Google completely eliminated

— Abine Taco
— Ghostery

Do not block all ads
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Tool Effectiveness

URL Similarity to no tool

-
NAI _’_
-
DAA —
_________ '
— -
8 cookies
C |
I
DNT ' ' ' .
=
.y
no tool 2 : : : R
0.0 0.2 0.4 0.6 0.8 1.0
Cosine Similarity
M travel wedding camera Mbicycling

DNT not effective

Word Similarity to no tool

e
NAI —
| o
DAA —
- e
8 cookies p—
= I
I
DNT |
.
no tool 2
0.0 0.2 0.4 0.6 0.8 1.0
Cosine Similarity
M travel wedding camera M bicycling
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COO kl eS DNT and opt-out not very effective

Domains that set cookies during training
first-party domains

s l visited
bicycling ® block 3rd-party

' cookies
B Ghostery
pregnancy ¢§ AANNANNNNNNNNNNNNNNNNNNNNNNNN |
- _— )
0 W BB l
g - = Abine TACO
|_
24 travel
= | SNAI opt-out
©
| .
|_
wedding DAA opt-out
DoNotTrack
camera
____________ e . o tool

T

O 5 10 15 20 25 30 35 40 45 50 55 60 65
# of new, unique domains that set cookies
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