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Privacy and the control paradox

•  What is the control paradox?

•  Which actually gives you more control?


– Control over release of personal info

– Control over access and use of personal info


•  What did the study find?

•  When does control enhance privacy? When 

does it reduce privacy?
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Effect of privacy info on 
purchasing

Will the salient display of privacy information 
cause consumers to take privacy into account 
when making online purchasing decisions?

•  J. Gideon, S. Egelman, L. Cranor, and A. Acquisti. Power Strips, 

Prophylactics, and Privacy, Oh My! SOUPS 2006. http://
cups.cs.cmu.edu/soups/2006/proceedings/p133_gideon.pdf


•  S. Egelman, J. Tsai, L. Cranor, and A. Acquisti. 2009. Timing is 
Everything? The Effects of Timing and Placement of Online Privacy 
Indicators. CHI2009. 


•  J. Tsai, S. Egelman, L. Cranor, and A. Acquisti. The Effect of Online 
Privacy Inofrmaiton on Purchaing Behavior: an Experimental Study. 
Information Systems Research. Published online 2010.
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Research questions

•  Do privacy icons influence purchase 

decisions?

• 
 Will people pay for privacy?
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Laboratory study

•  24 students recruited for “online shopping study”


•  Paid $10 plus reimbursement for purchases made 
with their own credit cards


•  Participants used “Shopping Finder” search 
engine

–  Control condition (no privacy icons)

–  Experimental condition (privacy icons)


•  Asked to search for 6 outlet serge protector
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But maybe we should have them search for 
something more privacy sensitive?
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Power Strips, Prophylactics, 
and Privacy, Oh My! 
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Sites selected for purchases


8 

2 

5 

2 

1 

7 

1 

1 

3 

3 

6 

9 

0 1 2 3 4 5 6 7 8 9 10 

Experimental 

Control 

Experimental 

Control 

No bird 

Red 

Green 

   
  C

on
do

m
s 

   
   

  P
ow

er
 s

tri
ps




Number of purchases	
  



12


Good, but we can do better

•  Provide fixed payment rather than reimbursement 

to create price incentive


•  Make price/privacy tradeoff more clear

–  Display price in search results

–  Order results based on price and privacy

–  Eliminate confusion about blank indicator


•  Test whether people are attracted to pretty 
indicators


•  Find more privacy-sensitive items to purchase
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User Study Items

1 2 3 4

Bomb-Making
Bullets

Bulletproof jacket
STD Medication

Porn DVD
HIV test
Sex toys

Bottle of Peroxide
Cigarettes

Hunting Knife
Adult Diapers

Fertilizer
Book - Bankruptcy

Pregnancy Test
Book - Depression

Lubricant
Condoms
Lingerie
Laptop 

Shoes
Flowers

Office Supplies
Textbooks

Would Not 
Purchase 

Purchase, 
No Concerns 

Purchase, 
Very Concerned 

Purchase, 
Somewhat Concerned 
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Condition 1 
No information
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Condition 2  
Irrelevant information
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Condition 3  
Privacy information


Privacy premium: 
$0.69     4.8% 
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Results

•  Demonstrated the following:


– Privacy can be leveraged for profit

– Prominent privacy information reduces 

information asymmetry gap

–  Indicators can provide people with an ability to 

choose a site based on privacy
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Problems remain

•  No significant difference between battery 

and sex toy purchases

•  But the privacy premium for sex toys was 

twice the premium for batteries

•  We need better control over the prices

•  Time to enlist the assistance of the online 

vendors
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Contacting vendors

•  Contacted 46 battery and sex toy vendors through postal 

mail, fax, and phone


•  Convinced 8 vendors to adjust their prices for our study


•  Most raised their prices but one had to lower prices


•  Promised to pay difference to vendor who lowered prices

–  Sent $140 check to The Dirty Bunny for “research project 

assistance”
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Timing Study

•  Research Question


– Does the timing of privacy information have an 
impact on the value of prominent privacy 
information?


•  Controlled for price

– Same privacy premiums for both products


S.	
  Egelman,	
  J.	
  Tsai,	
  L.	
  Cranor,	
  A.	
  Acquis:.	
  Timing	
  is	
  Everything?	
  The	
  Effects	
  of	
  Timing	
  and	
  	
  
Placement	
  of	
  Online	
  Privacy	
  Indicators.	
  CHI	
  ‘09.	
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Results

•  Privacy information had the greatest impact 

when presented alongside search results

•  Privacy-sensitive nature of product has an 

impact on the amount of desired privacy
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Homework 1
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Reading highlights

•  Interesting observations

•  Questions

•  Disagreements
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Privacy in pop culture
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Sharing your photo collage
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Privacy harms from social 
networking

•  What service did you pick?

•  What were the key harms you identified?

•  Why is this service popular despite these 

potential harms?
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Homework 2

•  http://cups.cs.cmu.edu/courses/pplt-fa13/

hw/hw2.html
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