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Privacy and the control paradox

* \What is the control paradox?

* \Which actually gives you more control?

— Control over release of personal info
— Control over access and use of personal info

» \What did the study find"?

* \When does control enhance privacy? When
does it reduce privacy”?




Effect of privacy info on
purchasing

Will the salient display of privacy information
cause consumers to take privacy into account
when making online purchasing decisions?

J. Gideon, S. Egelman, L. Cranor, and A. Acquisti. Power Strips,
Prophylactics, and Privacy, Oh My! SOUPS 2006. http://
cups.cs.cmu.edu/soups/2006/proceedings/p133_gideon.pdf

S. Egelman, J. Tsai, L. Cranor, and A. Acquisti. 2009. Timing is
Everything? The Effects of Timing and Placement of Online Privacy
Indicators. CHI2009.

J. Tsai, S. Egelman, L. Cranor, and A. Acquisti. The Effect of Online
Privacy Inofrmaiton on Purchaing Behavior: an Experimental Studly.
Information Systems Research. Published online 2010.
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®00 PrivacyFinder

L <> | IE‘ ]g‘ |E{ \EI A I A @ htp:/ /www.privacyfinder.org/ ~(Qx nutrition label @)

Win prizes and help our research
Login here if you already signed up

shoes [ Search )

() Google

Search Engine: () Yahoo! Preference Level:

() Shopping

Install the Privacy Finder search bar!
Compatible with Firefox 2 and Internet Explorer 7

Frequently Asked Questions | Privacy Policy | Add A Site | Download Privacy Bird® Software | Privacy Finder HZ& 51k

Privacy Finder is a public service provided by CMU Usable Privacy and Security Laboratory




Research questions

* Do privacy icons influence purchase
decisions”?

« Will people pay for privacy”?




Laboratory study

« 24 students recruited for “online shopping study”

« Paid $10 plus reimbursement for purchases made
with their own credit cards

 Participants used “Shopping Finder” search
engine

— Control condition (no privacy icons)
— Experimental condition (privacy icons)

* Asked to search for 6 outlet serge protector




But maybe we should have them search for
something more privacy sensitive?




Power Strips, Prophylactics,
and Privacy, Oh My!

—- Shopping Finder Search for: Trojan Shared Sensation 12 pack
 Shopping Finder Search for:...

Shopping

/ Trojan Shared Sensation 12 pack (‘search )

Fin_‘er

1. XMB®Trojan Shared Sensation Spermicidal Condoms - 12 Pack
Trojan Shared Sensation Spermicidal Condoms - 12 Pack - Unique Shared Sensation Design for the Pleasure and Excitement of Both Partners: -Alternating rows of raised
bumps and ridges for her -Flared ...

store.yahoo.com/eprice/trojsharsens.html - Cached - Privacy Policy - Similar Pages

2. Trojan Shared Sensation Condoms

Purchase Trojan Shared Sensation condoms at QuikCondoms.com for discount prices and free shipping! ... Product Description. The Trojan Shared Sensation is part of
the latest trend in condom design; with condoms companies ... QC Price. Qty. Trojan Shared Sensation Lubricated 12 Pack. 11.99 ...
https://www.quikcondoms.com/product.jsp?id=151 - Cached - Similar Pages

3. V& Trojan Shared Sensation Lubricated Latex Condoms - 12 Condoms | Vitacost

Trojan Shared Sensation Lubricated Latex Condoms - 12 Condoms - Pleasure for Both Partners. Unique Shared Sensation Design for the Pleasure and Excitement of Both
Partners: alternating ...

www.vitacost.com/TrojanSharedSensationLubricatedLatexCondoms - No Cache - Privacy Policy - Similar Pages

4. Trojan Shared Sensation Spermicide Condoms - 12 Pack

Trojan Shared Sensation Condoms feature a stimulating lubricant that enhances sensual pleasure for both partners. The Shared Sensation lubricant is activated by
natural body mois

www.gamelink.com/sitemap/inkt_ref/title/230424.htm| - No Cache - Similar Pages

5. X Trojan Shared Sensation Spermicidal Condoms

... Spermicidal Condoms > Trojan Shared Sensation Spermicidal Condoms. Trojan Shared Sensation Spermicidal Condoms ... Size: 12 Retail Pack. Trojan Shared
Sensation Spermicidal Condoms ...

www.condomave.com/trojan-shared-sensation-spermicidal-lubricated-condoms-condom.html - Cached - Privacy Policy - Similar Pages

6. XM Trojan Shared Sensation Condoms 12 PK
... Trojan Shared Sensation Condoms 12 PK. Lubricated Unique Shared Sensation is design for the pleasure and excitement of ... Trojan Ultra Pleasure 12 pack ...
www.abccondoms.com/trshsecol2pk.html - Cached - Privacy Policy - Similar Pages

7. X8 ®Trojan Shared Sensation Lubricated - 12 pack

Shared Sensation Lubricated Trojan Condoms supplies pleasure and excitement of both partners. It has alternating rows of raised bumps and ridges for her, and a flared
design that's roomy at the tip for him.

store.yahoo.com/loveessentials/trojsharsenl.html| - Cached - Privacy Policy - Similar Pages
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Sites selected for purchases
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Good, but we can do better

* Provide fixed payment rather than reimbursement
to create price incentive

» Make price/privacy tradeoff more clear

— Display price in search results
— Order results based on price and privacy
— Eliminate confusion about blank indicator

» Jest whether people are attracted to pretty
indicators

* Find more privacy-sensitive items to purchase

12




Textbooks

User Study Items

Office Supplies :*

Flowers

Shoes

Laptop

Lingerie

Condoms
Lubricant

Book - Depression
Pregnancy Test
Book - Bankruptcy
Fertilizer

Adult Diapers
Hunting Knife
Cigarettes

Bottle of Peroxide

Sex toys :#

HIV test

Porn DVD

STD Medication

Bulletproof jacket

Bullets
Bomb-Making

1
Would Not
Purchase

2 3
Purchase, Purchase,
Very Concerned Somewhat Concerned

4
Purchase,

No Concerns
13




Condition 1
No information

Duracell AA batteries 8-pack Search |

Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest power source.
Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders,
radios, CD players

www.ccvsoftware.com/c/product.html?record@56119

Duracell AA8 DURACELL - Alkaline Batteries Value Packs
Duracell AAB DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMN15RT12Z

Duracell Alkaline Battery Value Packs

Duracell AAB DURACELL Alkaline Battery Value Packs DURACELL AA ALKALINE BATTERY - 8 PACK
Cardboard card for peg hook 8 pack Specifications Weight 0.45 Ibs Length 4.5 inches Width 3.75 inches
Height 1 inches Manufactures Web site www.duracell...
www.instawares.com/Coppertop-Alkaline-Lithium-Bat...

Duracell Coppertop Alkaline AA Batteries

Long-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical equipment, toys
and electronic games. Dependable after seven years of storage.
www.officequarters.com/product.php/item/DUR-MN1500B8...

$14.45 (w/shipping)

$14.60 (w/shipping)

$14.80 (w/shipping)

$15.14 (w/shipping)

14




Condition 2
Irrelevant information

Duracell AA batteries 8-pack Search |

Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest power source.
Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders,
radios, CD players

www.ccvsoftware.com/c/product.html?record@56119

00ooo

Handicap
Accessibility

Duracell AA8 DURACELL - Alkaline Batteries Value Packs
Duracell AA8 DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMN15RT12Z

@@0o0o

Handicap
Accessibility

Duracell Alkaline Battery Value Packs

Duracell AA8 DURACELL Alkaline Battery Value Packs DURACELL AA ALKALINE BATTERY - 8 PACK
ardboard card for peg hook 8 pack Specifications Weight 0.45 Ibs Length 4.5 inches Width 3.75 inches
eight 1 inches Manufactures Web site www.duracell...
vww.instawares.com/Coppertop-Alkaline-Lithium-Bat...

Handicap
Accessibility

Duracell Coppertop Alkaline AA Batteries

ong-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical equipment, toys
and electronic games. Dependable after seven years of storage.
www.officequarters.com/product.php/item/DUR-MN1500B8...

$14.45 (w/shipping)

$14.60 (w/shipping)

el

$14.80 (w/shipping)

ENl

$15.14 (w/shipping)
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Condition 3
Privacy information

Duracell AA batteries 8-pack Search | Prlvacy prem | u m :
$069 48%

Duracell Alkaline Battery, AA, 8/PK

Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest power source.
Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders,
radios, CD players

www.ccvsoftware.com/c/product.html?record@56119

00a0oo
Privacy Report

Duracell AA8 DURACELL - Alkaline Batteries Value Packs
Duracell AA8 DURACELL Alkaline Battery Value Packs...
discountofficeitems.zoovy.com/product/DURMN15RT12Z Privacy Policy

@E0o0o
Privacy Report

Duracell Alkaline Battery Value Packs

Duracell AA8 DURACELL Alkaline Battery Value Packs DURACELL AA ALKALINE BATTERY - 8 PACK
ardboard card for peg hook 8 pack Specifications Weight 0.45 Ibs Length 4.5 inches Width 3.75 inches
eight 1 inches Manufactures Web site www.duracell...
ww.instawares.com/Coppertop-Alkaline-Lithium-Bat... Privacy Policy

oooa
Privacy Report

Duracell Coppertop Alkaline AA Batteries

ong-life alkaline batteries provide the best, longest power source. Recommended for use in smoke alarms,
flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players, medical equipment, toys
and electronic games. Dependable after seven years of storage.
www.officequarters.com/product.php/item/DUR-MN1500B8... Privacy Policy

$14.45 (w/shipping)

$14.60 (w/shipping)

$14.80 (w/shipping)







Results

% Purchases by Level of Privacy

¥ No Information Handicap ¥ Privacy

100%
90%
80% -
70%
60% -
50% -
40%
30% -
20% -
10%

0% -

% Purchases

Low Med.
OO000 @@a@ao

Sex Toy

None Low Med.
OO000 G@aaoo

Batteries

Level of Privacy
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Results

* Demonstrated the following:

— Privacy can be leveraged for profit

— Prominent privacy information reduces
iInformation asymmetry gap

— Indicators can provide people with an abllity to
choose a site based on privacy

19




AskSlashdot

Books
Developers

Games

Hardware

Interviews

Linux

Africa

Americas

Asia-Pacific

Europe

Middle East

South Asia

UK

Business

Health

Science/Nature
Tochnologyl

Entertainment

Also in the news

Video and Audio

Have Your Say
In Pictures
Country Profiles

Last Updated: Thursday, 7 June 2007, 09:00 GMT 10:00 UK
E-mall this to a friend

& Printable version

Good privacy pays for web stores

People will pay more for NS
goods if a website does a
good job of protecting their

privacy, a study shows.

The Carnegie Mellon study
looked at what shoppers do
when they are told what sites
do with personal data.

It suggests that shoppers will
pay a premium equal to about
$0.60 (30p) on goods worth
$15 (£7) if they are reassured
about privacy.

The study was used to evaluate
a tool that aims to give web
users clearer information about
privacy policies.

Many web shoppers w
0 personal data

orry about wh

20




Problems remain

* No significant difference between battery
and sex toy purchases

« But the privacy premium for sex toys was
twice the premium for batteries

 \We need better control over the prices

 Time to enlist the assistance of the online
vendors

21




Contacting vendors

Contacted 46 battery and sex toy vendors through postal
malil, fax, and phone

Convinced 8 vendors to adjust their prices for our study
Most raised their prices but one had to lower prices

Promised to pay difference to vendor who lowered prices

— Sent $140 check to The Dirty Bunny for “research project
assistance”

22




Timing Study

 Research Question

— Does the timing of privacy information have an
impact on the value of prominent privacy
information”?

« Controlled for price
— Same privacy premiums for both products

S. Egelman, J. Tsai, L. Cranor, A. Acquisti. Timing is Everything? The Effects of Timing and
Placement of Online Privacy Indicators. CHI ‘09.
23




®00 Mozilla Firefox o

{__  btp://cups.cs.cmu.edu/search/

®00 Mozilla Firefox (@)
{ |  http://cups.cs.cmu.edu/search/ J= LG Google Q)
000D Durace
Privacy Duracell C Duracell AA 8-pack Search
Report power sot
cameras,
www.little
@000  pyrace Duracell Alkaline Battery, AA, 8/PK
i Trusted E Duracell Coppertop Alkaline AA Batteries Long-life alkaline batteries provide the best, longest
SRS Iy P power source. Recommended for use in smoke alarms, flashlights, lanterns, calculators, pagers,
Report evicess cameras, recorders, radios, CD players |
aa\l/s‘/::\?rllnesst' www.littleofficesupply.com/durmn1500b8z.html - Privacy Policy $15.50 (w/shipping)
E@oo0 p Duracell AA8 - Alkaline Batteries
] burace Trusted Everywhered, ¢ Delivers long-lasting, dependable quality in wide range of everyday '
Privacy Duracell A devices. For general use; Battery Size: AA; For Use With: General Use. Coppertop Alkaline ! i
Report Car;jboarc Batteries, 1.5v, 8 Batteries per Pack, AA | ;
inches He www.instawares.com/coppertop-alkaline-lithium-batt... - Privacy Polic inni
werw offic Bl peliey $15.75 (w/shipping)
Duracell Alkaline Battery 8-Packs
@888 Durace Duracell AA8 DURACELL Alkaline Battery Value Packs DURACELL AA ALKALINE BATTERY - 8 PACK |
Privacy Long-life : Cardboard card for peg hook 8 pack Specifications Weight 0.45 Ibs Length 4.5 inches Width 3.75 J
Report smoke ala inches Height 1 inches Manufactures Web site www.duracell... | :
medical e www.officequarters.com/product.php/item/DUR-MN1500B8Z/D... - Privacy Policy $16.00 (w/shipping)
www.ontil
Duracell Coppertop Alkaline AA Batteries
AA8 DL Long-life alkaline batteries provide the best, longest power source. Recommended for use in
m smoke alarms, flashlights, lanterns, calculators, pagers, cameras, recorders, radios, CD players,
Cardboarl medical equipment, toys and electronic games. Dependable after seven years of storage. |
www.shoy www.ontimesupplies.com/Duracell_Coppertop_Alkaline_Batteri... - Privacy Policy $16.25 (w/shipping)
AA8 DURACELL DURACELL AA ALKALINE
~ Manufacturer: DURACELL Model: AASDURACELL Part Number: AA8 DURACELL UPC: 41333825014
Cardboard card for peg hook Dimensions: 4.5x3.75x1 Comments:... | }
www.shopfoodex.com/duracell-batteries-count-p-31250.html - Privacy Policy ) L.
$17.04 (w/shipping)




' ®00o ontimesupplies.com =)

0ooo Privacy rating for:
privacy Report  gntimesupplies.com

CONTACT US | QUESTIONS & ANSWERS | ABOUT US

OnTimeSupplies.com
Rush Delivery. Lowest Prices!
Cart B Checkout

Home Office Supplies | Office Furniture | Toner & Ink Janitorial Clearance!
Quick Search... m | » Shop by Brand... 14
Coppertop Alkaline Batteries, AA, 8/pack Live Support
2>)) ONLINE
Home » Office Equipment & Equipment Supplies » Batteries » General » Duracell Coppertop Alkaline Batteries CLICK HERE TO TALK!

Customer Login

» E-mail address |

|
///m. | |
=

Forgot Password? \"
-

DURACEI.I.

Phrrf__r.‘/f‘/"
- .




' ®0o Mozilla Firefox o

http://cups.cs.cmu.edu/search/

w[s]s]= Privacy rating for:
Privacy Report  gntimesupplies.com

Go to: ontimesupplies.com
Go back to search results




Results

* Privacy information had the greatest impact
when presented alongside search results

* Privacy-sensitive nature of product has an
impact on the amount of desired privacy

27




Homework 1

28




Reading highlights

* Interesting olbservations
* Questions

* Disagreements

29




Privacy in pop culture

30




Sharing your photo collage




Privacy harms from social
networking
* \What service did you pick?

* \What were the key harms you identi

led?

* Why Is this service popular despite t
potential harms”?

NESE
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Homework 2

» http://cups.cs.cmu.edu/courses/pplt-fal3/
hw/hw2.html

33
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