Security Education Challenges

 Security is a secondary task

» Users are not motivated to learn about security

« |t is difficult to teach people to identify threats without

increasing their tendency to misjudge non-threats

» Users get sent periodic training emails that look like

phishing attacks

* If a user clicks a “phishing” link, they are shown

succinct and engaging information on
themselves from phishing
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protect yourself from phishing scams.

This email has a legtimate logo of the:
bank and itis addressed to me, so it
must be legiimate
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Clicking on links within emails puts you at isk for identity theft and financial loss.
This tutorial was developed by Camegie Mellon University to teach you how to

Stop! Dontbe fooled
by such emails. Follow
these steps when
reading your email

Don't be fooled by familiar logos. It’s safer to use a search
engine instead of clicking on any links in an email
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Here is how con artists try to steal your personal information

Il make the email ook like its

from a real company.
1 can create emails that

look just ke the messages
that big companies send
out. Ml send them to
thousands of people. They

1wl use the company's logo.

Il use the real name of the

recipient ofthis email ﬁ

would look very
professional!

Don't be fooled by a criminal who knows your name.
Be cautious when handling emails that ask for

) v mymail example. com

Get $10 by taking five minutes to fil out a simple

Thank you PhishGuru! | didn'
know how easy it was for con
artists to make their messages
look real!

‘ To leamn more about protecting yourself from phishing scams visit org

User study results

» Sending training materials through normal email is
ineffective but users are motivated to learn after

falling for fake phishing attack

» Users retain and transfer knowledge better when
trained after falling for fake phishing attack versus
getting training materials in normal email

« Real world studies confirm our lab study results
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Lab study results:
mean correctness
before, immediate,
and after one week
delay. People in
the embedded
training condition
learned the most
and retained what
they learned.

Our Solutions
 Find teachable moments
* Engage users and make learning fun

* Provide actionable educational messages
» Use automated detection to reduce user burden

¢ A web-based interactive game to teach people how
to avoid phish by paying attention to URLs

¢ Players move Phil around screen to examine bait
and identify URLs as phishing or legitimate

€1 Citibank Online - Sign On - Microsoft Internet Explorer

How To Avoid Online Scams

Looking at the l
address bar can
help you figure out

if a web site is
legitimate or a
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User study results
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» Lab study showed people made better decisions after
playing our game versus reading online training

materials

¢ 4,517 people participated in online study

¢ Online study demonstrated that playing our game
helped people learn to make better decisions

* People retained the knowledge after one week
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Online study
results: false
negative before,
immediate, and
after one week
delay. Novices that
were initially poor
at identifying
phish are much
better at
identifying phish
after playing our
game.
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User education is important to prepare users for evolving attacks. However, automated
detection can significantly reduce the burden on end users.

Rationale: Spam filters let a large number of
phishing emails slip through

Solution: Use advanced machine learning in
combination with features specifically targeting
phishing emails

Implementation: Can work standalone or in

combination with spam filter — e.g. available as
Spam Assassin (SA) plugin

Evaluation: 90,000 emails

Feature Finder

PILFER 0.13% 4.79%

Random Forest

SA 3.19% 7.68%
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» Catches more phish than
Spam Assassin

w - 25 x fewer false positives

@ @ » 20 x faster

Rationale: Blacklists are slow to update and only
contain large-scale phishing attacks

Solution:

 Create fingerprint for a suspicious web page and
use search engines and machine learning to identify

* No human intervention needed
* Protects against spear-phishing too

Implementation: Makes use of search engines and
locally running machine learning algorithms

Evaluation:
* 90% true positive rate in correctly identifying phish

* 5% false positive rate in mis-identifying legitimate
sites as phish
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Soon to be commercially available

For more information: http://cups.cs.cmu.edu/trust
or contact Lorrie Cranor <lorrie@cmu.edu>



