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standard for consumer wearables authentication should be
one-step two-factor authentication.

ABSTRACT

Two-step verification does not imply two-factor authentication. Conversely, two-factor authentication may not require
two-step verification. With ubiquitous bio-sensors, we can
strive for one-step two-factor authentication for wearable
computing applications.

There is some ambiguity in the concepts of two-step verification and two-factor authentication. For example, as of this
writing, the Wikipedia entry for “two-factor authentication”
redirects to the article for “two-step verification” [20]. The
term “two-step verification” highlights the fact that the user
has to execute two separate steps in the authentication process. Depending on the type of authenticator presented for
each step, a two-step verification may be implementing either
a one-factor or a two-factor authentication. To be considered
a two-factor authentication, the two presented authenticators
must belong to two distinct factor types (e.g., a knowledge
factor, a possession factor, an inherence factor).
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Wearable computing brings new challenges and opportunities
for user authentication. On the one hand, wearable devices
typically lack a keyboard, and oftentimes even a touchscreen.
This presents a fundamental challenge to implementing password or PIN-based authentication. On the other hand, many
wearable devices incorporate a range of physiological and
kinesthetic sensors. The signals captured by these sensors can
conceivably be leveraged for novel authentication techniques
that are both more secure and more usable.

Conventional wisdom and prevailing terminology may lead
us to conclude that two-factor authentication methods must
also be two-step verification methods. This is congruent with
our understanding of the tradeoff between security and usability. Requiring the user to present a second factor adds to
the security of the system, but the extra verification step also
adds a hassle cost that is deterring more widespread adoption
of two-factor authentication. As a concrete illustration of the
adoption hurdle faced by two-step two-factor authentication,
consider the following – how many smartphone owners will
actually choose to unlock their smartphones by entering their
passcode on the touchscreen followed by placing their finger
on the fingerprint sensor?

For example, fingerprint sensors are already incorporated into
smartphones such as the Apple iPhone 5S and the Samsung Galaxy S5 specifically for authentication purposes. Accelerometers capture precise body movements that can be
used for gesture-based or gait-based authentication. Motion
control sensors offer the promise of authentication based on
hand geometry while the hand is in motion. Advances in
voice-recognition software allow for voice-based authentication. New consumer-grade bio-sensors that can capture heart,
muscle, and even brainwave signals (ECG, EMG, EEG respectively) are now being integrated into devices to be worn
on the wrist, arm, and the head. Each of these physiological
signals has also been applied to authentication purposes [1,
19, 7].

Is it possible to design one-step two-factor authentication
methods, where two different factors are presented in a single
user step?
Keystroke dynamics [15] is a well-established behavioral biometric [21] that fits the one-step two-factor criteria. In this
method, when a user types in a password (the knowledge
factor), the typing rhythm (the inherence factor) is also employed to authenticate the user. There are numerous commercial products that implement this technique. However, this
method does not translate easily to the wearable computing
paradigm where typing and password are both being phased
out.

Going beyond traditional single-factor authentication using
biometric signals (e.g., fingerprints, iris patterns), the new

Authentication by voice is another well-established authentication method that could fit the one-step two-factor criteria. Specifically, in text-dependent speaker recognition [5, 12,
11], users simultaneously present the inherence factor (their
voice) and the knowledge factor (the pre-determined phrase
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ating conditions, including stress, fatigue, and possibly even
duress. At the same time, they must also be robust against
impersonation attacks. Third, they must continue to work
over extended periods of time. This requires an understanding the temporal stability of signals and developing strategies
for continuous or on-demand re-calibration. If well executed,
one-step two-factor authentication systems can offer vast improvements to the security and usability of user authentication at the same time.

to utter). The potential pitfall to this approach as a two-factor
method is the difficulty of keeping the knowledge factor secret, when the user has to authenticate within hearing range
of others.
Various multi-modal biometric authentication systems have
been proposed, where data from multiple biometric traits are
fused to boost authentication accuracy. Some of these systems can be considered “one-step multi-modal”, since the
biometric traits can be collected in a single step. They include: 2D and 3D face captures [6], hand geometry and palmprint [13], face and voice traits [4, 3, 8, 10], and even face,
voice, and lip movement [9]. However, they cannot be considered “one-step multi-factor” since the biometric traits all
belong to the same inherence factor category.
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