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1. INTRODUCTION 
A Password-based authentication is a basic technique used for 

user authentication [1]. However, phishing, shoulder surfing [2], 

or keyloggers pose a threat to security. We proposed a new pass-

word inputting method at SOUPS'13 [3]. In this method, the user 

uses only the four arrow keys and the Enter key to input pass-

words and this method helps secure the password against 

keyloggers and shoulder surfing. However, a wrong password can 

be easily input by this method. And the number of times a key is 

pressed increases. In this paper, we propose a new improved 

method to input a password. In this method, only four keys and 

Enter key are used, errors when inputting the password are few, 

and when a certain letter is input, a key is pressed thrice. 

2. RELATED WORK 
In the proposed method [3], whenever authentication is requested, 

the server generates a 6 × 6 random matrix table that consists of 

A–Z, 0, and 1–9. The server adds a red circle mark to a random 

cell of the matrix. The sequences of characters and the position of 

the red circle vary each time. When the initial letter of the pass-

word is “A” and the red circle is on “C” as shown in Figure 1, we 

need to input left-up-up-up-enter with the arrow keys ←↑↑↑+ 

Enter. Of course, we can also input up-left-up-up-Enter. However, 

the red circle does not move. 

 

Figure 1. Method presented at SOUPS’13. 

Note that this method has some issues, for example, the success 

rate for this method is low. The user test rate of success in input-

ting a correct password is less than 60% as demonstrated at 

SOUPS’13. The user incorrectly pressed the arrow key twice. In 

addition, the number of times the key is pressed widely ranges 

from 0 to 10. When the target word is far from the red circle, we 

are more likely to input a wrong password. 

3. PROPOSED METHOD 
In this section, we describe our proposed system. This system of 

inputting a password is robust against keyloggers and shoulder 

surfing. We can minimize the number of input mistakes. Further, 

note that a key needs to be pressed three times to input a single 

letter of the password.. 

We assume that a user inputs a password for some service. There 

is not size limit on the length of the password. When authentica-

tion is requested, the server generates an 8 × 8 random matrix 

table, which consists of the characters a-z, A-Z, 0, and 1-9 as 

shown in Figure 2. The sequence of characters varies each time. 

Automatically, the matrix table is divided into four sections, and 

each section moves diagonally and creates space between the 

other sections. A user can recognize the four sections as shown in 

Figure 3. In fact, section 1, 2, 3, and 4 are not displayed. The user 

presses from numbers 1–4 to select the section in which the letter 

of his/her password to be input is present. When the user wants to 

input “p,” he/she presses “2.” 

Further, each section is subdivided into four smaller subsections, 

and each subsection moves diagonally and creates space between 

the other subsections. Therefore, there are 16 sections as shown in 

Figure 4. The user presses the number of the section in which a 

letter of his/her password to be input is present. When the user 

wants to input “p,” he/she presses “3.” Finally, each of these 16 

sections is further divided into four sections, and now, the total 

number of sections is 64, as shown in Figure 5. The user presses 

the number to select a particular section in which the letter of 

his/her password is present. When the user wants to input “p,” 

he/she presses “3,” as shown in Figure 5. 

In this example, when the user inputs “p,” which is the first letter 

of his/her password, he/she presses 2-3-3.  

For inputting the next letter of the password, the server generates 

another 8 × 8 random matrix table. The sequences of characters of 

the new matrix are different from those of the last one. As shown 

in Figure 6, the user is required to press 4-1-2 in order to input 

“a.”  

When the user finishes inputting all letters included in a password 

and is not required to input any more letters, he/she presses only 

the Enter key to finish the authentication.  

 

 

 

 

 

 

 

 

 

Figure 2. Base matrix. 
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Figure 3.   Four sections. 

 

 

 

 

 

 

 

 

 

Figure 4.   Sixteen sections. 

 

 

 

 

 

 

 

 

 

Figure 5.   Sixty-four sections. 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. Another base matrix. 

When it is required to input “s,” 4-2-1 is pressed. 

 

4. ADVANTAGES 

4.1 Usability 
In the proposed authentication scheme, we require only four keys 

to input a password, and they have to be pressed three times to 

input one letter. In addition, by inputting eight words, the success 

rate for correctly inputting the password is over 90% based on the 

results of our test. Ten students participated in the test and used 

this system for a week. The users understood the procedure easily 

and quickly.   

However, we require more time to input a password by using this 

method when compared with directly inputting the password. 

Almost all users require time to determine the letters of his/her 

password in the matrix. It is necessary to evaluate this method by 

conducting more tests.   

4.2 Efficiency and Security 
This method is robust against keyloggers. A keylogger saves only 

the operations of the number keys, which is insufficient for an 

attacker to guess the password. For example, key operations such 

as 2-2-3 or 1-1-4 do not mean anything. Further, shoulder surfing 

is not a threat because we use only four keys, and we can also 

easily shade the keys with our hand. The attacker cannot obtain 

the password by only capturing the display because a hint on the 

letter recently inputted by the user is not displayed.  

The strengths of all passwords are almost the same as that of a 

typical password; however, the input method varies. We can use a 

password that includes English alphabets and numbers, and we 

also can use a long password. In particular, 64 letters can be used 

in this method, which is more than those used in the last proposed 

method where 36 letters could be used. 

The user presses a key three times while inputting one letter of the 

password. The attacker can guess the length of the password; 

however, he/she cannot guess the password itself owing to the 

number of keys pressed. 

5. CONCLUSION 
In this paper, we proposed a method to input a password. The user 

operates only the four keys and the Enter key and is required to 

press a key three times in order to input one letter of the password. 

In addition, the user can freely use a typical password that is 

available with 64 characters. Our method is suitable for existing 

systems, and it works against both keyloggers and shoulder surf-

ing. In our future work, we will conduct more user tests to evalu-

ate the usability of the proposed system.  
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