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| 1 What is security apathy?

« Security apathy is unwillingness to protect oneself
against IT-based threats.

= “[The users] also showed apathy towards security, and
knowingly compromised their security to get work done
faster.” (DeWitt, A. J. And Kuljis, J. 2006)
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| 1 What is security apathy?

« Security apathy is unwillingness to protect oneself
against IT-based threats.

= unwilling =/= unable
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- Tools don’t consider the characteristics of security
management done by users
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| 2 Factors for security apathy

- Tools don’t consider the characteristics of security
management done by users

- Not feeling responsible for securing IT
- Differences in Internet experience, knowledge

- Differences in perception of risks, cultural differences
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(Dourish et al. 2004)

* Frustration
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| 2 Factors for security apathy

(Dourish et al. 2004)

* Frustration
* Pragmatism

« Sense of Futility
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' 3 Why Security Apathy?

- Evaluate design on how well it copes with apathetic
behaviour and attitudes.
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' 3 Why Security Apathy?

- Evaluate design on how well it copes with apathetic
behaviour and attitudes.

* Design accordingly

» [...Jcounteracting user’s apathy by ensuring that the fast way
of doing things is the secure way.” (DeWitt, A. J. And Kuljis, J.
2006)
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' 3 Why Security Apathy?

- Evaluate design on how well it copes with apathetic
behaviour and attitudes.

* Design accordingly

» [...Jcounteracting user’s apathy by ensuring that the fast way
of doing things is the secure way.” (DeWitt, A. J. And Kuljis, J.
2006)

« Balance trust- and apathy inducing factors.

= “If this does what it says on the tin, then why should | care?”



' 3 Why Security Apathy?

* Scenario evaluation: Persona with apathetic traits

* Questionnaire items for the three factors Frustration,
Pragmatism, Futility.
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Questionnaire results (N=101)

T T 1
Frustration Pragmatism Futility Security Apathy
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