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ABSTRACT
Risk perception and communication research in IT secu-
rity has largely relied on studies addressing specific risks
or threats and investigating how users assess or react to
these. This approach offered valuable insights for the design
of countermeasures against specific threats, such as phish-
ing warnings or anti-virus protection. However, for the de-
ployment of new and better IT security technology, the role
of risk perception has not been properly analyzed yet. In
previous studies, we found that users are interested in addi-
tional security measures, such as alternative authentication
mechanisms or message encryption, but do not adopt them
in everyday life. They showed little awareness of different
sources of risks and therefore treated the Internet as a gen-
erally unsafe environment where nothing can be done to im-
prove one’s situation. In this position paper, we discuss why
it is important to study and understand which and how risks
are actually perceived by users during everyday Internet use
without being asked about specific threats. We postulate
that an understanding for the development of everyday risk
perception will help to promote IT security technology.

1. INTRODUCTION
Existing work on risk perception analyzed users’ common

understanding [9] or how to incorporate them into security
solutions [1] with respect to specific threats, such as phish-
ing, hacking and malware. Additionally, researchers have
looked at how to communicate a particular risk to a particu-
lar user group [4] or which factors influence the perception of
specific risks [8, 3]. This important work allowed the usable
security and privacy community to instill a certain amount
of awareness for particular security and privacy measures
in users (e. g. anti-phishing measures). However, we be-
lieve that we still do not fully understand which and how
risks are perceived on the Internet if users are not prompted
to think about specific threats. As we will outline below,
this lack of understanding is especially evident in the unbro-
ken prevalence of username and password and the, at best,
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slow adoption of email encryption in everyday Internet use.
Users appear to perceive little to no risk in their daily Inter-
net conduct and without perceiving specific threats or risks
to be protected against, users are not ready to change their
behavior. Additionally, understanding how risk perception
can be changed or does change by itself will help to more
effectively promote new security technology.

2. BACKGROUND
In the papers mentioned in the introduction, risk was as-

sumed to arise from a specific threat, e. g. phishing, hackers,
or malware. Thus, this threat was always selected for the
users in the studies. However, we have repeatedly found
that participants in our studies did not naturally differen-
tiate threats or sources of risk at all. Consequently, they
did not perceive much risk when no specific threat was men-
tioned. In our studies, several participants were confident
with using only two different passwords across all their on-
line accounts and saw no problems or risks arising from that
practice. Yet, participants also often voiced concerns about
virtually anything on the Internet being vulnerable to attack
or “hacking”. We believe that without being queried about a
particular threat or risk, users will struggle to identify risks
in general and consequently have little motivation to adopt
new security practices. This attitude is mirrored in technol-
ogy acceptance models discussed in business and information
science (e. g. [2, 6]), where the appraisal of potential threats
is an important precursor for the overall motivation to adopt
a new security technology.

During focus groups we ran on a novel authentication tech-
nology [5], multiple participants expressed that they treat
the Internet as a generally insecure medium and that they
therefore, for example, do not use online banking at all.
Among other comments, one participant believed that pass-
word managers “surely could be hacked by someone”. An-
other participant said: “I don’t believe that there will ever be
perfect security on the Internet. Whether you use [an alter-
native mechanism] or continue using passwords [. . . ] there
are vulnerabilities everywhere”. Many subjects believed that
there will be a way to circumvent any security system at
some point in time.

In a more general scenario, Hogarth et al. [7] investi-
gated everyday risk perception. Participants recorded one
risk and the most severe consequences involved in whatever
they were doing when receiving a text message from the re-
searchers three times per day on work days during 2 weeks.
They found that the most frequently reported risks were the
most salient ones as opposed to the most severe ones. Con-
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sequently, they conclude that the risks consciously perceived
are a subset of the risks actually faced. Many of the every-
day risks commonly studied were also entirely absent from
the risks reported by their participants. Additionally, retro-
spective assessments of the same risks were less severe than
assessments collected simultaneously. They argue that real,
emotionally charged risk assessments are therefore likely to
be different from risk perceptions collected in surveys or lab-
oratory settings.

3. RISK PERCEPTION IN EVERYDAY IN-
TERNET USE

The findings of these previous studies motivate a new look
at risk perception during everyday Internet use. It appears
that when reasoning about online risks, users will resort to
describing the Internet as a generally unsafe environment
and therefore value protection mechanisms lower because
nothing can be done to make them safer anyway. This view
might stem from a lack of understanding that security con-
sists of several independent parts that address specific risks
and that increasing security for one of those parts can make
them safer. They do not differentiate between security risks
occurring because of, for example, insecure authentication
mechanisms, lax privacy policies or missing transport secu-
rity.

Alternatively, if users do understand at least some of the
building blocks of IT security, they may be failing to see
that there are different strengths of protection pertaining to
particular security mechanisms. For example, because there
were several incidents in the media where security mecha-
nisms were circumvented, users may believe that guessing
a weak password and breaking RSA are equally likely. It
appears that, in the end, this is all simply attributed to the
generally unsafe Internet instead of differentiating threats
and risks by their true source.

While these theories of the perception of everyday online
risks need to be confirmed by running appropriate studies,
they are a possible explanation why many users have an al-
most apathetic attitude towards online security and privacy:
If they think that the risk of any security mechanism being
broken is equally likely and therefore their risk of having
their information compromised is equal across mechanisms,
the motivation to even consider additional or different mea-
sures is low. We believe that analyzing how and which risks
are perceived during everyday Internet use is an important
step towards finding ways to foster more security and pri-
vacy awareness in users and therefore helping us to motivate
the adoption of novel security technology.

4. THE ROAD FORWARD
We suggest to run studies that investigate the percep-

tion of everyday online risks without prompting for specific
threats. The results will allow the security community to
facilitate the introduction of improvements, since trying to
make users accept new security technology based on bene-
ficial technical properties or dedicated communication of a
few specific risks is an approach that has apparently failed.

Beyond analyzing the status quo, the question that arises
is whether we can change users’ current risk perception on
the Internet through educational campaigns or training, whe-
ther this is a state of mind that we need to accept and work
with, or can we do nothing but giving users time to adjust

their risk perceptions by themselves to the modern ways of
interaction and communication?

To the best of our knowledge, changes in risk perception
in general with respect to risk exposure or familiarity with
the risk generating activity have not been studied in de-
tail. However, there are examples from other aspects of
life where risk perceptions clearly change. For instance, the
novice mountaineer will not know which dangers pertain to
crossing a glacier, but, through repeated exposure to the
risks, guidance and education, she will be able to assess the
risks pertaining to that activity by herself. Yet, she will not
only be able to assess the risks previously enumerated, but
also gain an intuition for other potentially risky situations
without being explicitly informed about these.

This example serves to argue that we may be able to train
users’ risk perception to a point where the user is able to ac-
tually have a more realistic view of potential risks and their
sources and consequently make better risk-taking decisions.
However, our mountaineer also has an intrinsic motivation
to learn about the risks pertaining to the potentially haz-
ardous environment: she wants to stay alive while enjoying
the pleasures of being in the mountains. This is a funda-
mental difference compared to people using the Internet:
people regularly die from avalanches or falling into crevasses
but there currently is little potential for personal harm from
using the Internet. The IT privacy and security commu-
nity therefore needs to find ways to incentivize people to
desire IT security and privacy. We believe that tackling this
challenge is the most promising way to better protect users
online and analyzing the current state of everyday risk per-
ception a valid starting point.
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