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1. INTRODUCTION

Understanding and authoring access control policies has been
known as a challenging problem. Previous studies (e.g., [5]) show
that understanding and changing implemented access policy is chal-
lenging for users. But the focus of those studies was on personal
access control, where the data owner, policy maker, and policy im-
plementer are the same person. But this problem has not been ex-
tensively studied in organizational context. In this paper, we ad-
dress this problem by proposing and evaluating AuthzMap, a new
user interface for sense making and reviewing implemented access
policies or, in short access review.

Access review is an important IT security activity in organiza-
tions, where the managers make the access policy and security ad-
ministrators implement it. The managers are mandated by many
security regulations such as SOX, HIPAA, etc. to regularly review
and validate the access privileges of users. On the other hand, ac-
cess review for every 2,000 to 3,000 users consume one full-time-
employee equivalent per year, and many organizations cannot even
finish the process before a new campaign begins [1].

The overarching goal of this work is to improve technology sup-
port for access review. We performed two studies to understand
and address the problem. In the first study, we explored the ac-
cess review activity and identified its challenges through a series of
semi-structured interviews. Based on the results of the first study,
we modeled access review in the activity theory framework [3],
and used activity theory guidelines to design a new user interface
named AuthzMap. We then asked 12 usability experts to perform
heuristic evaluation of the interfaces and compared the number and
severity of the reported problems between three interfaces. Our re-
sults show that AuthzMap contained fewer problems than the two
existing interfaces and improved the visibility of activity context.

2. UNDERSTANDING ACCESS REVIEW

Methodology: For understanding the problem, we conducted 11
semi-structured interviews with security practitioners involved in
managing and reviewing access policy in large organizations. We
analyzed the interview data using grounded theory methodology by
performing open-coding, axial-coding, and selective coding.

Results: We use the triangle model of activity [3] to lay out our
description of access review (Figure 1). We will later refer to this
formulation when we justify our design decisions.

Description of the model: Access review is a human activity with
the goal of verifying users’ access rights to minimize the risk of
unauthorized and unmanaged access. “Reviewer” is the main sub-
ject in the activity who performs access review. Our participants
indicated that different stakeholders act as reviewers: (1) Managers
act as reviewers by reviewing employees under their authority. (2)
Application owners review the access of users who have access to
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Figure 1: Overview of Access Review Activity

their applications. (3) Security team review all employees’ access.
The object towards which the activity is performed is a user-to-role
assignment. When managers or security admins perform access re-
views, they review a set of roles assigned to a user (user access
review). When application owners perform reviews, they review a
set of users assigned to a role (application access review). The di-
vision of work between stakeholders is as follows: A member of
security team requests review of users’ access rights. The reviewer
(a manager in most cases) receives the request. He goes through
the list of users, and for each user-to-role assignment, he chooses
to certify or revoke the assignment. The reviewer might contact
the application owners, the user, or the security team when he is
unable to determine the correct action. Different rules and con-
straints impact access review, including the security policy of the
organization, seperation of duties, and the review deadline set by
security team. The artifacts used during the access review include
the information about the user, roles, and user-to-role assignments.

Challenges in the activity: We classified the challenges our par-
ticipant mentioned during interviews into 5 categories: (1) Scale:
access review can involve large number of users, roles, and per-
missions. (2) Lack of technical knowledge: managers do not have
the technical expertise to understand the meaning of roles and per-
missions. (3) Frequency: reviewing access is not the main job of
managers, yet they are frequently asked to perform this activity.
(4) Human errors: The activity involves eye-balling large list of
users and roles and is prone to human errors. (5) Exceptional cases:
the validity of user-to-role assignments cannot be accurately deter-
mined by knowing the user’s job function. Users might need to fill
in another employee’s role for a period of time, or they might need
temporary access when they are on training.

3. AUTHZMAP DESIGN GOALS

Here, we present 3 design goals to address identified challenges:



Flexible support for review actions: In access review activity, re-
viewer performs following actions: viewing list of users and iden-
tifying them, identifying users’ job function, checking the list of

users’ roles, and certifying or de-certifying user-to-role assignments.

Furthermore, according to [3], technology should provide alterna-
tive ways of achieving the goal of activity. Therefore, we repre-
sent information at different levels of abstraction, so that users can
choose the representation that best matches their goal. Also, we
allow users to selectively automate repetitive actions such as certi-
fying or de-certifying user-to-role assignments.

Visibility of context: Activity theory suggests that access to tools
and materials necessary to perform actions should be provided to
the user, and these material can be integrated with each other and
presented in a way that reflects the spatial layout and temporal or-
ganization of the context [3]. The context of access review activity
includes all the users, roles, and user-to-role assignments. In addi-
tion, the context includes: job function changes of the user, other
users that need to be certified, previous reviews, and other users in-
volved in the activity. Revealing the context can address the scale,
frequency, and human error challenges.

Make history visible: Incorporating historical information can
help reviewers make better decisions in uncertain and complex sce-
narios, and therefore addresses challenges with scale and excep-
tional cases. Our interviews revealed that users, and user-to-role
assignments carry a history with them. On the other hand, roles
are rarely changed. Therefore, AuthzMap visualizes the history of
users’ job changes, and the history of user-to-role assignments.

Knowledge sharing: According to [3], technology should help
in problem articulation and seeking help form colleagues and col-
laborators. Therefore, we provide knowledge of each role for the
reviewers in the form of role descriptions, and list of permissions.
Moreover, communication channels should be available in the in-
terface for reviewers to communicate with other users who have
the knowledge of the roles and permissions. Realizing the knowl-
edge sharing goals will address problems with complexity, lack of
technical knowledge, and exceptional cases.

To realize these three goals, we designed a new interface and
named it AuthzMap, and made an interactive version available at:
http://bit.ly/authzmapinterface

4. COMPARATIVE EVALUATION

To check if the AuthzMap is an improvement over the existing
interfaces, we compared it to two other access review tools (CA
and Aveksa) in a heuristic evaluation within subjects study. We
recruited 12 participants, and asked them to participate in a two
hours study session. We first trained the participants on heuristic
evaluation method. Then we asked them to spend 90 minutes (30
minutes per interface) for evaluation of three interfaces in the pro-
vided order (we counter-balanced the order of the interfaces) using
17 heuristics: 10 Nielsen’s [4], and 7 ITSM [2]. Participants re-
ported usability problems, and the heuristics they used for finding
them. After the evaluation, we asked participants to review the re-
ported problems and determine the severity of them.

Results: Table 1 shows the classification of the problems for
each interface. The “Reports” column shows the initial number
of problems reported by the evaluators. The “Valid” column shows
the number of problems after: (1) removing those that we could not
reproduce, and (2) decomposing reports containing multiple sub-
problems. The “Aggregate” column shows the number of problems
after combining multiple instances of a single valid problem re-
ported by multiple evaluators. Table 1 also shows the classification
of aggregated problems based on their average severity (no problem
was classified as “0” severity).

Table 1: Overview of identified problems

. Severity
Interface | Reports | Valid | Aggregate 3 T23 134 T3
AuthzMap 55 55 32 5 14 12 |1
Aveksa 83 83 37 2 18 14 |3
CA 105 107 33 3 9 16 | 5

We also tested the following hypothesis to compare the number
and severity of the problems in each interface: (1) H;: Participants
will report more problems for List and Search than AuthzMap. Us-
ing paired t-test shows that there is a statistically significant dif-
ference between AuthzMap and List (t(11) = -2.74, p < 0.05, d
= 0.76), and AuthzMap and Search (t(11) = -5.09, p < 0.05, d =
1.41). (2) Hi: The average severity of the reported problems for
the List and Search will be higher than AuthzMap. Using paired t-
test shows that there is a significant difference between AuthzMap
and Search (t(11) =-4.03, p < 0.05, d = 1.23).

To evaluate each interface based on the type and severity of the
reported problems, we defined a usability metric that combines the
number and severity of the reported problems (by one evaluator)
using each heuristic. A high value of the metric for an interface
shows that the evaluator reported large number of problems and/or
severe problems related to that heuristic. We investigated the sig-
nificant effect of the interface on the value of usability metric us-
ing Wilcoxon test. Here, we report the p-value and the effect size
for statistically significant effects. Our analysis showed that Au-
thzMap’s ratings were lower than Aveksa for heuristics: ITSM #1-
visibility of activity status (p < 0.05, r = 0.73), Nielsen #2- match
between system and real world) (p < 0.05, r=0.70), and marginally
ITSM #3- flexible representation of information (p = 0.07, r =0.53).
Furthermore, the AuthzMap ratings were significantly lower than
CA for heuristics: ITSM #1 (p < 0.05, r = 0.87), ITSM #2- history
of actions on artifacts (p < 0.05, r = 0.70), ITSM #3 (p < 0.05,
r=0.74), Nielsen #1- visibility of system status (p < 0.05, r = 0.86),
and Nielsen #3- user control and freedom (p < 0.05, r = 0.69).

5. CONCLUSION

The results of our study showed that user-to-role assignments
are the main artifacts that should be understood and manipulated
during access review. But contextual information such as user’s
current and previous jobs, similar users’ access privileges, and the
results of previous reviews could influence how a user-to-role as-
signment is interpreted by the reviewer. Furthermore, our formative
evaluation showed that two of the leading access review tools focus
on the immediate artifact, and ignore the context. As other access
management activities involve understanding of access policy, our
results can be applied to them. These tools should take into account
contextual artifacts, and make them accessible to users.
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