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ABSTRACT

Providing a secure and usable user authentication scheme for
mobile phones is a major challenge. Though there are many
proposals for user authentication, PIN or passwords only are
popularly used for mobile phones, which are inherently weak
since users tend to choose PINs or passwords that are easy
to remember and reuse, making it also easy for attackers to
guess and compromise them. We introuduce a framework
using the personal information stored inside a user’s mobile
phone — if this information is private and memorable for the
phone owner alone, we may use this for user authentication.
To verify this idea, we performed a pilot study to observe
the knowledge gap between the phone owner and the other
people. Findings from this study confirmed the feasibility of
this idea. The proposed idea may give some new angles to
old authentication problems.
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1. INTRODUCTION

In recent years, mobile phones have used as a digital-
wallet, storing sensitive information like credit cards, iden-
tity cards, vouchers, and mobile banking tokens [1]. Just as
one would try to safeguard a wallet full of cash and credit
cards from strangers, a digital-wallet user also wants to pro-
tect its contents through user authentication mechanisms.

Among many authentication mechanisms available, Per-
sonal Identification Number (PIN) or graphical passwords [11]
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are dominantly used. Some practical examples of these are
shown in Figure 1.
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Figure 1: Two examples of conventional authentica-
tion mechanisms for mobile phones.

However, all of these authentication methods too have
their own inherent limitations [5, 11, 4, 12, 3, 7] — many
users naturally choose PINs or passwords that are easy to
remember without really paying close attention to the se-
curity implications. Such a trend implies that the actual
spaces of PINs or passwords used are much smaller than
the theoretical spaces, dramatically increasing the likelihood
of an attacker guessing the victim’s PIN or password. To
prevent users from choosing weak PINs or passwords, de-
vices/applications may disallow short, simple, and typical
PINs or passwords; however, the effects of such restrictions
are rather limited or still unclear [7]. The motivation of our
work is to escape from this trap of poor password practices.
This paper contributes in the following areas:

e We propose a user authentication concept based on
personal knowledge questions. Unlike conventional per-
sonal knowledge questions [16, 9], we use the knowl-
edge about the phone owner’s personal information
which is stored inside her mobile phone and also dy-
namically updated over time. We particularly explored
what types of information can be used for user authen-
tication (see Section 2).

e We performed a pilot study involving 6 participants to
observe the knowledge gap in the information stored in
mobile phone between the phone owner and the other
people. In this pilot study, we observed that there
might be a reasonably large gap between the phone



owner and pure strangers. For user authentication,
however, challenge questions must be designed more
carefully against frenemies in the phone owner’s so-
cial circle. For user authentication, our recommenda-
tion would be use the personal knowledge questions
about applications and web browsing history on mo-
bile phone (see Section 3).

2. USING PERSONAL INFORMATION
STORED IN A MOBILE PHONE

In general, a user and her mobile phone may already share
some personal knowledge such as ‘phone call history’ and
‘address book’ [10, 13]. If this knowledge is private and
memorable for the phone owner alone, we can use this for
user authentication without a prior agreement them — the
phone owner must verify herself by answering the personal
knowledge questions automatically generated by her mobile
phone with the knowledge. This is essentially the same as
the existing personal knowledge questions such as “What is
your mother’s maiden name?” except that we use a sim-
ple challenge-response protocol with a dynamically updated
shared secret between the phone owner and her mobile phone
rather than a fixed password that users must unavoidably
choose when creating their accounts. To further clarify our
idea, we illustrate by the example in Figure 2.
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Figure 2: An example of the proposed idea. To un-
lock the phone, a user tries to choose the correct an-
swer to the question “Who did you call last?” from
her contacts.

In this example, the question “Who did you call last?”
is designed to test the knowledge about the phone owner’s
latest call. Probably, the phone owner can remember her
latest call while a stranger cannot. We empirically verify this
knowledge gap through a small pilot study in the following
section.

The most important factor in implementing the proposed
idea is to make the guessability (or memorability) gap large
between the phone owner and attackers in their answers by
finding appropriate personal knowledge questions. Here we
consider four types of (potential) attackers with different
knowledge levels about the phone owner: ‘close family mem-
bers’, ‘close friends’, ‘co-workers’ and ‘strangers’. If the at-
tacker is a close family member or friend, she might have
accumulated some knowledge about the phone owner while

a stranger might not at all. We will discuss some evidence
on this knowledge gap between the phone owner and these
attackers in Section 3.

3. IS THERE A REASONABLE GAP
BETWEEN PHONE OWNERS AND
POTENTIAL ATTACKERS?

To investigate the feasibility of the proposed idea in Sec-
tion 2, we conducted a pilot study. The goal of this pilot
study was to compare the knowledge levels of people around
the phone owner.

An online questionnaire survey was used to collect data.
The 17 grid questions (see Appendix A) were carefully used
for the 9 major categories of personal information stored in
a mobile phone: phone call history, address book, email,
text messages, calendar, web browsing history, phone lo-
cation, photos, and applications. For each question, the
participants were asked to rate how likely the participant
himself/herself or people around the participant would cor-
rectly answer the question about some personal information
stored in the participant’s mobile phone through a 4-point
Likert-scale (Never—Occasionally—Frequently—Always).

We invited the 6 participants in the University of British
Columbia; all were graduate students who are studying in-
formation security; the 4 participants were males the 25-34
years age group while the other 2 male participants in the
35-44 years age group; the 2 participants used their mo-
bile phones several times an hour, the 3 participants several
times a day, and the 1 participant rarely used his mobile
phone. The questionnaire results are shown from Figure 3
to 19.
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Figure 3: Questionnaire results on the pilot study
for knowledge estimation about the most recent call.
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Figure 4: Questionnaire results on the pilot study
for knowledge estimation about the most popular
call.
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Figure 5: Questionnaire results on the pilot study
for knowledge estimation about contact information.
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Figure 6: Questionnaire results on the pilot study
for knowledge estimation about the most recently
used email address.
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Figure 7: Questionnaire results on the pilot study
for knowledge estimation about the most popularly
used email address.

For most questions, the knowledge gap is clearly observed
between phone owner (i.e. ‘You’ in the figures) and stranger.
In particular, for the knowledge about ‘the most popular
call’ (see Figure 4), ‘the most popular location’ (see Fig-
ure 13), and ‘the location at a given time’ (see Figure 14),
all the participants answered that they can always choose the
correct answers for each question while strangers’ choices are
not better than the random selection. That is, these types
of questions might be effectively used to prevent strangers
from accessing the participants’ mobile phones. We expect
that these questions might be effectively used for at least an
additional measure with traditional authentication mecha-
nisms (e.g. the use of PINs) to enhance security against
strangers.

However, if the threat model includes family members,
the phone owner’s knowledge about these is not private any-
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Figure 8: Questionnaire results on the pilot study
for knowledge estimation about the most recently
used phone number for text message.
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Figure 9: Questionnaire results on the pilot study
for knowledge estimation about the most popularly
used phone number for text message.
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Figure 10: Questionnaire results on the pilot study
for knowledge estimation about the most recent
event in the callendar.
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Figure 11: Questionnaire results on the pilot study
for knowledge estimation about the most recently
visited website using a participant’s mobile phone.
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Figure 12: Questionnaire results on the pilot study
for knowledge estimation about the most popularly
visited website using a participant’s mobile phone.
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Figure 13: Questionnaire results on the pilot study
for knowledge estimation about the most popular
location of a participant’s mobile phones.
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Figure 14: Questionnaire results on the pilot study
for knowledge estimation about a participant’s mo-
bile phone location at a given time.

more — we can see that a close family member might guess
the answers correctly with a high probability; Figure 4 and
13 show that the participants’ close family members might
sometimes choose the correct answers to the questions for
the knowledge about ‘the most popular call’ and ‘the most
popular location’ (Always: 2, Frequently: 3, Occasionally:
1, Never: 0). Surely, this is a limitation of personal knowl-
edge questions; it is hard to identify memorable knowledge
that people hold privately against their close family mem-
bers since their personal stories are frequently shared with
their family members. Note that people who most want to
intrude on our privacy are likely to be in our own social circle
(e.g. ex-spouse). So, for the purpose of user authentication,
these questions would not be our top recommendation.
Our top recommendation against insider attackers would
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Figure 15: Questionnaire results on the pilot study
for knowledge estimation about the tag information
on a given photo.
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Figure 16: Questionnaire results on the pilot study
for knowledge estimation about the time informa-
tion on a given photo.
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Figure 17: Questionnaire results on the pilot study
for knowledge estimation about the location infor-
mation on a given photo.

be to use the questions about applications (see Figure 18
and 19) and web browsing history (see Figure 11 and 12)
on mobile phone. In particular, the use of questions about
applications used in mobile phones provided a better mo-
bile phone protection against not only insider attackers such
as close family members (Always: 0, Frequently: 0, Oc-
casionally: 6, Never: 0) but strangers (Always: 0, Fre-
quently: 0, Occasionally: 0, Never: 6) as shown in Figure 11
and 12. This implies that we might design proper personal
knowledge questions for user authentication when we use
the knowledge about the used applications. For example,
a user may be asked to answer more than one challenge
(e.g. the most popularly/recently used application) since
increasing the number of questions will lead to an exponen-
tial decrease in an adversary’s guessing probability. Also, we
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Figure 18: Questionnaire results on the pilot study
for knowledge estimation about the most recently
used application.
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Figure 19: Questionnaire results on the pilot study
for knowledge estimation about the most popularly
used application.

might test more detailed knowledge (e.g. the most recently
used application and then the used time of the application
last). Therefore we need to consider extending our work to
designing proper questions for user authentication as impor-
tant lines for future work.

We might want to use images (i.e. the phone owner’s
photos) instead of asking a user to answer a text-based
question since image-based challenges might be made less
bothersome to users. Not surprisingly, however, the ques-
tions with a photo would be less effective in decreasing the
probability of guessing attacks (see Figure 15, 16 and 17).
Probably, a given photo in a challenge question would give
hints to correctly guess the answer to the question. So,
unlike the other types of questions, participants thought
that strangers’ choices are better than the random selection
when the knowledge about a photo is asked (see Figure 15
and 17). Moreover, an attacker can easily collect the infor-
mation about the given photo through search engine (e.g.
“Google Image Search”). Considering how easy it is to col-
lect the information about photos, the use of photos would
not be our recommendation.

4. RELATED WORK

Originally, personal knowledge questions were introduced
under the belief that a user’s personal information can be
stored securely in her long-term memory without imposing
the burden of memorizing secrets on the user. Despite stud-
ies demonstrating weak security, personal knowledge ques-
tions have been popularly used for password recovery as a
fallback for password authentication.

Zviran and Haga [16] proposed the use of personal knowl-

edge questions for user authentication and discussed how
well other people might be able to guess the answers to per-
sonal knowledge questions through a user study. Their user
study showed that the participants’ spouses guessed 33%
of the correct answers to the personal knowledge questions
about the participants. Schechter et al. [9] confirmed this
through another user study — users’ acquaintances were able
to guess 17% of the participants’ answers within 5 guesses.
In addition, they showed that the participants didn’t re-
member 20% of their own answers within six months. This
implies that personal knowledge questions (e.g. names of
relatives, names of schools attended) are very vulnerable
with respect to targeted attacks. An acquaintance can im-
personate a victim by exploiting knowledge of her personal
details [2].

Unlike conventional personal knowledge questions with
fixed answers, we discuss a novel type of personal knowledge
questions which are dynamically and implicitly updated over
time even if there is no a prior agreement between the prover
and the verifier of questions. To achieve a similar goal, Yardi
et al. [14] proposed a framework using social networks to
authenticate users via their knowledge to identify friends
from given photos. However, the use of the knowledge about
friends might not be a good idea for authentication — Kim et
al. [8] showed that being able to recognize friends is not ef-
fective against frenemies within a victim’s social circle. Our
work is an extension of the studies described here: instead
of the knowledge about friends, the focus is on the personal
knowledge stored in a mobile phone and studying what types
of knowledge could be used for user authentication through
a pilot study.

S. CONCLUSION AND FUTURE WORK

We proposed an interesting idea to develop a secure and
usable user authentication scheme for mobile phones. The
main idea is that the phone owner’s personal information
such as ‘phone call history’ and ‘address book’ might al-
ready be stored in her mobile phone. In terms of privacy
concerns, we always claim that personal information stored
on mobile phone should be protected since it is highly pri-
vate and sensitive information to outsiders [6, 15]. This
implies that some information stored inside a user’s phone
is private. We are wondering whether this personal infor-
mation is not only private enough against guessing attacks
but easily memorable for the phone owner.

We performed a pilot study to show the feasibility of
this idea. We discussed the possible knowledge levels of
users (the phone owner: OW, close family members:FA, close
friends: FR, co-workers: CO and strangers: ST). Table 1 shows
our observation.

This brief observation shows that personal knowledge ques-
tions based on private information stored in a mobile phone
may be effective against pure strangers. However, against
close enemies (e.g. the phone owner’s spouse) who share
much information with the phone owner, these questions
are much less effective. To overcome this weakness, a pos-
sible approach is to use a combination of different types of
personal information (e.g. applications and web browsing
history), a series of more detailed related questions (e.g. the
most recently used application and then the used time of
the application last) and/or other specific knowledge such as
‘most recently listened songs’ and ‘most recently read books’
since it will lead to an exponential decrease in the probabil-



Table 1: Possible knowledge levels of the phone
owner (OW), family members (FA), friends (FR), co-
workers (C0) and strangers (ST) for the nine major
categories of information stored in a mobile phone.
For improved visualization, the level for each item
is averaged over the participants in the pilot study.

Information Question [OW|FA|FR|CO[ST
. Latest |@|©|O|O
Phone call history Popularity| @ [©[0O]0O
Address book Attributes|© |O|O|O
Email Latest |(@|O|O|O
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Text messages Latest' @00
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Calendar Latest | @|©|O|O
Web browsing history Polg)ailtlzsfti ty 2 8 8 5
Phone location Po%lilrlsglty: g g 8
Tag @ 0|00
Photos Time |@|©[O|O
Location (@ [©|©|O|O
Applications Latest. ®|00|O
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@®@=always; ©=frequently; O=occasionally;no-circle=never.

ity of successfully guessing the answers. To explore what
types of questions might give a good balance between mem-
orablity and security in a practical environment, we plan to
conduct an intensive user study.
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APPENDIX
A. USER QUESTIONNAIRE

Table 2: User questionnaire of the 17 grid ques-
tions with X = ‘you’, ‘a close family member’, ‘a
close friend’, ‘a co-worker’, and ‘a stranger’. For
each question, the participants were prompted to
estimate the likeness of the event described in
the question using a 4-point Likert-scale (Never—

Occasionally—Frequently—Always).

12. When we show a randomly selected specific time
within a few days, can X choose the mobile phone’s loca-
tion at the time from among five answer choices (better
than random selection)?

13. When we show a randomly selected photo (with tags)
from your photo album, can X choose the correct tag
from among five answer choices (better than random se-
lection)?

1. When we show the most “recently” used phone number
and 4 randomly selected other phone numbers from your
phone call history, can X choose the most “recently” used
phone number (better than random selection)?

14. When we show a randomly selected photo (with time)
from your photo album, can X choose the correct time of
taking the photo from among five answer choices (better
than random selection)?

2. When we show the most “frequently” used phone
number and 4 randomly selected other phone numbers
from your phone call history, can X choose the most “fre-
quently” used phone number (better than random selec-
tion)?

15. When we show a randomly selected photo (with lo-
cation) from your photo album, can X choose the correct
location for taking the photo from among five answer
choices (better than random selection)?

16. When we show the most “recently” used application
and 4 randomly selected other applications from your
application history, can X choose the most “recently” used
application (better than random selection)?

3. When we show a randomly selected contact’s phone
number from your address book, can X choose the con-
tact’s name from among five answer choices (better than
random selection)?

17. When we show the most “frequently” used application
and 4 randomly selected other applications from your
application history, can X choose the most “frequently”
used application (better than random selection)?

4. When we show the most “recently” used email address
and 4 randomly selected other email addresses from your
emails, can X choose the most “recently” used email ad-
dress (better than random selection)?

5. When we show the most “frequently” used email ad-
dress and 4 randomly selected other email addresses from
your emails, can X choose the most “frequently” used
email address (better than random selection)?

6. When we show the most “recently” used phone num-
bers and 4 randomly selected other phone numbers from
your text messages, can X choose the most “recently” used
phone numbers for text messages (better than random
selection)?

7. When we show the most “frequently” used phone num-
bers and 4 randomly selected other phone numbers from
your text messages, can X choose the most “frequently”
used phone number for text messages (better than ran-
dom selection)?

8. When we show the most “recent” event and 4 ran-
domly selected events from your calendar, can X choose
the most “recent” event (better than random selection)?

9. When we show the most “recently” visited website
and 4 randomly selected other websites from your web
browsing history, can X choose the most “recently” visited
website (better than random selection)?

10. When we show the most “frequently” visited web-
site and 4 randomly selected other websites from your
web browsing history, can X choose the most “frequently”
visited website (better than random selection)?

11. When we show the most “frequently” located mo-
bile phone’s location and 4 randomly selected other lo-
cations from your mobile phone’s location history, can
X choose the most “frequently” located mobile phone’s
location (better than random selection)?




