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Strong text-based passwords aften hard to remembe
Several graphical password systems have already dmelopec
to overcome this problemXiaoyuan Suo[l] widely surveys
graphical password systentike Blonder, Passpoint, Passfac
Draw-A-Secret, Recall-A-Formation.

We proposeRecall-A-Sory, a graphical password mett with

the following properties: a “stortelling based” memorizatio
method, a larger password space for stmaigistness, the abili
to customize the graphical elemeatwl the ability t print out the
graphical password without fully revealing We illustrate the

relevance of Recall-A-Sory in several use cases, such as

unlocking a touch screen device (expbile phone or accessing
encrypted data storage.

1. PRINCIPLE

With Recall-A-Sory, the user builds a graphical passwthrough
a “story-telling” mechanism:

1. He sets the framework of the story by selectin
background picture,

2. He picks images and plac#eemsuccessively onto the
background pictureto populate the framewc and
therefore tells the story given by the sequence
position of the images.

The resulting password is calculated as follov:
Password = background + {(image, position),,.. {(image, position),}

This password value may be hashed and completed bglt
before being used in traditional cryptographic eyt

Figure lillustrates a password that may tell the followstgry:

“After having started the fire in the barbecue, hiv® he other
side of the house to play soccer. Thbe dog approached tl
barbecue too close and burnt his taifhe resuing password
would be based on the sequence “holisgbecue on the grg;

ball near the house; dog near the barbecue”.

2. USER INTERFACE CONSIDERATIONS

When the user needs to enter password,an authentication
screen is displayedrhis screen is composed mainly an area
where the background picture is shoamd an area displaying
set of small images. Appropriateeans allow browsing tough a
set of background pictures amdlecting oneand allow browsing
through sets of imageselecting one image, and placing it o
the background.

Figure 1 depicts an implementationRecall-A-Story for a tactile
mobile phone with a typical “touch &lide” user interfac where
browsing through the images is done through hotaosiiding.
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To enter the storintroduced in section, the user first selects the
frame of his story. This is do by sliding horizontally the upper
area until displaying thdoust. Then he slides horizontally the
image ribbon until the barbecue image is shown.sklects tht
barbecue imagfrom the image ribboiand places it on the grass.
Same operation is done for the soccer ball image ithplacec
near the house, and tdeg image placed near the barbecue.
user validates this password by pressincunlock button.

Figure 1: unlocking a touchscreen device

The position of the imagewill be simply given by a grid. T
avoid the ambiguous prabh of placing arimage at the limit
between two cells of the grid, the system highs the chosen
grid during the imagplacemer.

The number of graphical elements, their size, thwbrer of grid
positions should be chosawegardin( the level of security to
achieve (See Table 1), thdevice rendering and selection
capabilities andhe user dexterity and memorizat capacity.

Each time the authentication screen is displayedaradom
background picture is selected and the icons aeegdl onto th
ribbon at random places to prevent replay ats using simple
key-loggers.
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3. USE CASES

Unlocking a touchscreen device

As detailed in previous sectionRecall-A-Sory replaces
advantageously the unlock mechanism of touch scoesfices
(mobile phones, portable media players, web tabletsnlocking

these devices is generally done by entering a @ile,can optimal
solution when the device includes a real keyboakthen it

doesn't, a virtual keyboard has to be displayedctvtaften does
not fit to the overall “touch & slide” style. Witbur solution, we
can improve the robustness compared to the foutr aige while

only requiring the user to recall three elemenés (able 1) and
keeping the overall look and feel.

Authenticating to online service

Recall-A-Story may be used also for online authentication. The
authentication screen can be seamlessly integratedthe
application itself, using graphical elements relate the service.
This is particularly interesting for online gameshese the
graphics are specific to each game. The custoroizauld also
address a wide range of population. For childreelderly people,
the number of images and places can be tuned kpitewhile

still providing minimal level of security.

Accessing encrypted data storage

Recall-A-Story applies to removable storage devices hosting
encrypted files. Thd&Recall-A-Sory application and its graphical
elements are stored in the clear on the device.appdication is
launched when the device is plugged on a compMiéen the
user enters the correct graphical password, thelicappn
generates a secret value used to encrypt and dddegpon the

fly. Background pictures and images may use usevis pictures
locally stored on the device, therefore allowingspealizing the
context of the story and possibly improving theatksuccess rate.

4. ADVANTAGES

Large password space

Recall-A-Story exhibits a high theoretical resistance to brutedo
attacks: the theoretical password space is latgen tvith text
passwords of the same length. Similarly, for a givesistance,
Recall-A-Story requires fewer elements than classical textual
passwords. This is shown in Table 1 for our thigecal uses
cases.

e %] 0 | c
28 8|5 Tex Recall-A-Story
QIE|I2|8 password password space
m|E|& |2 space
Touchscreen 4 | 16| 4 | 3| 242235 1048 576
Online 4| 16 9 | 4| 15018571 =1.716
Data storagg 1020| 16 | 5| =9.316 =3.410°

Table 1: comparison of theoretical password spaces

The text password space is computed for a passefdehgth at
most| over an alphabetf s symbols. In table 1, we use a 62
symbols alphabet: [a-z][A-Z][0-9]. The general fariais:

Text password space= (s*1-1)/s- 1

The Recall-A-Sory password space is computed for a password of
length exactlyl ordered images amorig over p places anc
backgrounds. The formula is:

Recall-A-Story password space= b . (i . p)'

Although “Touchscreen” use case proposes few backgls and
images, its theoretical password space is largan tits text
equivalent. The “Online” use case is meant to bedusn a PC
with better grid precision, hence the larger nundfgulaces. The
“Data storage” device could store more internapbia elements,
thus enable higher security level.

Easeof recall

Shepard [2] stated that it is easier to remembagéen than text.

In Recall-A-Sory, we add a semantic level created by the user
himself, based on a story that may be very persomhk
personalization goes further if the user’s persanabes are used.

Printable

When the password is only used sporadically (ewce every 6
months for archiving purpose), it could be usefulprint the
password. The printed image does not completelyealethe
password since the order is unknown. The resistdaockerute
force is not very strong for short passwords (len§t = 120
combinations for 5 icon long password) but muchtdsethan a
printed text-based password.

An interesting feature is the possibility to prgame of the first
images of a complex story to help the user to l@gsand
remember the rest of the story.

5. PERSPECTIVES

Recall-A-Story raises many questions that should still be studied
The strong intuition that a personalized storyitgllpicture is
easier to recall than existing graphical passwgsiesns shall be
verified and quantified. How does the fact thatspasds are not
random decrease the effective password space? ér jmainted
copy of the password surely helps the user to rdmeenthe
correct order of images position, but is it stilie after a long
time?

A proof of concept is being implemented and will bged in
future usability tests.
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