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ABSTRACT

One of the most important factors that impact usability of
security systems within an organization are security tools.
In this paper, we report preliminary results of our survey
about design guidelines for IT security management tools.
We gathered guidelines and recommendations related to IT
security management tool from available literature as well
as result of our previous studies on IT security management.
We categorized and combined these guidelines into a set of
high level guidelines that can be used by tool developers
in development of tools. In addition we identified the re-
lationship between guidelines and challenges in IT security
management as well as the strength of evidence for each
guidelines.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection; H.5.2 [Information
Interfaces and Presentation]: User Interfaces—Interac-
tion Styles; H.5.3 [Information Interfaces and Presen-
tation]: Group and Organization Interfaces—Collaborative
Computing

General Terms

Human Factors, Security Management, Design

Keywords

IT security management, Design guidelines

1. INTRODUCTION

Today IT security is an important issue for organizations
that want to protect their valuable assets from threats in-
side or outside the organization. Previous studies show that
beside technological factors, human and organizational fac-
tors impact IT Security Management (ITSM) [17, 5, 12].
In [19], the authors classified the challenges that Security
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Practitioners (SPs) face in their organization into three cat-
egories: Technological, Human, and Organizational. Based
on their findings, the technological challenges are: mobile ac-
cess, vulnerabilities, technical complexity, human challenges
are: lack of security training, lack of security culture, differ-
ent perceptions of risk, communication of security issues,
and organizational challenges are: distribution of ITSM,
open environment and academic freedom, interaction with
other organizations, control access, estimation of risks, se-
curity low priority, lack of budget, and tight schedules.

In order to improve the effectiveness of IT security in an
organization one should address these challenges. One way
to address the challenges is to develop effective technolog-
ical solutions and tools to aid security practitioners (SPs).
One important aspect of tools for IT security that deter-
mines their effectiveness is their usability [7]. In this paper,
we present a set of guidelines based on the available litera-
ture and results of HOT Admin project [5] that can be used
by tool developers to build usable IT security management
tools. In addition, we propose a framework for classifica-
tion of the guidelines. This framework can be used by tool
developers to select appropriate guidelines when developing
tools. For each guideline we identify the challenges that it
can alleviate, and also show the strength of evidence. We
argue that as a result of importance of IT security in or-
ganizations and also evolving and competitive market of IT
security tools [4] developing a set of guidelines specific to IT
security tools is necessary.

The rest of this paper is organized as follows: In section
2, we present methodology we used to obtain and classify
guidelines. In section 3, we present our proposed framework
for classification of guidelines for IT security management
tools. The guidelines are presented in section 4. In section
5 we show limitations of our work and our plan for future
research. The paper is concluded with section 6.

2. METHODOLOGY

Our main research questions in this work are: (1) What
are the guidelines for development of tools for ITSM that
help users do their job more effectively? (2) Which guide-
lines address which I'TSM challenges (3) What is the strength
of evidence for each guideline? (4) How we can classify these
guidelines so they could be more useful to tool developers?

To answer the following questions, we first surveyed avail-
able literature related to tools for ITSM and network admin-
istration, and look for guidelines, or features that could be
useful in I'TSM and network administration tools. As a re-
sult of this survey, we found 19 useful sources and extracted



164 guidelines and features from them. Consequently, we
started coding and classifying guidelines. After two rounds
of coding, we used card sorting exercise to combine similar
guidelines, and also to have a categorization that facilitate
using guidelines by tool developers. As a result of this ex-
ercise, we developed the framework presented in the next
section as well as 21 general guidelines that can be classified
in this framework. Consequently, we identified the relation-
ship between the guidelines and our existing classification of
ITSM challenges [19].

3. FRAMEWORK FOR CLASSIFICATION
OF GUIDELINES

In this section we provide a framework for classification
of design guidelines for ITSM tools. This framework is pre-
sented in Figure. 1. The framework classifies guidelines in
different layers. The lower layers in the framework contain
the guidelines that are applicable to different sets of tools,
and the upper layers show guidelines that are more specific
to a certain set of tools. For example, the lowest layer in
the framework is general usability guidelines of ITSM tools.
This general usability guidelines are applicable to all ITSM
tools as well as other tools. The next layer is guidelines to
help ITSM addresses technological and organizational com-
plexity. The guidelines in this layer are the guidelines that
their main goal is to address complexity in ITSM. As most
of the ITSM tools should work in a complex technological
and organizational environment, these guidelines are appli-
cable to most of the ITSM tools (But not security tools for
end-users as an example). The next layer in our framework
contains two sets of guidelines that depend on the type of
task security practitioners perform. We divided tasks that
SPs perform into ”security analysis” and ” configuration and
maintenance”. The next layer contains guidelines to provide
communication with different stakeholder. This set of guide-
lines addresses the need for communication of security issues
with different stakeholders in the organization and is appli-
cable for the tools that require this communication. The last
layer in our framework contains guidelines that is recom-
mended for tools that should work in an environment with
distributed ITSM model [13]. These guidelines will help
communication and collaboration of security practitioners
in this environment.

4. GUIDELINES

In this section we present the guidelines for IT security
management tools. The guidelines are presented in the fol-
lowing format. First, the name of the guideline is presented
followed by a discussion about the challenges in I'TSM that
the guideline can address. Whenever possible, we show more
detailed examples or alternatives of the guideline. We also
cite the references that the guideline is extracted from. To
determine the strength of evidence of each guideline. the
reader can use Table. 1. In this table we present methodol-
ogy used in each paper.

4.1 Guidelines to help ITSM addresses tech-
nological and organizational complexity

The main goal of this set of guidelines is to address techno-

logical and organizational complexity of ITSM. As security

tools mostly work in a complex and evolving technologi-

cal landscape as well as large organizations with a complex

Guidelines to facilitate communication and
collaboration in distributed ITSM model

Guidelines to help communication with other

stakeholders

Guidelines to help security
analysis and incident
response

Guidelines to help
configuration and
deployment

Guidelines to help ITSM addresses technological

and organizational complexity

General usability guidelines applicable to ITSM

Figure 1:

Framework for classification of design

guidelines for I'TSM tools

Table 1: Used references and methodology

| Ref | Methodology |

[7] Survey Literature for interface design prin-
ciples for security tools

[6] Designing a tool, user study the tool using
20 undergrads, and interview with network
managers about the tool.

8] Implementation of technique without eval-
uation

[7] User Study to became aware of the prob-
lem, But there is no study for the recom-
mendations

[20] Cognitive Walkthrough + User study of the
problems with 12 participants, for a pass-
word manager.

[11] Field study of system administrators + in-
terviews, surveys, collection of different ar-
tifacts.

[18] User study with 12 students for intrusion
detection UL

[16] Interview and User study of low/med/high
fidelity prototype with 2 to 3 managers.

[5] Field Study + Interview of 14 security prac-
titioners

[1] 22 Interviews, prototype design, and a user
study

[21] Survey literature, development of tool

[14] Survey literature.

12, 3] Field study (200 Hours) + 12 Interviews
+ Diary studies + 101 Surveys of system
administrators.

9] Survey of 160 administrators

[15] Cognitive walkthrough of different security
tools in VOIP systems.

[19, 12, | Field Study + Interview of 27 security prac-

10] titioners.

structure, these guidelines could address these problems.



4.1.1 Combinable tools

The goal of this guideline is to address technical complexity
challenge. Because SPs deal with situations and scenarios
that can’t be predicted by tool designers, they frequently
have to combine different tools to do their tasks. One way to
facilitate combining different tools is to support interchange
standards and also to read and write a great variety of file
formats. Also, security practitioners prefer tools that can
be combined with their existing tool set [5].

4.1.2 Knowledge sharing

This guideline addresses three challenges: Vulnerabilities,
technical complezity, and distribution. If ITSM tools provide
knowledge sharing, SPs can seek advice from other SPs when
they face a new or unknown security incident, or receive help
from a community in case of a complex task that they’ve
never done before [7]. Also, this guideline could facilitate
knowledge sharing between different security practitioners
in an organization that uses a distributed ITSM model. [?,
8] suggest the use of social navigation. Social navigation can
be in form of a large knowledge base that is maintained by
the tool provider or an inter-organization knowledge base
that is maintained by the organization itself.

4.1.3 Multiple presentation formats

To address the technical complezity in ITSM, tools should
offer data to the SPs by means of different presentation or
visualization techniques [18, 1, 21]. This can help SPs to
have a better understanding about the state of the system.
For example, an intrusion detection tool can show data in
both visual and textual interface. This will help SPs to find
malicious patterns by analyzing different presentations of
the data.

4.1.4 Different levels of abstraction

To address the technical complexity of IT security, tools
should provide facilities to work with information at differ-
ent levels of abstraction. This can broke the complex system
into different levels each of which contribute in understand-
ing the system. These levels of abstraction could be in form
of a general view to a detailed view [?, 6, 18, 3, 12, 10, 1]
or separation of different concerns [11]. This approach can
address the challenge of distribution of IT security as well,
as each practitioner or stakeholder can interact with the sys-
tem from his own level of abstraction, or he/she can focus
on her own part of concern. Also, by providing information
at different levels of abstraction, the communication of se-
curity issues from hard core security practitioners to other
stakeholder in the system can be facilitated.

4.1.5 Customizability

This guideline addresses technical complexity and vulnera-
bilities challenges. Providing and customizing I'TSM tools to
the specific and evolving needs of SPs is a daunting activity.
Due to complexity of the IT systems, SPs usually need to
add their own functionalities or settings to the tools. Also,
to handle situations where a SP need to deal with a new
vulnerability, tools functionalities should be customizable.
Therefore, tools should be tailorable and customizable to
specific need of security practitioners [5, 15]. For example
SPs should be able to add new test cases to a security anal-
ysis tool. This gives them an opportunity to analyze the
system for new vulnerabilities that has not been available

and predicted before.
4.1.6 Provide both CLI and GUI

This guideline addresses technical complexity and distri-
bution of ITSM challenges. The result of previous studies
shows that security practitioners prefer CLI over GUI [5].
Yet, there are certain cases where security practitioners use
a tool infrequently. In these cases, it is hard for the secu-
rity practitioner to learn all the commands and parameters
to interact with a tool using CLI. In this case, providing a
GUI is helpful. Also, providing information in both GUI
and CLI helps practitioners to analyze the system from dif-
ferent views (raw data in CLI and visualization of data in
GUI) that can help addressing the technical complexity chal-
lenge [21, 18].

4.1.7 Task prioritization

Because of the tight schedules in organizations, low pri-
ority of security related tasks, and lack of budget and re-
sources, tools should provide facilities to help practitioners
prioritize their security related tasks [19, 12]. For example,
a security analysis tool can prioritize found vulnerabilities
by their level of criticality.

4.2 Guidelines to help configuration and de-
ployment

One of the main tasks of security practitioners is to per-
form configuration and deployment. To support this task,
the following guidelines are recommended:

4.2.1 Rehearsal and planning

Configuration and deployment in I'T security is a complex
task. During configuration and deployment, SPs need to
configure multiple interrelated entities in the network. The
complexity of configuration and deployment task in ITSM
frequently leads to failure during the process. To address
this challenge which is rooted in technical complexity, SPs
prefer to first rehears the task on a test system. If the re-
sult of the operation on the test system is satisfactory, the
process can be performed on the production system. This
guideline can be realized in different ways. Tools can sup-
port operation on a test system with different degree of fi-
delity to the production system. Also, along with tools,
pre-defined test cases should be provided to test the output
of the operation during rehearsal, or output of the rehearsal
and actual execution of the operation [11, 3, 2].

4.2.2 Manageable configuration process

Security practitioners frequently need to apply configu-
ration and deployment process on hundreds of nodes in a
network. This process is considered to be a complex and
long-running process. Therefore, to address the technical
complexity and tight schedules challenges, tools should en-
able security practitioners to manage this process and have
control on details of it. To realize this guideline in ITSM
tools, they should provide forecasting of the operation length
and amount of time remaining, pause and undo for the oper-
ations, logging of all parameters or settings that have been
changed during the process, history and detailed steps of
the executed operation, asynchronous operations, and sin-
gle operation on multiple entities [11, 19].

4.2.3 Safe operation



Because security is low priority in many organizations,
they can’t tolerate their systems going off-line for security
related configuration and maintenance. Therefore, tools
should avoid requiring system to go off-line for these tasks.
Also, as configuration and maintenance tasks usually make
changes in system’s settings, it is possible that it broke the
existing security of the system. To address this challenge
tools should avoid this as much as possible [11].

4.2.4 Easy to change configuration

Security practitioners frequently need to make changes
in configuration of their tools. Due to technical complezity
and lack of security training, in many cases changing config-
uration requires dealing with very many of parameters, to
the extent that many of them are unknown to the security
practitioner. Therefore, tools should provide facilities that
help SPs change configuration of the system easily. To real-
ize this, tools should provide commented configuration files
and/or group related parameters together in high level pro-
files. When a SP wants to change the configuration of the
system he or she can just change the profile, and all related
parameters will be changed automatically [11].

4.2.5 Meaningful Errors

During configuration and deployment processes errors are
inevitable. Due to technical complexity of ITSM and lack
of security training, one shouldn’t expect a security practi-
tioner to be aware of the meaning of different errors. The
situation is getting worse when the errors are stated with
just a code or a cryptic message. To address this problem,
tools should provide help in case of errors or alerts. In ad-
dition, tools should indicate which portion of the operation
had been completed before error happened [11, 19].

4.3 Guidelines to help security analysis and
incident response

Security analysis and diagnosis is an important task for
security practitioners. To support the process of diagnosis,
the following guidelines are recommended:

4.3.1 Customizable alerting

Security tools that monitor and generate alarms are fre-
quently used by security practitioners. To address vulner-
abilities challenge, these tools should reduce the number of
false positive and negatives as many as possible. One way
to realize this is to provide customizable thresholds for gen-
erating alarms. Also, due to distribution of ITSM, tools
should be able to send alarms to multiple SPs. Therefore,
the destination for sending the alarms and the communica-
tion channel through which alarms are sent should be se-
lectable. Another challenge in using alerting tools is the
number of alarms that are generated by these tools. Due to
tight schedules challenge, SPs are unable to handle all the
alarms all the time. Therefore, it will be helpful if they can
suppress alarms that have lower priority or known by the
SP as a false positive [11].

4.3.2 Automatic detection

To address vulnerabilities and tight schedules challenges,
security tools shouldn’t put the burden of finding attacks,
malicious patterns, etc. on the SPs. This could be realized
through using intelligent tools that use pattern recognition
techniques or learn the normal behavior of the network to

find abnormal patterns or behaviors [18].

4.3.3 Data correlation and filtering

Security practitioners frequently need to analyze different
sources of data to find malicious behaviors. To facilitate this,
tools should provide facilities to combine different sources
of data into a single source of information and also provide
required filtering and search features. To realize this, tools
should provide correlating data from different sources by ag-
gregating log files, combining security logs with application
logs, and making a set of effective filters available [9, 19].

4.4 Guidelines to help communication with other

stakeholders

Security practitioners need to communicate with other
stakeholders during many of their tasks. To support this
communication, we recommend the following guidelines:

4.4.1 Flexible Reporting

This guideline addresses several challenges. First, by gen-
erating reports in Web format, they can be easily distributed
across the organization and be used by different security
practitioners and stakeholders. This addresses Distributed

nature of ITSM challenge. In addition, providing well-designed

and easy to read reports will address Technical complezity
challenge. Another aspect of flexible reporting is provid-
ing reports that is customized for a particular stakeholder.
For example, a report about security analysis should give a
manager high-level risks in the organization or the result of
the investment in IT security. But another report from the
same analysis that aims for a security practitioners should
contain technical information about vulnerabilities. This
kind of flexible reporting can address Communication of se-
curity issues and Different perceptions of risks challenges.
Another facet of flexible reporting is to provide reports that
are mandated by certain security standard. These reports
usually show the degree of compliance with the standard and
they can be demonstrated to other organizations as a proof
of compliance. Therefore, providing this kind of reports can
address Interaction with other organizations challenge [5, 15,
12].

4.4.2 Ul for different stakeholders

The goal of this guideline is to address communication of
security issues and tight schedules challenges. Since some
security related tools are used by different people within
the organization, the tool users should be able to individu-
ally customize the information that is provided by the tool.
For example, a manager may not be interested in technical
details, but rather an overview of the information that is
relevant for business [5, 15, 19].

4.4.3 Archiving

Tools should provide facilities for keeping track of com-
munication and critical information related to the tool. The
goal of this guideline is to first keep record of the communi-
cation between different stakeholders. Frequently, multiple
stakeholders are involved in critical I'T security decisions in
an organization. By keeping record of the communication,
future tracking about who is responsible for the decision is
possible. This addresses the challenges related to control
access and interaction with other organizations, because it
makes managers as well as security practitioners more aware



about the decisions they make. Also, keeping record of secu-
rity critical information, enable future analysis on the infor-
mation. This could be helpful to analyze trends in the net-
work, estimate risks, and find unusual behaviors. This will
address estimation of risk and vulnerabilities challenges [12,
10].

4.5 Guidelines to facilitate communication and
collaboration in distributed I'TSM model

In many organizations ITSM is distributed [5]. Practi-
tioners of various expertise cooperate with each other to
solve problems. The following guidelines are recommended
to support such cooperation.

4.5.1 Work in a large workflow

This guideline addresses distributed nature of ITSM, in-
teraction with other organizations, and tight schedules. In
order to distribute a task to different security practitioners
across the organization, tools should be able to work in a
large workflow. To realize this, tools can provide support
for workflow internally, or they can provide API or Plug-ins
for integration with meta-tools [5, 11, 4].

4.5.2 Integration with a communication media

To address distributed nature of ITSM and communica-
tion of security issues, tools should provide a media for
communication. This media can be in form of text, voice
or video and it can provide computer-to-human, or human-
to-human communication. Also, the communication chan-
nels can provide communication between two or more secu-
rity practitioners or between security practitioners and other
stakeholders [19, 12, 3, 2].

4.5.3 Sharing

To address distributed nature of ITSM and communica-
tion of security issues challenges, tools should provide shar-
ing of state, information and assets across the organization.
When two or more security practitioners work on a prob-
lem, they need to understand the state of the system they
are working on. Therefore, tools should be able to share
the current state of the system between the practitioners.
In addition, tools should provide facilities to share reusable
assets(like scripts, helps, etc.) with other security practi-
tioners in the organization (3, 2].

S. LIMITATIONS AND FUTURE WORK

First, we show the relationship between guidelines and
challenges to ITSM. While this relationship can help secu-
rity practitioners to decide about the importance of each
guideline, more studies should be done to identify impor-
tance of each guideline. One possible way to do this is to
survey security practitioners to see what is the importance
of each guideline from their point of view. Second, although
we have indicated which software development guidelines
are most beneficial to ITSM, each guideline warrants deeper
study into how it is already practiced, and how it could be
practiced.

6. CONCLUSIONS

In this paper, we provided the result of our preliminary
survey on design guidelines for IT security management tools.
The source of the guidelines are recommendations about

ITSM tools available in the literature. In this work, we
gathered different recommendations and combine them in
high-level design guidelines for ITSM tools. We also pro-
posed a framework for classification of these guidelines that
can be used by tool developers while using guidelines in
their tool development. In addition, we identified relation
between the guidelines and the challenges in ITSM. This
relationship can help tool developers to determine the im-
portance of each guideline for their tools. We also identified
the methodology used in each cited source for stating the
guidelines. This information can be used to determine the
strength of evidence for the guidelines. Despite our guide-
lines can be very useful in development of ITSM tools, they
have a certain limitation that are stated in the limitations
section. We allege that to make the guidelines more concrete
further research is required.
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