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ABSTRACT
CAPTCHAs have become a pervasive method for protecting
against automated submissions to web forums and registration to web based email services. The CAPTCHAs are usually image-based, but voice CAPTCHAs have also emerged
as an alternative. In this short note, we discuss our ongoing
efforts on designing accessible voice CAPTCHAs for Internet Telephony. We have implemented a testbed for Skype
to assess the usability of the approach, and conducted preliminary usability tests with 10 users.

Categories and Subject Descriptors
H.5.2 [Information Systems]: Information Interfaces and
Presentation—User Interfaces; K.4.1 [Computers and Society]: Public Policy Issues—Abuse and crime involving
computers

General Terms
Design, Human Factors, Security
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CAPTCHA, Internet Telephony, accessibility

1.

INTRODUCTION

Image-based CAPTCHAs are a common way to prevent
undesirable behavior in Web based forums and Web emails.
Usually, a CAPTCHA requires the user to interpret a word
from a distorted image, and type it to the web form. This
method reduces the possibility of automated web email account registrations and spamming of web forums. Unfortunately, the method is not accessible for users with eyesight
disabilities. As a new alternative, a voice CAPTCHA can
be presented to the user.
In this short note, we present our ongoing work on accessible voice CAPTCHAs for Internet Telephony. The work
is motivated by emergent open Internet Telephony services,
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where users could be reachable anywhere with VoIP, by contrast to closed systems such as Skype. However, even though
the motivation for voice CAPTCHAs is in open systems, we
implemented our approach for Skype since it is familiar to
users worldwide. We argue that even though accessible voice
CAPTCHAs in general require careful design, the setting of
Internet Telephony makes it even harder compared to a web
based voice CAPTCHA.

2.

On the web, the voice CAPTCHAs are usually presented
as an alternative for image-based CAPTCHAs. These have
been adopted by services such as Google Mail, Microsoft
Live and LinkedIn, among others. Instead that the users
need to figure out the distorted text in an image, they can
listen to the text pronounced e.g. letter-by-letter.
With Internet Telephony, the situation where CAPTCHAs
are presented and solved is fundamentally different. Even
though the user might be using a desktop computer for calls,
the CAPTCHAs are presented in real-time, when the user is
actively trying to reach someone. Further, the calling device
might be a mobile phone, a PDA, in addition to the desktop
computer. Thus, the only input device the user might have,
is the common telephony keypad, consisting of numbers from
0 to 9 and the signs ∗ and #. Thus, the CAPTCHAs need
to be designed to support only the most basic input device
available, the numeric keypad. Alternatively, voice could
be used as input, however, voice recognition software can
significantly increase the cost and complexity of the system.
One interesting point is that with telephony based voice
CAPTCHAs, we cannot assume any auxiliary interfaces for
presenting information about the CAPTCHA. Everything
we need to inform the user about the CAPTCHA needs to
be told during the call setup. Thus, we have an intrinsic additional delay (and potential pitfall for accessibility)
for the call, in addition to the time needed for solving the
CAPTCHA.
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VOICE CAPTCHAS FOR WEB
AND INTERNET TELEPHONY

SKYPE IMPLEMENTATION

We implemented the voice CAPTCHA mechanism as a
Skype plugin. The motivation for a Skype implementation
was that there are many users familiar with Skype, and we
can reduce the effect of unfamiliarity to VoIP in usability
tests. Further, we are interested in deploying the approach
in real use, and Skype is the predominant VoIP service.
Even though Skype is closed, and has strong central authen-

tication, there have been reports on spam in Skype, too. We
also believe that some users might be interested just to try
out the approach for fun. Since Skype can be used with
mobile phones and handheld devices, we could conveniently
also test a scenario where the user has only a keypad as the
input device.
So far, we have implemented a simple version of a voice
CAPTCHA. When a user calls a protected user, the caller is
redirected to the CAPTCHA service. The CAPTCHA service presents information for the user how to proceed and
presents the CAPTCHA by saying 5 random digits. Although our implementation of the CAPTCHA is clearly not
secure enough for wide adoption, we believe it is sufficient
enough to gain insight on further steps towards accessible
and secure voice CAPTCHAs for Internet Telephony.
The implementation follows the architectural design principles outlined and published before by the second author
[11]. One of the key principles is that an unknown caller
should be bothered only once with a CAPTCHA. After
a CAPTCHA has been solved, the user is registered as a
known caller in the system, and can make further calls without solving CAPTCHAs.

4.

RELATED WORK

The inaccessibility of CAPTCHA on the web is a wellknown problem [12]. There is a body of work that have
looked into the usability of image-based CAPTCHAs [1, 2,
3, 5, 6, 7, 8, 13, 15, 16]. On voice CAPTCHAs, there has
been work on quantifying how background noise affects the
processing of synthesized speech between humans and computers [4, 10], and how voice CAPTCHAs can be used on
the web [9, 14]. However, to the best knowledge of the authors, there is not work available on developing accessible
voice CAPTCHAs for Internet Telephony.
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CONCLUSIONS

We have outlined some problems that are intrinsic for
voice CAPTCHAs in Internet Telephony. Our preliminary
usability tests confirmed the above issues presented. At
first, the users were confused what is actually happening,
when they were presented a CAPTCHA. Second, when users
were more familiar with the concept, they started to get
annoyed of the time that is needed to listen to all the information. Interestingly, some users were annoyed by the
fact that they did not understand why the CAPTCHA was
presented to them on the first place. When explained, all
of the users agreed that if spam was a similar problem in
VoIP as it is today in email, they would adopt the system
to use, although some questioned the security of the implemented CAPTCHA. The important point was that the
CAPTCHA would be presented only once during the first
connect, if successfully solved. Further work includes designing secure CAPTCHAs keeping in mind the underlying
limitations, and further usability tests for assessing the accessibility of the approach.
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