Johnny 2 Study Protocol (Revision 1.1)
Test Procedure

The goal of this test is to apply the testing protocol described in Alma Whitten’s 1999 Usenix Security paper, Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0
, and to show that Johnny can encrypt when given better tools.

This testing protocol below is outlined on p. 88 of Alma Whitten’s 2004 doctorial dissertation, Making Security Usable (CMU), and is copied here with only minor changes to the wording. 

Greeting and Orientation

Each participant will be greeted at the office door of the testing facility, and escorted into the lab for the test session.

The participant will then take part in the orientation, which will consist of four components:

1. The participant will be given two copies of the consent form, asked to read it and sign one copy

2. The written briefing will be read aloud to the participant, and then the written document will be given to the participant for his or her own reference during the test.  This briefing will explain:

a. That they are helping to test Outlook Express and CoPilot, they are not being tested themselves

b. It would be extremely helpful if they could “think aloud” as much as possible during the test.

c. The premise of the test is that they are volunteering for a political campaign, and that the task will be to send email updates to a member of the campaign team using “secure email.”

d. That “secure email” is designed so that email messages cannot be eavesdropped on by members of the other campaigns, and so that we don’t receive messages from others claiming to be from our campaign.

e. That they will be provided with an email address and password for use in this test; they are not to use their own

f. That Outlook Express and CoPilot are already installed on the computer.

3. Users will be given a 5 minute tutorial on the basic use of Outlook Express before the actual testing begins. During this trial they will be asked to send an email message to an autoresponder and will get a response.

4. The initial task description will be read aloud to the participant, and they will be given a written document for their own use. This document will have the following information:

a. Names and email addresses for the Campaign Coordinator role that the participant will play, Maria, the Campaign Manager, and three other fictional members of the campaign team

b. The text of a message giving a series of speaking dates and locations for the candidate.

c. A request that they please use Outlook Express and CoPilot to send secure email messages so that they cannot be intercepted by members of the other campaign.

d. A further request to then wait for any email responses from the team members and to follow any instructions they might give.

Recording will be done with the Camtasia screen recording software, http://www.techsmith.com/products/studio/default.asp?lid=CamtasiaStudioHome

Testing

The participant’s actions during the actual testing will be recorded by both a camcorder, which will be focused on the computer’s screen, and by the human test monitor. During the test, the human monitor will be seated within six feet of the participants. The human monitor will use a laptop computer equipped with a wireless network interface to take monitoring notes and to remotely play the roles of various campaign team members (by reading and replying to the participant’s email) as necessary.

The test will consist of the following sequence of events:

1. The CoPilot program will be manually engaged by the test monitor.

2. The participant will be asked to check their mail. They will have a message waiting from Maria, the Campaign Supervisor. The message sent is message1.html sent with the template_yellow.html template. This message will ask for a reply.

a. [This message from Maria will be digitally signed, as indicated by a certificate in Outlook Express.]

3. The participant will send a reply to Maria. 

a. [In the experiment, a certificate for the Campaign Coordinator will already have been created and installed on the test computer. In principle, CoPilot could have created a self-signed certificate and installed it.]

4. Maria will send a message to the participant introducing them to the other members of the campaign. This message asks the participant to send the schedule to Paul and Sarah, two of the four campaign staffers.
a. [Maria’s message, a pre-written message sent by the test monitor, will include the S/MIME keys for the other members of the campaign. These keys will be intercepted by CoPilot running on the participant’s computer and automatically added to the CoPilot’s key store.]

5. The participant should send the message to Paul and Sarah. 

6. Ben Donnelly will send message3.html  to the participant asking what the candidate’s schedule is.

a. [This message from Ben will be digitally-signed and displayed as such in Outlook Express. The user will get the green “key recognized” message because the first message from Maria provided the participant with Ben’s key.]

7. The participant should send the schedule to Ben.

a. [This message to Ben will automatically be signed by Outlook Express. The participant may additionally encrypt the message.]

At this point, the test participant will receive an email message from a fictional attacker — that is, a person who is not a member of the campaign. We call the attacker “Sam.” In the scenario this attacker works for the opposing campaign and is trying to get a copy of the candidate’s schedule.

8. “Sam” will send a message to the participant, asking for a copy of the candidate’s schedule. The message may take one of several forms:

a. The first spoof message will be a digitally-signed message from Sara Carson’s hotmail account, using a key that the user hasn’t previously encountered.

b. message from “Sam” may be digitally-signed, but with a key that the participant has not previously encountered.

c. The message from “Sam” may be an unsigned message that appears to come from another campaign worker. In the scenario, hacker Sam has forged email from one of the legitimate campaign workers (of course, Sam cannot forge the campaign worker’s digital signature.) This message would ask the participant to send the candidate’s schedule to a Hotmail address. 

d. The message from “Sam” may be a signed message that appears to come from another campaign worker. In the scenario, hacker Sam has forged email from one of the legitimate campaign workers but, because of the nature of digital signatures, is forced to use a different key. This message would once again ask the participant to send the candidate’s schedule to a Hotmail address. 

The participant may receive just one attack.

9. The participant will need to figure out how to respond to Sam’s message.

10. At this point, the participant may receive a final message from Maria.

Debriefing

After stopping the test, the test monitor verbally ask the participant the questions in the document titled Interview to follow part one of CoPilot Usability Test. The test monitor will then thank the participant for their help, pay them $20 in cash, and end the test session. 

After the participant leaves, the test monitor will turn off the recording software.
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