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	Massachusetts Institute of Technology

Committee on the Use of

Humans as Experimental Subjects
	Application # 

(assigned by

COUHES)
	     

	
	
	Date
	     


Application for Approval to Use Humans as Experimental Subjects (Standard Form)

Please answer every question. Positive answers should be amplified with details. You may mark N/A where the question does not pertain to your application. Any incomplete application will be rejected and returned for completion. A completed CHECKLIST FOR STANDARD APPLICATION FORM must accompany this application.

I. BASIC INformation

	1.  Title of Study

	Johnny 2: A Study Of Email Security

	2.  Principal Investigator

	Name: Robert C. Miller
	Building and Room #: 32-G716

	Title:   Assistant Professor
	Email: rcm@csail.mit.edu

	Department: EECS / CSAIL 
	Phone: 617-324-6028

	3.  Associated Investigator(s)

	Name: Simson L. Garfinkel, 

Erik Nordlander

	Email: simsong@acm.org,

erikn@mit.edu


	Title:   Graduate Student,

Undergraduate
 
	Phone: 617-876-6111,

571-212-4890


	Affiliation: EECS / CSAIL,

EECS / CSAIL
 

	4.  Collaborating Institutions. If you are collaborating with another institution(s) then you must obtain approval from that institution’s institutional review board, and forward copies of the approval to COUHES)

	n/a

	5.  Location of Research. If at MIT please indicate where on campus. If you plan to use the facilities of the Clinical Research Center you will need to obtain the approval of the CRC Advisory Committee. You may use this form for simultaneous submission to the CRC Advisory Committee.

	MIT Stata Center

	6.  Funding. If the research is funded by an outside sponsor, please enclose one copy of the research proposal with your application. A draft of the research proposal is acceptable.

	Source: n/a
	Contract or Grant Title:      

	Contract or Grant #:       
	OSP #:      

	7.  Human Subjects Training. All study personnel MUST take and pass a training course on human subjects research. MIT has a web-based course that can be accessed from the main menu of the COUHES web site. COUHES may accept proof of training from some other institutions. List the names of all study personnel and indicate if they have taken a human subjects training course.

	Rob Miller, Simson Garfinkel and Erik Nordlander  have all taken the web-based training

	8.  Anticipated Dates of Research

	Start Date: October 15, 2004
	Completion Date: April 2005


II. STUDY INFORMATION

	1.  Purpose of Study. Please provide a concise statement of the background, nature and reasons for the proposed study. Use non-technical language that can be understood by non-scientist members of COUHES.

	This study seeks to replacate Alma Whitten's usability test of software for sending and receiving secure email,  published in the paper "Why Johnny Can't Encrypt" (Usenix Security, 1998). However, instead of using Eudora and PGP, we plan  to use Microsoft Outlook Express and a "cryptography co-pilot" written by Simson Garfinkel which is designed to make it easier to send and receive  encrypted mail.

	2.  Study Protocol.  For biomedical, engineering and related research, please provide an outline of the actual experiments to be performed. Where applicable, provide a detailed description of the experimental devices or procedures to be used, detailed information on the exact dosages of drugs or chemicals to be used, total quantity of blood samples to be used, and descriptions of special diets.


For applications in the social sciences, management and other non-biomedical disciplines please provide a detailed description of your proposed study. Where applicable, include copies of any questionnaires or standardized tests you plan to incorporate into your study. If your study involves interviews please submit an outline indicating the types of questions you will include.


You should provide sufficient information for effective review by non-scientist members of COUHES. Define all abbreviations and use simple words. Unless justification is provided this part of the application must not exceed 5 pages.


Attaching sections of a grant application is not an acceptable substitute.

	Please see attached protocol

	3.  Drugs and Devices. If the study involves the administration of an investigational drug that is not approved by the Food and Drug Administration (FDA) for the use outlined in the protocol, then the principal investigator (or sponsor) must obtain an Investigational New Drug (IND) number from the FDA. If the study involves the use of an approved drug in an unapproved way the investigator (or sponsor) must submit an application for an IND number. Please attach a copy of the IND approval (new drug), or application (new use.).

If the study involves the use of an investigational medical device and COUHES determines the device poses significant risk to human subjects , the investigator (or sponsor) must obtain an Investigational Device and Equipment (IDE) number from the FDA.

	Will drugs or biological agents requiring an IND be used? YES FORMCHECKBOX 
    NO FORMCHECKBOX 

If yes, please provide details:      
Will an investigational medical device be used? YES FORMCHECKBOX 
    NO FORMCHECKBOX 

If yes, please provide details:      

	 4.  Radiation If the study uses radiation or radioactive materials it may also have to be approved by the Committee on Radiation Exposure to Human Subjects (COREHS). COUHES will determine if you need COREHS approval.

	Will radiation or radioactive materials be used?    YES FORMCHECKBOX 
    NO FORMCHECKBOX 

If yes, please provide details:      

	5.  Diets

	Will special diets be used?    YES FORMCHECKBOX 
     NO FORMCHECKBOX 

If yes, please provide details:      


III. HUMAN SUBJECTS

	1.  Subjects

	A.  Estimated number: 10-20
	B.  Age(s): 18-40

	C. Inclusion/exclusion criteria

i. What are the criteria for inclusion or exclusion? 

Subjects need to be familiar with sending and receiving email. Subjects who have prior experience with cryptographic email (e.g. mail encrypted with PGP or S/MIME) will be excluded.

ii.  Are any inclusion or exclusion criteria based on age, gender, or 
race/ethnic origin? If so, please explain and justify 


none

	D.  Please explain the inclusion of any vulnerable population (e.g. children, cognitively impaired persons, non-English speakers, MIT students), and why that population is being studied. 

none

	2.  Subject recruitment Identification and recruitment of subjects must be ethically and legally acceptable and free of coercion. Describe below what methods will be used to identify and recruit subjects

	Signs will be placed around MIT campus looking for subjects. A notice will be posted on the popular "Craig's List" website. 

	Please attach a copy of any advertisements/ notices and letters to potential subjects

	3.  Subject compensation Payment must be reasonable in relation to the time and trouble associated with participating in the study. It cannot constitute an undue inducement to participate

	Describe all plans to pay subjects in cash or other form of payment (i.e. gift certificate) 

Subjects will be paid $20 for their participation.
Will subjects be reimbursed for travel and expenses? 

No

	4.  Potential risks. A risk is a potential harm that a reasonable person would consider important in deciding whether to participate in research. Risks can be categorized as physical, psychological, sociological, economic and legal, and include pain, stress, invasion of privacy, embarrassment or exposure of sensitive or confidential data. All potential risks and discomforts must be minimized to the greatest extent possible by using e.g. appropriate monitoring, safety devices and withdrawal of a subject if there is evidence of a specific adverse event.

	What are the risks / discomforts associated with each intervention or procedure in the study?

None
What procedures will be in place to prevent / minimize potential risks or discomfort?

None

	5.  Potential benefits

	What potential benefits may subjects receive from participating in the study?

Subjects  may learn about sending and receiving digitally-signed and/or sealed email.  They will get $20.
What potential benefits can society expect from the study?

We believe that society will benefit from having secure email, and this study should help learn more about how to make secure email ubiquitious. 

	6.  Data collection, storage, and confidentiality

	How will data be collected? 

screen recording software, audio recording, handwritten notes
Is there audio or videotaping? YES  FORMCHECKBOX 

NO FORMCHECKBOX 
 Explain the procedures you plan to follow.
     
Will data be associated with personal identifiers or will it be coded?

Personal identifiers  FORMCHECKBOX 

Coded  FORMCHECKBOX 

Explain the procedures you plan to follow.

Each person will be given a coded identifier (Q1, Q2, Q3…) based on when they take the survey.
Where will the data be stored and how will it be secured?

Data will be stored on Simson Garfinkel's laptop and on a file server. It will be secured with standard Unix-based access controls. Videotapes will be kept in a locked drawer or at Simson's locked residence.
What will happen to the data when the study is completed?

The videotapes will be erased or destroyed. The computerized notes will be formatted and made part of our final report.
Can data acquired in the study affect a subject’s relationship with other individuals (e.g. employee-supervisor, patient –physician, student-teacher, family relationships)?

no

	7.  Deception Investigators must not exclude information from a subject that a reasonable person would want to know in deciding whether to participate in a study.

	Will information about the research purpose and design be withheld from subjects? 

YES  FORMCHECKBOX 

NO FORMCHECKBOX 
 If so, explain and justify.

     

	8.  Adverse effects. Serious or unexpected adverse reactions or injuries must be reported to COUHES within 48 hours. Other adverse events should be reported within 10 working days.

	What follow-up efforts will be made to detect any harm to subjects and how will COUHES be kept informed?

No follow-up efforts will be made, but subjects will be provided with Simson Garfinkel's email address and phone number should there be any harmful impacts. We cannot imagine any sort of harm that might result to subjects as a result of participating in this experiment.

	9.  Informed consent. Documented informed consent must be obtained from all participants in studies that involve human subjects. You must use the templates available on the COUHES web-site to prepare these forms. Draft informed consent forms must be returned with this application. Under certain circumstances COUHES may waive the requirement for informed consent.

	Attach informed consent forms with this application.

	10. The HIPAA Privacy Rule. If your study involves disclosing identifiable health information about a subject outside of M.I.T., then you must conform to the HIPAA Privacy Rule and complete the questions below. Please refer to the HIPAA section, and to the definitions of protected health information, de-identified data and limited data set on the COUHES web-site.

	Do you plan to use or disclose identifiable health information outside M.I.T.?

YES  FORMCHECKBOX 

NO FORMCHECKBOX 

If YES, then the subject must complete an Authorization for Release of Protected Health Information Form. Please attach a copy of this draft form. You must use the template available on the COUHES web-site.
Alternatively, COUHES may grant a Waiver of Authorization if the disclosure meets criteria outlined on the COUHES web-site.

Are you requesting a Waiver of Authorization?

YES  FORMCHECKBOX 

NO FORMCHECKBOX 

If YES, explain and justify.


Will the health information you plan to use or disclose be de-identified?  
YES  FORMCHECKBOX 

NO FORMCHECKBOX 

Will you be using or disclosing a limited data set?

YES  FORMCHECKBOX 

NO FORMCHECKBOX 

If YES, then COUHES will send you a formal data use agreement that you must complete in order for your application to be approved


IV. Investigator’s Assurance

	I certify the information provided in this application is complete and correct

I understand that I have ultimate responsibility for the conduct of the study, the ethical performance of the project, the protection of the rights and welfare of human subjects, and strict adherence to any stipulations imposed by COUHES 

I agree to comply with all MIT policies, as well all federal, state and local laws on the protection of human subjects in research, including:

· ensuring all study personnel satisfactorily complete human subjects training

· performing the study according to the approved protocol

· implementing no changes in the approved study without COUHES approval

· obtaining informed consent from subjects using only the currently approved consent form

· protecting identifiable health information in accord with the HIPAA Privacy Rule

· promptly reporting significant or untoward adverse effects


Signature of Principal Investigator _______________________  Date __________

Print Full Name and Title ____________________________________________


Signature of Department Head __________________________
Date __________

Print Full Name and Title ___________________________________________

Please return a signed hard copy of this application to the COUHES office at

E32-335

Please also return additional copies, either by email or regular mail, in accord with the instructions on the COUHES web-site. 

Application for approval to use humans as experimental subjects 

(Standard form) – revised 7/23/2003


- 3 -


