CONSENT TO PARTICIPATE IN 

NON-BIOMEDICAL RESEARCH
Johnny 2:

A Study of Email Security

You are asked to participate in a research study conducted by Simson L. Garfinkel, MS, and Robert C. Miller, Ph.D. at the Massachusetts Institute of Technology (M.I.T.). This research will be used as part of Simson L. Garfinkel’s Ph.D. dissertation. You were selected as a possible participant in this study because you responded to our advertisement and you did not have prior experience with mail security technology. You should read the information below, and ask questions about anything you do not understand, before deciding whether or not to participate.
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PARTICIPATION AND WITHDRAWAL
Your participation in this study is completely voluntary and you are free to choose whether to be in it or not. If you choose to be in this study, you may subsequently withdraw from it at any time without penalty or consequences of any kind.  The investigator may withdraw you from this research if circumstances arise which warrant doing so.  
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PURPOSE OF THE STUDY

This study is to test the design of Outlook Express and CoPilot, a program that we have written to help sending and receiving secure email with Outlook Express. We are interested in seeing how you use CoPilot and what your reactions are to the program. 
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PROCEDURES

If you volunteer to participate in this study, we would ask you to do the following things:

If you can manage it, it is extremely useful to me if you “think aloud” during the test. The computer has a microphone that will pick up what you say, and I’ll be taking notes as well. The more informative you can be about what you are doing and thinking, the better my data will be.

In the test, you will be asked to play the role of a volunteer in a political campaign. After you volunteered, you were given the role of Campaign Coordinator. Your task is to send updates about the campaign plan out to the members of the campaign team by email. It is very important that the plan updates be kept secret from everyone other than the members of the campaign team, and also that the team members can be sure that the updates they receive haven’t been forged. In order to ensure this, you and the other team members will need to use CoPilot to make sure that all of the email messages are secure.

Your email address for the purpose of this test is ccord@campaign.ex.com, and your password is volnteer.
 You should use the title “Campaign Coordinator” rather than using your own name.

Outlook Express and CoPilot have both been installed, and Outlook Express has been set up to access the email account.  No manuals for these programs are provided, but there may be some online help. A pad of paper and pens are also provided, if you want to use them.

Before we start the test itself, I’ll be giving you a very basic demonstration of how to use Outlook Express to send and receive mail. The goal is to have you start out the test as a person who already knows how to use Outlook Express to send and receive email, and who is just now going to start using CoPilot to make sure your email can’t be forged or spied on while it’s being delivered over the network. The Outlook Express tutorial will take about 5 minutes, and then we’ll begin the actual testing. You can also use Mozilla Thunderbird if you would prefer, but not all of the advanced features of CoPilot work with Mozilla. 

The actual test itself should take roughly 20 minutes.

After the test, you will be asked to answer a brief questionnaire with five questions.
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POTENTIAL RISKS AND DISCOMFORTS
There are no known or foreseeable risks associated with participation in this study.
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POTENTIAL BENEFITS 
By partaking in this test, you may learn more about the features of Microsoft Outlook Express and/or secure email.

This research is designed to help researchers develop techniques for making computer security systems easier-to-use.  We hope that your participation will help in this effort.
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PAYMENT FOR PARTICIPATION

You will be paid $20 at the end of this experiment. If you decide to withdraw from the experiment before it is over, you will receive $1 for every 5 minutes of the experiment that have elapsed. 
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CONFIDENTIALITY
Any information that is obtained in connection with this study and that can be identified with you will remain confidential and will be disclosed only with your permission or as required by law. 

The notes that the experimenter takes will not be matched with any of your personal information, such as your name, email address, or phone.

This test will be recorded to assist in the writing of the research report. The recording will consist of an audio recording of your comments and a recording of the computer’s screen made with special screen-recording software. If you wish, you may review the recording at the conclusion of the experiment. This recording will be used for creating a transcript of your test. Only members of the research team will have access to the recording. The recording will be on a secure computer. The audio recording itself will not be published or redistributed in any way, and will be destroyed at the conclusion of this experiment and the publication of the results. We may use the screen recording in our publications, but it will not have any information that personally-identifies you.

Each participant in the experiment will be given a code, such as Q1, Q2, Q3, etc. This code will be used to label experimenter’s notes and the recording associated with the test. The codes will also be used in all publications resulting from today’s test. 
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IDENTIFICATION OF INVESTIGATORS
If you have any questions or concerns about the research, please feel free to contact 

Principal Investigator: 
Simson L. Garfinkel
simsong@mit.edu
32-G804
617-876-6111

Faculty Sponsor: 
Robert C. Miller
rcm@mit.edu
32-G716
617-324-6028

SYMBOL 183 \f "Symbol" \s 10 \h
EMERGENCY CARE AND COMPENSATION FOR INJURY
In the unlikely event of physical injury resulting from participation in this research you may receive medical treatment from the M.I.T. Medical Department, including emergency treatment and follow-up care as needed. Your insurance carrier may be billed for the cost of such treatment. M.I.T. does not provide any other form of compensation for injury.  Moreover, in either providing or making such medical care available it does not imply the injury is the fault of the investigator. Further information may be obtained by calling the MIT Insurance and Legal Affairs Office at 1-617-253 2822.

SYMBOL 183 \f "Symbol" \s 10 \h
RIGHTS OF RESEARCH SUBJECTS

You are not waiving any legal claims, rights or remedies because of your participation in this research study.  If you feel you have been treated unfairly, or you have questions regarding your rights as a research subject, you may contact the Chairman of the Committee on the Use of Humans as Experimental Subjects, M.I.T., Room E32-335, 77 Massachusetts Ave, Cambridge, MA 02139, phone 1-617-253 6787.

	SIGNATURE OF RESEARCH SUBJECT OR LEGAL REPRESENTATIVE


I understand the procedures described above.  My questions have been answered to my satisfaction, and I agree to participate in this study.  I have been given a copy of this form.

________________________________________

Name of Subject

________________________________________

Name of Legal Representative (if applicable)

________________________________________

______________

Signature of Subject or Legal Representative


Date

	SIGNATURE OF INVESTIGATOR 


In my judgment the subject is voluntarily and knowingly giving informed consent and possesses the legal capacity to give informed consent to participate in this research study.

________________________________________

______________

Signature of Investigator




Date

� Please note that the word “volnteer” is intentionally misspelled. 
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