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Abstract 

Conventional wisdom seems to have concluded that 

traditional passwords are inherently insecure. The 

argument is usually that users choose bad passwords 

and cannot be expected to remember strong 

passwords. We feel that these conclusions are 

premature and that this argument is flawed. At present 

most password selection mechanisms are not designed 

according to basic HCI principles and we believe that 

this is highly responsible for the above conclusions. Our 

current research is reexamining the problem of 

password selection and memorability through the 

exploration of password selection mechanisms with 

novel interface designs. The goal of this research is 

develop both principles and designs that help users to 

choose passwords that are both memorable and secure. 
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Introduction 

Conventional wisdom seems to have concluded that 

traditional passwords are inherently insecure. This 

argument has been adopted by major organizations 

such as Microsoft [8] and RSA Security [11], and is 

reflected in much of the literature. The argument is 

usually that users choose bad passwords and cannot be 

expected to remember strong passwords. 

We feel that these conclusions are premature and that 

this argument is flawed. At present most password 

selection mechanisms (PSMs) are not designed 

according to basic HCI principles and we believe that 

this is highly responsible for the above conclusions. Our 

current research is reexamining the problem of 

password selection and memorability through the 

exploration of PSMs with novel interface designs. 

Current Password Selection Mechanisms 

The current de facto standard PSM is similar to that 

depicted in figure 1. The user enters their old 

password, the new password, and the new password 

again to confirm they have not made a typo and then 

clicks the Change Password button. On many systems 

that is all there is to it.  

 

figure 1. A typical password selection mechanism. 

Some systems additionally enforce minimum 

complexity requirements. On these systems the user’s 

password must meet these requirements to be 

accepted, and if it does not the user will be presented 

with an error message upon clicking the Change 

Password button. A typical error message may read 

something like “The password supplied does not meet 

the minimum complexity requirements.” 

Usually there is not a Help button, but when there is it 

typically offers the user some generic suggestions such 

as those shown in figure 2. 

 

figure 2. A typical password selection help message. 

Analysis of Current Selection Mechanisms 

PSMs such as those shown above are incredibly 

common, and yet they violate basic tenets of human 

computer interaction (HCI) and well-known design 

principles. The purpose of the PSM is to allow the user 

to select a new password. It could be argued that it is 

designed well for this purpose since it is obvious where 

to enter the old password, the new password, and what 



  

button to select. However, as corporations and 

individuals have become more concerned about 

security the PSM has gained the additional purpose of 

ensuring that the user selects a secure password. 

Unfortunately, the standard PSM is not well suited to 

this task – a simple PSM offers no security context at 

all. To address this shortcoming password complexity 

constraints were added to the simple PSM model. But 

these merely create a security threshold – they do not 

help the user to choose a good password. In fact, 

passwords that fail to meet the threshold often result in 

a response such as “The password failed to meet 

complexity requirements,” which offers so little 

information that the user does not necessarily know 

how to proceed. This is a clear violation of the third 

golden rule of interface design – offer informative 

feedback [14]. 

The current design of PSMs does little to help the user 

choose a good password. At best the user can keep 

trying passwords until they find one that works, but has 

no sense of progress from one attempt to the next. The 

findings in [4] and [13] support the claim that current 

PSMs have failed to adequately incorporate usability 

principles into their design. 

Analysis of Users 

In general it is presumed that users choose bad 

passwords because they cannot remember good 

passwords. However, research has shown that users 

can remember good passwords when given suitable 

instruction on password construction [1,6,17]. Another 

common assumption is that users choose bad 

passwords because they do not care about security. But 

research indicates that this view is also false [1,4,15]. 

More generally, research has found that users do not 

have a good understanding of the difference between a 

strong password and a weak password [3,6]. Even 

when the user has rough guidelines to go by, such as 

“try to include symbols”, they tend to choose poor 

passwords such as “Juliet03” and “Justin!” [17]. There 

is evidence that even technically savvy users lack a 

clear sense of what makes for a strong password [7,9]. 

Merely assigning randomly generated passwords is not 

a viable solution. Various avenues of research indicate 

that users have trouble memorizing random 

data/passwords [3,5,17]. In these situations users 

often just write down the passwords, which arguably 

introduces even greater risks to privacy and security.  

The Need for Secure and Usable Passwords 

Passwords are the primary, and often only, 

authentication mechanism for many systems. While 

industry and academia are both hard at work on smart 

cards, biometrics, and other advanced authentication 

mechanisms, many of these technologies have yet to 

see widespread adoption. At the RSA 2005 conference 

when asked if this is the year businesses would move 

away from passwords Ron Rivest responded, 

“Passwords will be with us forever.” Also at the RSA 

conference, Amit Yoran stated, “We've got to make 

security simpler to use if it's going to be effective.” [12] 

Further, numerous researchers in this field have called 

for improvements in the PSM [3,17]. 

Improving Password Selection Mechanisms 

The usability problems plaguing current PSMs can be 

summarized as those that occur because the user does 

not know how to choose a good password, and those 

that occur because the user does not receive 



  

appropriate feedback while choosing a password. The 

former reflects the Gulf of Execution and the latter the 

Gulf of Evaluation [10]. 

Addressing the Gulf of Execution in PSMs 

To address the gulf of execution it is necessary to 

devise methods that help the user choose a good 

password. Most methods we are aware of are ambient 

– they rely on general user education or on a well 

drafted and communicated password policy. As 

indicated in [15], these are good approaches. But they 

also appear to apply most directly to well organized 

corporate environments and do little for less organized 

companies or the home user. 

When incorporating this into a PSM we can consider 

passive, static, and dynamic mechanisms. An example 

of a passive mechanism would be the Help button 

shown in figure 1. An example of a static mechanism 

would be to include advice directly on the PSM screen 

or to popup a dialog beforehand. A dynamic mechanism 

would be one that dynamically updated itself to offer 

advice on how to improve the current password. 

We believe that the dynamic approach would be the 

most effective, and this reflects the recommendations 

given in [3]. To demonstrate this it would be necessary 

to implement candidate PSMs and subject them to 

appropriate user testing. Such testing would have to 

explore not only the different approaches, but the 

content of the advice as well. 

Addressing the Gulf of Evaluation in PSMs 

To address the gulf of evaluation it is necessary to 

devise feedback mechanisms that help the user to 

understand the quality of their password. Most PSMs 

we are aware of just provide the user with an 

accepted/denied response. We are aware of only two 

PSMs that offer dynamic feedback, both by including a 

progress bar that dynamically adjusts to indicate 

password quality: PGPkeys [1] and Gmail [2]. 

When incorporating a feedback mechanism into a PSM 

there are three primary considerations. The first is 

when to provide the feedback – either upon password 

submission or dynamically as the password is being 

typed. The second is what manner of feedback to 

provide – possibilities include textual feedback, a 

progress bar, an avatar, etc. The final consideration is 

what algorithm to use to evaluate the password quality. 

We believe that the dynamic approach is better than 

waiting for password submission because the 

immediate feedback gives the user the ability to 

interactively improve their password quality. This 

coincides with research indicating that users are better 

able to remember complex passwords when they 

personally construct them [3,6,17]. 

It remains unclear which manner of feedback 

mechanism to recommend, as there is a rich field of 

possibilities. Likewise, it is unclear which algorithm is 

best for dynamically determining password quality. 

Most algorithms for proactive password checking in the 

literature focus on performing dictionary attacks [16]. 

The method suggested in [16] is intended to be more 

dynamic, but like the dictionary attacks it does not lend 

itself to this purpose because the result is boolean, 

whereas adequate feedback requires an algorithm that 

returns a qualitative result. See the next section for the 

details of the feedback mechanisms and algorithm we 

are currently employing. 



  

Current Research 

Our current research is focused on improving the gulf 

of evaluation in PSMs, as we see this as the most 

fruitful area for improvement. We are currently 

focusing on the different types of feedback 

mechanisms, though we had to develop a qualitative 

algorithm to support these efforts. 

Feedback Augmented PSMs 

We have developed four PSMs as Java applets. Each 

PSM has the same fields, buttons, and basic layout, 

with the Help button displaying the information from 

figure 2. The applet shown in figure 1 represents the 

standard PSM. Another follows the approach used by 

PGP and Google by providing a progress bar that 

dynamically reflects the quality of the password, with a 

textual indicator that is updated at set thresholds. The 

third includes the same textual indicator along with a 

simple avatar that progresses from sad to happy as the 

quality of the password improves – depicted in figure 3. 

The fourth makes use of fear appeals as described in 

[15] by giving an estimate of how long it would take an 

adversary to break the current password, although the 

estimates only change at the same threshold as the 

text indicators in the previous two applets1. 

 

figure 3. Avatar feedback password selection mechanism. 

                                                 

1 These applets are available online at http://tinyurl.com/bkfbq.  

Qualitative Feedback Algorithm 

The algorithm we have employed builds on the 

observations made in [6,9,17]. In particular, that 

password length and the amount of entropy are the key 

factors determining password strength. The algorithm 

we have employed scores each character of the 

password as worth a certain number of points. The 

number of points a character is worth depends on the 

size of the character set a password-cracking program 

would have to use to brute-force the password. For 

instance, for a password composed of lowercase letters 

each letter is worth only twenty-six points, but for a 

password composed of uppercase and lowercase letters 

each letter is worth fifty-two points. We divided the 

keyboard characters into a series of character classes, 

and including a character from a given class ups the 

number of points each character in the password is 

worth by the size of the newly included character class. 

This algorithm has obvious room for improvement, and 

we hope that further research will result in more 

refined and accurate feedback. 

Experiment Design 

We have incorporated the PSM applets into a homework 

submission system that is currently in use by two 

classes, giving us a population of roughly eighty users. 

The users must choose a password on account creation, 

and will have to reset their password three times over 

the course of the semester. 

We will be randomly dividing the user population into 

two groups, A and B. The members of group A will be 

assigned a PSM at account creation and will 

consistently see the same PSM throughout the 

semester. The members of group B will be assigned a 

different PSM at each prescribed password change. The 



  

applets will be randomly assigned such that roughly 

one-forth of the users in group A will use each applet, 

and so that all of the users in group B will see all of the 

applets but in different orderings. 

The system will also keep track of whether the user 

clicked the Help button on each password change, the 

number of valid and invalid login attempts, and the 

number of times the user clicks the Forgot Password 

mechanism included in the system. 

At the end of the semester we will debrief the students 

on the study and allow them to opt-in or opt-out at 

their discretion. Our hope is that enough students will 

opt-in that we will be able to perform a within-subjects 

analysis for group A and a between-subjects analysis 

for group B. Students that opt-out will have their 

records destroyed without examination. Students that 

opt-in will have the quality of their passwords analyzed.  
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