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ABSTRACT

Conventional wisdom seems to have concluded tlzalitional

passwords are inherently insecure. We feel thaetlvenclusions
are premature. Our current research is reexamthgroblem of
password selection and memorability through thdagagon of

password selection mechanisms with novel interfdesigns.
During the spring of 2006 we did work that was pshed as a
CHI2006 work-in-progress paper summarizing theiahistudy.

This poster is intended to extend upon that byh&rrtlefining the
methodology of that work, presenting preliminarysuks

motivating further study, and by soliciting pangiation in the
next phase of the study. The goal of this researctevelop both
principles and designs that help users to choosewmads that
are secure and memorable.

1. INTRODUCTION

Conventional wisdom seems to have concluded tlzalitional
passwords are inherently insecure. This argumerst been
adopted by major organizations such as Microsdftaidd RSA
Security [4], and is reflected in much of the liemre. The
argument is usually that users choose bad passvamidi€annot
be expected to remember strong passwords.

We feel that these conclusions are premature amadl tihis
argument is flawed. At present most password delect
mechanisms (PSMs) are not designed according tic b&SI
principles and we believe that this is highly rasgble for the
above conclusions. Our current research is reexagqithe
problem of password selection and memorability dlto the
exploration of PSMs with novel interface designs.

1.1 Analysisof Current Selection Mechanisms

PSMs such as the applet depicted in Figure 1 areedibly

common, and yet they violate basic tenets of hue@mputer
interaction (HCI) and well-known design principl&he purpose
of the PSM is to allow the user to select a nevewasd. It could
be argued that it is designed well for this purpssee it is
obvious where to enter the old password, the nessward, and
what button to select. However, as corporations iadd/iduals
have become more concerned about security the R8Mjdined
the additional purpose of ensuring that the uskrcteasecure
password.

Unfortunately, the standard PSM is not well sutiedhis task — a
simple PSM offers no security context at all. Tad@ss this
shortcoming, password complexity constraints welged to the
simple PSM model. But these merely create a sgdimieshold —
they do not help the user to choose a good passviorthct,

passwords that fail to meet the threshold oftenltés a response
such as “The password failed to meet complexityiregnents,”
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which offers so little information that the useredmot necessarily
know how to proceed. This is a clear violation fé third golden
rule of interface design effer informative feedbadi6].

The current design of PSMs does little to helpuker choose a
good password. At best the user can keep tryingwasls until

they find one that works, but has no sense of gsxfrom one
attempt to the next. The findings in [1] and [Spport the claim

that current PSMs have failed to adequately inc@fgousability

principles into their design.

2. METHODOLOGY

During the spring of 2006 we did work that was pali#d as a
CHI2006 work-in-progress paper summarizing theighistudy.
Here we present the methodology in much more d#tait was
included in the CHI paper.

We designed four PSMs to evaluate different useerface
approaches. Each was implemented as a Java apglsubject to
internal review and refinement. We then implementie
Dropbox-Online  homework submission system, whichswa
designed to be a simple but usable homework sulmisystem
which incorporated the applets when prompting ustns
password changes.

21 Applets

Each of the applets presents a different user fagernotion,
though we attempted to keep them as similar asiljedsesides
the method of interface. When the user is selecéngew
password each applet is driven by the same Pass@uasadity
Score algorithm and the interface elements aretaddaccording
to the same threshold levels. In addition to sutimgjtthe chosen
password and the PQS, each applet also keepsdfaskether
the user clicked the Help button.

Old Password: ’ \
New Password: | |
Confirm New Password: { |

Change Password | }

Figure 1. Control applet.

The control applet is depicted in Figure 1 and ea€hthe
experimental applets are depicted in Figure 2. Costrol applet
is intended to represent the typical situationuatent, which is to
offer no feedback at all on the password quality.
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Smiley applet
Old Password: |
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Your new password can be broken in less than a day!

i Change Password || Help |

Warning applet
Figure 2. Experiment applets.

The Progress barapplet offers feedback through progress bar,

which reflects an approach seen in some existinfjware
packages and is tempting because it relies on wddgailable in
many GUI frameworks. Th&miley appletis perhaps the most
novel of the interfaces, expressing password qult varying
the perceived happiness of the avatar. T™arning applet
attempts to motivate the user through fear by ssiggghow long
it would take an attacker to crack the password.

2.2 Dropbox-Online

The Dropbox-Online system was then used for homlewor

submission by two CC&IS classes at NEU. The stuglemire not
told that a study was under way due to fear thagkivowledge of
a study focused on password quality would skewrésailts. At

the end of the semester we took a few minutes bone of the

final class periods to explain the study and itsppee to the
students and solicit their permission to use thagsword data in
the study. We offered two levels of participatiotiey could

choose to participate by granting us access ontlgeiv Password
Quality Score (PQS) data or they could grant ugsedo all of
their password data.

The Dropbox-Online system also tracked how ofterersis
experienced erroneous logins and how many timels eser had
to reset their password during the course of tieeseer. It stored
passwords using MySQL'’s password hash function lé@in
purposes and using 4096-bit RSA encryption to enphksword
recovery in those cases that consent was recelVedpublic key
was stored off-site, and the password data ofa@itparticipants
was deleted without examination.

2.3 Participation

This was designed as a between-subjects study.eBatthe two
classes there were 67 students. The applets wetebdted
evenly over the classes and assigned to individaglandom.
Throughout the semester there were three mandatsgword
changes, though some students performed additionahges
either of their own volition or because of a fotgatpassword.

Of the 67 students, 39 consented to be includettiénstudy by
granting access to at least their PQS data. Ofetlwedy 15

granted us access to their full password data. Jiggests that
the two-tiered approach may be appropriate forehsarts of
studies where it is hard to know ahead of time hmany

participants will consent due to the sensitive reabf the data.

3. PRELIMINARY RESULTS

Results were not ready by the poster abstract meadiut those
resulting from our preliminary analysis would belirded in the
SOUPS poster.

4. FUTURE WORK

We are currently working to set up a larger stuglyirivolving
students and faculty from other universities. Quenmt is to open
up the Dropbox-Online homework submission systenuie by
anybody willing to allow us to compile and examthe password
quality data gathered through their usage of tretesy. Those
interested will use the system throughout the cgrféti semester
and then solicit consent from subjects at the drileosemester in
a similar manner to the preliminary study. We woulten
correlate results across all consenting subjects.

The Dropbox-Online homework submission system inenat
https://www.dropbox-online.conDemo accounts are available on
request for anybody interested. The four appletsaamilable for
examination online at:

http://www.embracetherandom.com/changePassworddy5tu

This site is also intended to serve as a focal tpioin research
done by ourselves and others into how user interfdesign
affects password quality. If you are doing resedrchhis field
and would like it linked to from here, please Istkinow.

For more information please feel free to contact us
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