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Privacy Policies
• Inform consumers about privacy practices

• Consumers can decide whether practices are 
acceptable, when to opt-out

• Most policies require college-level skills to understand, 
long, change without notice

• Few people read privacy policies

• Existing privacy policies are not an effective way to 
inform consumers or give them privacy controls
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Privacy Policies Format Study
• Participants answered reading-comprehension and opinion 

questions about privacy policies in various formats

• Accurate answers to questions where they could find the answer 
by scanning or key-words

• Does Acme use cookies? (98%) 

• People had trouble with more reading comprehension

• Does this policy allow Acme to put you on an email marketing list? (71%)

• Does this policy allow Acme to share your email address with a marketing 
company that might put you on their email marketing list? (52%)

• Even well-written policies are not well-liked and difficult to use

• Layered notices didn’t appear to help much
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Can more-intentionally designed, standardized, privacy policy formats benefit consumers?Can more intentionally designed, 
standardized privacy policy 
formats benefit consumers?
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Can more intentionally designed, 
standardized privacy policy 
formats benefit consumers?

• Ease of understanding
• Speed of information-finding  
• Ability to make comparisons
• Consumer opinion



Full Policy Text
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Layered Policy
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Laboratory Study

• 24 participants

• within subjects design 
to compare label and 
text policies

• 8 tasks, measured 
time and accuracy

• 6 opinion questions

Iterative Design Approach
5 focus groups 

• 7-11 participants each

• explored attitudes 
towards privacy 
policies

• tested understanding 
of labels and symbols



Design Evolution

##

Final Proposed Design

Design Evolution

Acme Privacy Policy

Patrick Gage Kelley, Joanna Bresee, Lorrie Faith Cranor, and 
Robert W. Reeder. A "Nutrition Label" for Privacy. SOUPS 2009.



Standardized Label
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Removes wiggle room 
and complicated 
terminology by using 
four standard symbols
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Allows for quick high-
level visual feedback by 
looking at the overall 
intensity of the page
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Allows for information to 
be found in the same 
place every time



Standardized Short Label
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Labels Compared
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Short Standardized Text



19

Legend & Definitions



Five Formats Compared
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Amazon’s Mechanical Turk

• 764 participants

• between subjects design

• average time to complete ~15 minutes

User Testing



Study Questions
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• Demographics

• Internet and Privacy

• Simple Tasks
• Can be answered from single row or column

• Complex Tasks
• Interaction between rows and columns

• Single Policy Likeability

• Comparison Tasks

• Policy Comparison Likeability
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Overall Accuracy Results
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Enjoyability - Single Policy
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Enjoyability - Comparisons
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Participant Comments

• !e full policy text described as:

• “torture to read and understand” 

• likened them to “Japanese Stereo Instructions” 

• !e standardized-format were more complimentary: 

• “!is layout for privacy policies is MUCH more 
consumer friendly. I hope this becomes the 
industry standard”
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Standardized formats 
outperformed text and 
layered formats
Benefits of standardized approach:

• Structured information presentation

• Clear labeling of information that is not used 
or collected

• Standardized terminology to minimize length 
and increase the clarity of the text

• Definitions of standardized terms 
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Please keep in mind that any opt-out choices you make will 
not apply in situations where (a) you either have made, 
simultaneously make, or later make a specific request for 
information from a member of !e Bell Group, (b) !e Bell 
Group uses your personal information for either 
“Operational Uses” or “Fulfillment Uses” (as described 
above in A3), (c) you either have engaged, simultaneously 
engage, or later engage in either Non-Registered 
Transactions or Sponsored Activities (as described above in 
A3), or (d) !e Bell Group shares your personal information 
under the provisions of A3 above with respect to 
“Companies !at Facilitate Communications and 
Transactions With You,” “Companies !at You Previously 
Authorized to Obtain Your Information,” “Purchase or Sale 
of Businesses,” or “Disclosures to Comply with Laws and 
Disclosures to Help Protect the Security and Safety of Our 
Web Sites, !e Bell Group and Others.” Also, any opt-out 
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Minor differences between 
standardized formats

Standardized table presents holistic view of policy

Short table takes up less space but sometimes makes 
comparison tasks and tasks about data not collected 
more difficult

Text doesn’t scale well for complex policies, people 
more likely to miss text in the middle of paragraphs
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Layered policy did not 
perform well

Layered performed similarly to full policy

Some information was not in layered policy yet few 
people clicked through to full policy to look for it

Layered not standardized enough – many differences 
between companies
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Can more intentionally designed, 
standardized privacy policy 
formats benefit consumers? Yes.

• Ease of understanding
• Speed of information-finding  
• Ability to make comparisons
• Consumer opinion



Ongoing Work

• Integration into http://privacyfinder.org/

• Make the label interactive

• Real-world field studies

• Test with a major search engine?
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http://privacyfinder.org/


Try it yourself

• http://privacyfinder.org

• http://cups.cs.cmu.edu/privacylabel
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