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Overview

Every day, new smart devices, sensors, smart systems, home automation, and data collection
systems are released onto the market and deployed. We refer to these Internet of Things (loT)
connected devices, services, and so on as loT resources.

Today, loT resources are being deployed in the spaces we frequent - often without our
knowledge or consent. New regulatory regimes (such as GDPR in Europe) mandate that data \
collectors must provide users with the ability to consent to the data collection practices, and |NFRASTRUCTURE
must notify users about many specifics.

The Internet of Things Privacy Infrastructure™ has been deployed on two university campuses: v
Carnegie Mellon University, and University of California, Irvine.

We are developing and piloting an Internet of Things Privacy Infrastructure, capable of:

1. Notifying people about the existence of loT resources in their 3. Providing ways for loT resource owners, operators, and
vicinity, describing their data practices in a simple and administrators to provide access to settings and facilities, helping
understandable privacy notice. their data collection practices and loT resources to maintain

2. Providing control options for people to change how they engage compliance with the law.

with the loT resources around them.

Read our recent article, "Personalized Privacy Assistants for the Internet of Things” In
|[EEE Pervasive Computing: Special Issue - Securing the loT, April 2018

We are looking for more institutions who would like to have our infrastructure deployed at their location.
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* Patent Pending. This work is funded in part by the Defense Advanced Research Projects Agency Brandeis Privacy Initiative (Grant FA8750-15-2-0277) and the National Science Foundation (Grant SBE-1513957).
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