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Today’s class


•  Types of privacy tools

•  Opt-out tools

•  Anonymity tools

•  Discussion
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Privacy space framework

Category
 Description
 Examples

Awareness
 Informative
 Display information about 

trackers on current webpage, 
whether location is being sent


Detection
 Actively look for 
problems


Find trackers on current 
webpage


Prevention
 Used as a 
precaution


Encryption tools, anonymity 
tools


Response
 Taking action after a 
problem is detected


Tracking blocker


Recovery
 Help you get back 
to normal


Patching bugs


Benjamin Brunk. A user-centric privacy space framework. In Cranor and 
Gafinkel, eds. Security and Usability. O’Reilly 2005. p. 401-420.
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Privacy Enhancing Technologies


h"p://www.mobilecloak.com/	

h"p://tor.eff.org/	
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09/14/2007 08:33 AMThe Delaware Lottery | Face of Anonymity

Page 1 of 2http://lottery.state.de.us/foa2007.asp#

When you win with the Delaware Lottery, privacy is our policy. We’ll never release your name for

promotional purposes - unless you tell us otherwise. Which means you can keep your good fortune as

quiet as you want. So play Delaware Lottery Games. Because when

you win big in our state, we won't say a word.

Click Here To Download Our "Guide To Winning Kit."

Kit includes: Guide To Winning Brochure, Mask Print Out, and

Drawing Schedule

Back to Top

Home | Contact Us | Directions | Site Map | Privacy Policy | Delaware State Government

  Tell a Friend  Sign up for Winning Number e-mails  Play Responsibly

Wayne Lemons,

Delaware Lottery Director

Delaware Lottery Office

McKee Business Park

1575 McKee Road, Suite 102

Dover, DE 19904

Phone: 302-739-5291

Fax: 302-739-6706

Play Responsibly — If you or someone you know has a gambling

problem, call the Delaware Gambling Helpline — 1-888-850-8888.

It's the Law — You must be 18 years of age or older to purchase

Delaware Lottery tickets.

Designed to comply with the accessibility guidelines developed

through the WAI and the Web Presentation Guidelines for State of

Delaware Agencies.

search delottery.com
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Types of privacy tools

•  Cookie/tracker blockers


•  Opt-out, do not track


•  Tracking awareness


•  Encryption

–  Email, chat, web traffic, VPN, 

files, file system, disk


•  Cleaners/wipers

–  Delete/don’t store browser 

history, delete files


•  Anonymity

–  Web traffic, email, bulletin 

boards, surveys, voting


•  Obfuscation

–  Add noise to web browsing, 

searches, databases


•  Physical

–  Walls, curtains, blinds, laptop 

privacy screens, shredders


•  Others?
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Where can privacy tools be 
implemented?

•  Built into browsers


•  Browser pluggins


•  Mobile apps


•  Standalone user tool


•  Web-based


•  Server-side tool


•  Built into operating systems


•  On the network (routers, firewalls, etc.)
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Challenges


•  Conveying the purpose of the tool

–  In what way does this tool protect privacy?


•  Conveying current privacy state

–  Is tool currently on and working? Have trackers been detected? 


•  Configuration

–  Provide meaningful and flexible options users can understand and 

configure to match their preferences and meet their needs, don’t 
overwhelm users with too many options they can’t understand, 
make options easy to find and access


•  Avoiding errors, failing safe

–  Will users believe they are protected when they are not?
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Why Johnny Can’t Opt Out


•  August 2011 lab study


•  45 participants, each evaluated 1 of 9 tools

–  Screened for non-technical, no knowledge about privacy tools but 

interested in testing them


•  Protocol

–  Task 1: Learn about and install the tool

–  Task 2: Change tool settings

–  Task 3: Browsing scenario

–  Exit questionnaire


Why Johnny Can’t Opt Out: A Usability Evaluation of Tools to Limit Online Behavioral 
Advertising. Pedro G. Leon, Blase Ur, Rebecca Balebako, Lorrie Faith Cranor, Richard Shay, 
and Yang Wang"
CHI 2012 
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Online behavioral advertising (OBA)
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Later that day…

On	www.reference.com:	
	

On	www.cnn.com:	is	it	OBA?	

On	www.ny>mes.com	
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OBA choice mechanisms
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Three types of tools tested
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Tools to provide notice & choice


•  Support from industry, FTC, White House

•  Do the tools work?


– Does technology do what it is supposed to do?

– Do companies respect user choices?


•  Can consumers use them?

– Do users understand tracking?

– Do users understand what tools do?

– Can users make tools do what they want?
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Major problems with all tools


•  Communication problems and confusing 
interfaces


•  Inappropriate defaults

•  Users can’t distinguish between trackers

•  Need for feedback

•  Users want protections that don’t break 

websites
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DAA website
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Opting out can be challenging
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Ghostery configuration interface
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IE settings use jargon


Blocks third-party cookies that do 
not have a compact privacy policy 

Restricts first-party cookies 
that save information that can 
be used to contact you without 
your implicit consent 
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IE tracking protection list
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Takeaways


•  Problematic defaults

•  Poorly designed interfaces and jargon 

•  Feedback

•  Misconceptions about opt-out tools

•  Users unable to make meaningful decisions 

on a per-company basis
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Some recent improvements/changes


•  Many changes to UIs of pluggin tools

•  Microsoft removed some privacy features 

from Edge

•  Do Not Track standard continues to be a 

work in progress

•  DAA website hasn’t changed much
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The Anonymizer


•  Acts as a proxy for users


•  Hides information from end servers


•  Sees all web traffic


•  Adds ads to pages (free service; subscription 
service also available)


•  http://www.anonymizer.com


Anonymizer	

Request Request 

Reply Reply 

Client Server 
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Mixes [Chaum81]


B, kA C kB 

Sender routes message randomly through network  
of “Mixes”, using layered public-key encryption. 

Mix	A	

dest,msg kC 

C kB dest,msg kC 

dest,msg kC 

Sender Destination 

msg 
Mix	C	

kX  = encrypted with public key of Mix X 

Mix	B	
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Privacy tool discussion


•  What are your favorite privacy tools?

•  What functions do they perform?

•  What makes them usable?



