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Today’s class


•  Present Quantified Toilet privacy notices

•  Evaluating notice and choice
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Progress report presentations


Monday


•  Opt-out


•  Vitruvians


•  Duo Facto


Wednesday


•  Aactivists


•  Password Protectors


•  The Forgotten
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Evaluating notice and choice
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By what criteria should we measure 
effectiveness?


Notice the notice? 

Stop and read? 

Understand? 

Useful information? 

Behavior change? 
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How can we conduct studies to 
measure notice effectiveness?

•  Compare notice versions and no notice

•  Ask comprehension and/or policy 

comparison questions

•  Place notice in context of decision-making 

task

•  Use deception so participants don’t realize 

study is about notices or privacy
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What should we measure?


•  How much time do they spend with notice?

–  More time could mean they find notice engaging, or 

hard to understand


•  Time and accuracy to answer comprehension 
questions?


•  Time and accuracy to compare policies?


•  Do they report that this is information they want to 
know?


•  Does information impact decisions or behavior?
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Human-in-the-loop framework

Human	Receiver	

Inten/ons	

Motivation 

Attitudes  
and Beliefs 

Personal		
Variables	

Knowledge & 
Experience 

Demographics 
and Personal  

Characteristics 

Capabili/es	

Communica/on	

Behavior	

Communica/on		
Impediments	

Interference 

Environmental 
Stimuli 

Co
m
m
un

ic
a/

on
	

Pr
oc
es
si
ng
	 Comprehension 

Knowledge 
Acquisition 

Ap
pl
ic
a/

on
	 Knowledge 

Retention 

Knowledge 
Transfer 

Co
m
m
un

ic
a/

on
	

De
liv
er
y	

Attention 
Switch 

Attention 
Maintenance 

Comprehension 



9


Privacy notice evaluation studies


•  App notice timing

•  Privacy “Nutrition Labels”

•  AdChoices icon and taglines

•  NTIA app transparency terms

•  Privacy meters in search results

•  App “Privacy Facts”


Behavior!

Comprehension!

Attention!
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App notice timing


Does the timing of an app privacy notice 
impact the likelihood that people will 
notice, read, and remember it?
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When are app privacy notices most 
effective?

•  In the app store?


•  After users download app?


•  After users start using app?




R. Balebako, F. Schaub, I. Adjerid, A. Acquisti, L. Cranor. The Impact of Timing on 
the Salience of Smartphone App Privacy Notices. SPSM 2015. 
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Web survey and field experiment


•  277 survey participants 

– played virtual app online

– asked to recall privacy notice  minutes later


•  126 field experiment participants 

– downloaded and played app

– asked to recall privacy notice the next day
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App quiz on American inventors
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Notice based on NTIA prototype
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Participants remembered notices shown 
during app use

•  Notice shown in app store 

was not significantly different 
than no notice


•  Notice shown in app use 
had better recall than shown 
in app store


•  Need to place notices where 
they will be noticed and read


•  User studies can inform 
design
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Privacy  
“Nutrition Labels”


What notice design is most effective?

Can people use privacy nutrition labels to find 
information and compare policies quickly and 
accurately?
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Iterative design process


•  Focus groups

•  Lab studies

•  Online studies





http://cups.cs.cmu.edu/privacyLabel


P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. Standardizing Privacy Notices: 
An Online Study of the Nutrition Label Approach. CHI2010.  
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Long and short versions
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Short Standardized Text
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Online study


•  763 participants, recruited through Amazon’s 
Mechanical Turk


•  Between subjects design

–  Standardized label

–  Standardized short label

–  Standardized short text

–  Full text

–  Layered text


•  Measured time, accuracy, and enjoyability on 
information finding and comparison tasks




21


Effectiveness of AdChoices icon 
and taglines


Do people know what the icon/tagline mean?

Do people know what would happen if they 
clicked on the icon?
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AdChoices icon study


•  1,505 participants 

•  Recruited through Amazon Mechanical Turk 

•  Between subjects online survey


What Do Online Behavioral Advertising Disclosures Communicate to Users? P. 
Leon, J. Cranshaw, L. Cranor, J. Graves, M. Hastak, B. Ur, G. Xu. WPES 2012 
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Varied icon and taglines


•  Why did I get this ad?


•  Interest based ads


•  AdChoices


•  Sponsor ads


•  Learn about your ad 
choices


•  Configure ad preferences


•  ‘No tagline’
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What people think happens if they click


56% More ads will pop up 

45% Will take you to a page where you can 
buy advertisements on this website 

27% Will take you to a page where you can 
opt out of tailored ads 

AdChoices	

% who agreed with each statement; some participants agreed with multiple statements 
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What people think happens if they click


56% More ads will pop up 

45% Will take you to a page where you can 
buy advertisements on this website 

27% Will take you to a page where you can 
opt out of tailored ads 

AdChoices	
Configure Ad Preferences 

42% 

15% 

50% 

% who agreed with each statement; some participants agreed with multiple statements 
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NTIA app transparency 
terminology


Can people match terminology in 
guidelines to types of data and recipients 
described by apps?




28


NTIA Code of conduct for app 
transparency

•  Developed through #

one-year multistakeholder #
process


•  Goal: Short-form #
standarized privacy #
notice for apps


•  Notice includes

–  7 data types

–  8 third-party entities


•  User testing not part of the process




29


Data Types

•  Biometrics (information about your body, including fingerprints, facial 

recognition, signatures and/or voice print.) 

•  Browser History and Phone or Text Log (A list of websites visited, or the 

calls or texts made or received.) 

•  Contacts (including list of contacts, social networking connections or 

their phone numbers, postal, email and text addresses.) 

•  Financial Information (Includes credit, bank and consumer-specific 

financial information such as transaction data.) 

•  Health, Medical or Therapy Information (including health claims and 

information used to measure health or wellness.) 

•  Location (precise past or current location and history of where a user 

has gone.) 

•  User Files (files stored on the device that contain your content, such as 

calendar, photos, text, or video.) 
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Data Types

•  Biometrics (information about your body, including fingerprints, facial 

recognition, signatures and/or voice print.) 


Is your inseam a biometric? 
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Carnegie Mellon study


•  Quick study to inform NTIA MSHP


•  791 participants recruited online (cost $913.35)


•  4 experts from NTIA MSHP


•  10 app scenarios


•  Users read each scenario and tried to determine 
which data types and entities were described


•  2 conditions – with and without parentheticals

R. Balebako, R. Shay, L. Cranor. Is Your Inseam a Biometric? A Case Study on 
the Role of Usability Studies in Developing Public Policy. USEC 2014.  
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Scenario example
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Results


•  All 4 experts agreed less than half the time

–  So unclear which answers are correct


•  High agreement (>60% agreement) among online 
participants occurred less than half the time


•  Parentheticals helped some, but some definitions 
were confusing


•  Little evidence that these categories and 
definitions are well understood by users or experts
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Effectiveness of privacy meters in 
search results


Do meters change purchase 
behavior?
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How do we test whether privacy 
meters change behavior?


Hypothetical task 

•  Search for product


•  Which site would you 
buy from?




Real task 

•  Search for product


•  Make purchase with 
your credit card


Hypothetical 
 

No real privacy tradeoff 

Expensive 
 

Difficult to control 
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First purchasing study had 
significant limitations

•  Participants were all students

•  Reimbursement did not incentivize saving

•  Price/privacy tradeoff not obvious

•  Maybe people just like pretty indicators

•  Privacy-sensitive item not sensitive enough
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So we tried again


•  72 Pittsburgh residents

•  Price/privacy tradeoff

•  Fixed payment, keep the change

•  New icons, new products, new conditions


J. Tsai, S. Egelman, L. Cranor, A. Acquisti. The Effect of Online Privacy 
Information on Purchasing Behavior: An Experimental Study. ISR 2011.  
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User Study Items

1 2 3 4

Bomb-Making
Bullets

Bulletproof jacket
STD Medication

Porn DVD
HIV test
Sex toys

Bottle of Peroxide
Cigarettes

Hunting Knife
Adult Diapers

Fertilizer
Book - Bankruptcy

Pregnancy Test
Book - Depression

Lubricant
Condoms
Lingerie
Laptop 

Shoes
Flowers

Office Supplies
Textbooks

Would Not 
Purchase 

Purchase, 
No Concerns 

Purchase, 
Very Concerned 

Purchase, 
Somewhat Concerned 
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Merchant selection


•  Selected 10 merchants for each product


•  No well-known merchants


•  Controlled first four search results: #
more expensive à better privacy


Merchant Privacy 
score 

Price w/ 
shipping 

ccvsoftware.com ? $14.45 
discountofficeitems.zoovy.com 0/4 $14.60 
instawares.com 2/4 $14.80 
officequarters.com 4/4 $15.14 

$.69 privacy 
premium 
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Privacy information condition
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Irrelevant information condition
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No information condition
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Privacy icons influenced purchases


•  No privacy info: most people purchased 
where price was lowest


•  With privacy info: more people purchased 
from expensive sites with better privacy


•  No clear difference between products

– Because we didn’t control privacy premium?
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Follow-up study to control privacy 
premium

•  Needed cooperation of vendors


•  Contacted 46 battery and sex toy vendors


•  Convinced 8 to adjust prices for our study

–  Asked one to lower prices and promised to pay the 

difference

–  Sent $140 check to The Dirty Bunny for “research 

project assistance”




48


Sure enough…


Privacy-sensitive nature of product impacts 
willingness to pay a premium for privacy


S. Egelman, J. Tsai, L. Cranor, A. Acquisti. Timing is Everything? The Effects of 
Timing and Placement of Online Privacy Indicators. CHI 2009. 
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App “Privacy Facts”


Do people notice Privacy Facts in app store?

Do privacy facts influence choices about 
which apps to download?
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Android Privacy Facts


•  Task: select apps for friend with 
smartphone 

–  Choose from 2 similar apps w/ 

different permission requests 


•  Participants who saw Privacy 
Facts more likely to select apps 
with fewer permissions

–  Brand and rating reduce effect


P.G. Kelley, L.F. Cranor, and N. Sadeh. Privacy as part of the app decision-making 
process. CHI 2013. 
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ftc.gov/testingdislosures 

Important to test, even on low budget 
Test comprehension in context 
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How would you evaluate your 
Quantified Toilet notice and choice 
designs?



