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Today’s class

* \What does privacy mean to you?

* Privacy goals
* \WWhy is privacy hard to measure?
* How privacy Is protected

* Privacy notice and choice (intro)

 Homework presentations




What does privacy mean to you?

http://cups.cs.cmu.edu/
privacyillustrated/




When T wart privacy T hide onder my covers.
[T hide from my suster.
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Already have an account?

amazonmechanical turk o Sign in 25 & Worker | Requester
" Qualifications

al Artif | Your Account '| HITs

Artificial Artificial Intelligence

Introduction | Dashboard | Status | Account Settings

Mechanical Turk is a marketplace for work.
We give businesses and developers access to an on-demand, scalable workforce.
Workers select from thousands of tasks and work whenever it's convenient.

376,614 HITs available. View them now.

Make Money Get Results
by working on HITs from Mechanical Turk Workers

Ask workers to complete HITs - Human Intelligence Tasks - and

HITs - Human Intelligence Tasks - are individual tasks that { .
get results using Mechanical Turk. Get Started.

you work on. Find HITs now.

As a Mechanical Turk Worker you: As a Mechanical Turk Requester you:

e Have access to a global, on-demand, 24 x 7 workforce
e Get thousands of HITs completed in minutes
e Pay only when you're satisfied with the results

e Can work from home
e Choose your own work hours
e Get paid for doing good work

Find an Work Earn Fund your Load your Get
interesting task money account tasks results

90 ©00

or learn more about being a Worker

FAQ | Contact Us | Careers at Mechanical Turk | Developers | Press | Policies | Blog
©2005-2014 Amazon.com, Inc. or its Affiliates An amazoncom. company
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Contribute | Privacy Illustrated

AlA|l 2| D a8 +icups.cs.cmu.edu* trated /?page_id =44

Contribute | Privacy lllustrated
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ABOUT US

CONTRIBUTE

What does privacy mean to you?
Contribute to the dialogue by submitting your own picture.

Please draw a picture
of what privacy
means to you and
then upload it below.
You can either draw
the picture on paper
and then take a pic-
ture of it to upload or
scan it for upload. Al-
ternatively, you can
draw it using a tablet or other electronic medium and then upload it.

s [

PRIVAGE |

- | PR | Vpc

BLOG IMAGES OF PRIVACY ¥

Q

RECENT POSTS

The making of Privacy lllustrated: Kids
with their drawings
January 14,2015

Privacy lllustrated in the Pittsburgh Post-
Gazette
January 12,2015

Join us for CMU Privacy Day on January
28
January 12,2015

Privacy lllustrated appears in new Deep
Lab book
December 23,2014

Privacy lllustrated Book Chapter
December 13,2014

| +










PEAR.. OISTERS HXVE SoMETHIN G, VALLARLE
Te PROTECT - THE PEIRL-.

THEN can Do S° BY SIMpLY ‘clocing ™E LN
F OoNLY SAFE&ULARIDSING THE DATA 1IN NY
LAPTEP WERE. THAT SIMPLE ]

Sharon Monica Rajkumar

11




o

s

12




/A

Mg UV

A

e

Pavaty / i ;,P AL

!
N
S
0
<
(2
-
—_
2
S
=

13










“ peiviey IS BEING
ABLE TO COVER YOURSELF

oR YoUR mne\s AS MUGH
a You wawT?

iS ©oBBY

m‘mpm
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Privacy means
having a safe
space knowing
that no one will
be able to see it
w/o my
permission.




PrIVACY
1S BEING
BY HYSELF.

the right to
be let alone

— Samuel D. Warren
& Louis D. Brandeis
The Right to Privacy

December, 1890




Privacy is the right to be by yourself. Privacy is isolation.

— Kevin, age 28
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Privacy is protection from
unwanted scrutiny or attention.
— |

—RMF, age 54
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Being safe in my room....
Curtains on my windows, a

lock on my door, and my
computer protected by a
firewall

— Mori, age 26
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My drawmg shows physical
and emotional privacy. The
blanket symbolizes a barrier
to openness.

— Kelly, age 36
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It is a women changing clothes. She is behind a privacy
screen so No one can see her changing. — Alessa, age 32
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Privacy means | can do things and not tface public ridicule
or judgment. Like taking a shower, who wants to have an
audience while taking a shower? — Chris, age 37 31
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This is me enjoying my
privacy. This is the only
time during the day, where
| am truly alone and
nothing bothers me. No
man, no children, no dogs.

— Cindy, age 54

| have four children, two of
which | share a bedroom with.
Privacy, to me, is to have a
space to yourself that no one
is allowed in to keep whatever
it is you want to keep for
yourself.

— Karin, age 26
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| feel privacy is

/T ]  behind this closed

door. No one can

@ hear you or see you

| and you can be

alone with your

thoughts.

— Tracy, age 34
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| believe a fence is a sign of
privacy. This picture shows
enough of my house to show
that | don’t mind some people
to see me, but | prefer a barrier
when it comes to some things.

— Shanna, age 32
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= A Privacy for me is like a place
' with a one-sided mirror. | can
see outside but no one can
see in unless | open the door.
Also an extra wall on the
outside just in case.

— Kim, age 21
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Unfortunately i think most of my life has

been digitized so true privacy would be me

alone in a faraday cage, maybe napping.

— Maddy, age 20
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It's a turtle huddled up inside its shell. — John
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Privacy to me is sealing my
box of data from web
applications and services
which try to collect it.

— Hana H., age 23
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Privacy means that the
thoughts in my brain are
locked away.

— Thomas, age 19

This is a metaphor for the
privacy of the thoughts in
my head, although they
radiate out you cannot get
into it while its still working.

— Kay, age 25
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Control

Privacy is the claim of individuals, groups or
institutions to determine for themselves
when, how, and to what extent information
about them is communicated to others.

— Alan Westin,
Privacy and Freedom, 1967
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It is the difference between
what the average person
wants other people to see,
and what they don't want
other people to se. Privacy
and personal protection
separates those two things.

- CJ, age 20

| can decide who I'd like to
share my privacy information!

—H, age 26
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Privacy is about control —
controlling what is shared
about your thoughts and
oreferences, the things that
make you you.

— KRB, age 39
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Sometimes the only way to have A curtain of rain
privacy is to just get up and leave. offers more

privacy than a
solid door.

— Aneta,
age 45
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Privacy means having
the ability to not be
'seen’ online, to not
be tracked or have all
of your information
remembered.... |
think the 'incognito
mode' on a browser
helps with privacy
because your history
or cookies aren't
tracked.

— George, age 18
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... having a conversation out in the open, however, their
language is being encrypted with binary code so other
people can't tell what they are speaking. — Shinobu, age 24 .




N devices that collect and

/ %% \ store information.
2]

—Sarah S., age 23
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able to get away from
unwanted eyes.

— NotAnArtist, age 19

To me privacy means being

53
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.... all the messages | see online every day that | feel invade
my privacy and that | wish | could prevent. — Tiggy, age 52 =6




#g i _5'_*7 )
el megta = Ko pritey My picture shows a

computer with someone
viewing social media sites.
They can’t see any private
information due to privacy
settings....

— Madeline 26 57
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| don't want my collected
data to know more about
me than | do.

Wﬁ%@ ﬁ')fb?@ — Michael Farb, age 42
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Privacy is a value that is very important to have in a
society to work and progress — Pedro Leon, age 35 62




You will never outgrow
your need for privacy!

— Gladys Lipton, age 91
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You have zero
privacy anyway.
Get over it.

— Scott McNealy,
CEOQO of Sun

S .
= /) Microsystems, 1999
i/

‘;‘y
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It's a box containing the answer to "What privacy means
to me." You researchers are measuring it and studying it,
but can't actually get the answer, because it's PRIVATE.
ha ha.... — Heather, age 44
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Hard to define

“Privacy Is a value so complex, so entangled
In competing and contradictory dimensions,
SO engorged with various and distinct
meanings, that | sometimes despair whether it
can be usefully addressed at all.”

Robert C. Post, Three Concepts of Privacy,
89 Geo. L.J. 2087 (2001).
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Limited access to self

“Being alone.”
- Shane (age 4)

“the right to be let alone”

- Samuel D. Warren and Louis D. Brandeis,
The Right to Privacy,
4 Harv. L. Rev. 193 (1890)

“our concern over
our accessibility to others: the
extent to which we are known

to others, the extent to which
others have physical access to
us, and the extent to which we
are the subject of others

attention.

- Ruth Gavison, “Privacy and the Limits of the

Law,” Yale Law Journal 89 (1980)
68




Control over information

“Privacy is the claim of individuals,
groups or institutions to determine for
themselves when, how, and to what
extent information about them is
communicated to others.”

“...each individual is continually
engaged in a personal adjustment
process in which he balances the desire
for privacy with the desire for disclosure
and communication....”

Alan Westin, Privacy and Freedom, 1967
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How does each goal relate to privacy?

| want to have...

Solitude, uninterrupted
Unseen, unheard, unread
Not talked about

Not judged

Not profiled, not targeted, not
treated differently than others

Not misjudged

Free to try, practice, make
mistakes, self-reflect

Not surprised (contextual
integrity)

Not accountable

| want to be....

Not required to reveal
Unknown

Forgotten

Intimacy

Control

Boundaries

|dentity

Security

Safety

Others?

70




Measuring privacy

* \Why is privacy hard to measure?

* Why are attitudes about privacy hard to
measure”?

* \Why is the cost of privacy invasion hard to
measure”?

71




How privacy Is protected

* Laws, self regulation, technology

— Notice and access

— Control over collection, use, deletion, sharing
— Collection limitation

— Use limitation

— Security and accountability

72




Privacy laws around the world

- Privacy laws and regulations vary widely

* US has mostly sector-specific laws, minimal protections, often referred
to as “patchwork quilt”
— No explicit constitutional right to privacy or general privacy law
— But some privacy rights inferred from constitution
— Narrow regulations for health, financial, education, videos, children, etc.
— Federal Trade Commission jurisdiction over fraud and deceptive practices
— Federal Communications Commission regulates telecommunications
— Some state and local laws

« European Data Protection Directive - EU countries must adopt similar
comprehensive laws, recognize privacy as fundamental human right

— Privacy commissions in each country

73




OECD fair information principles

« (Collection limitation

« Data quality

* Purpose specification
« Use limitation

« Security safeguards
« Openness
 |Individual participation
« Accountability

o http://www.privacyrights.org/ar/fairinfo.htm
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US government privacy reports

« U.S. FTC and White House |
reports released in 2012 N =, rrotectin
P § T

= f Rapid Change

 U.S. Department of T foeldchange

Commerce SUSNESES o
multi-stakeholder

process to develop i
enforceable | R e

codes of conduct

VACY
;R DATA PRY FIC REPORT f




Privacy self regulation




Notice and choice

Protect privacy by giving people control over their information

Choices about allowing their
Notice about data data to be collected and used
collection and use in that way

Yahoo! Privacy Policy
<[> (@] [a]A][B] [+ [®rhtp:y/infoyahoo.com/privacyMs/yahoo/details.html &3 ¢ | (Q- Google <> ][a][a]A [-od + |®!http:/ finfo.yahoo.com/privacy/us/yahoo/opt_out/targ ¢ (@~ Google

| Ad Interest Manager

+

| Yahoo! Privacy Policy |

Mail | My Y! | (& Yahoo!

Search Web

Make Y! home, help a school Mail | My Y! | {3} Yahoo! Hi, Lorrie » ' Sign Out | Help

Search YAHOOI!, PRIVACY

Hi, Lorrie + | Sign Out | Help

YAHOOI!, PRIVACY

Ad Interest Manager BETA
Yahoo! Privacy Policy > Yahoo! Privacy Policy > Ad Interest Manager

YAHOO! PRIVACY CENTER

Welcome to the Yahoo! Privacy Center— ake a look around. Ad-Supported Websites

You'll learn how Yahoo! treats your persc al information, along

with ways to control your preferences an settings. As always, 7 Yahoo! is an advertising supported
Yahoo! is committed to gaining your trus Q website. Most of the products and To make our ads more relevant and useful fa

Ad Interest Manager BETA

ou, we make educated guesses about your

services we offer are largely free of interests based on your activity on Yahoo!'s § and services. Some of the ads we show
charge to you because we display you reflect these interests. You can opt out of Rterest-based advertising altogether using the
advertising. Other websites also tools on this page. Learn more.

partner with Yahoo! to show ads on
their sites to support their offerings.

POLICY COVERS Highligh More Your Interest Categories 7]

WHAT THIS PRIVACY POLICY

WHAT THIS PRIVAQ

COVERS
Yahoo! takes your pi seriously. Please read
INFORMATION COLLECTION AND the following to learn More about our privacy What was Updated? Additional Choices We use information about many of the pages you haW@visited, ads you have seen and
UsE policy. clicked, and some of your searches on Yahoo! to creafe interest categories that help us
. The federal t and te dustry have developed -Based choose the kinds of ads you'll see. You can edit or de-select categories here or opt out of
D HE TN SHARING AND practicel oo oY — 1'4: Rel °,:m"?ufex ﬁ:::es with YYahoo! will apply your ad interest interest-based ads al(oggther. See All Standard Categorj
o @ protect your personal information P Y Po opt-out to certain other products we

‘Yahoo! more relevant, we employ interest-
sed ads. Manage your interest-based
-out of all categories,
d Intere anager.

offer. By opting out of receiving
interest-based ads, you will also be Interest Categories: ~ Set to:
opting out of both receiving interest-
based content and data collection
through partner sites for our

COOKIES

How Yahoo! Uses Your Personal Information
CONFIDENTIALITY A This policy covers how Yahoo! treats personal information that Yahoo!
collects and receives, including information related to your past use of
Yahoo! products and services. Personal information is information

Interest-based Ads:

Miscellaneous > Are currently on.

QUESTIONS Al —_—
about you that is personally identifiable like your name, address, email analytics products. Government and ON H OFF ‘ I
address, or phone number, and that is not otherwise publicly available Military = ‘ Opt Out.
- pt Ou
This privacy policy only applies to Yahoo! Other Inputs Save You must allow cookies from Yahoo! in order to

optout. To make your opt-out apply to every
computer you use you must be signed in to
Your Yahoo! account. Learn more.

This policy does not apply to the practices of companies that Yahoo!
does not own or control, or to people that Yahoo! does not employ or
manage. In addition, some companies that Yahoo! has acquired have

P_OKuPDVW)W0sKzML zXaks /SIG=11cmfq9fd/EXP=1318861679/*http%3A/ /pulse.yahoo.com/y"

Go to “htp:/ /us.Ird.yahoo.com/_ylt=AS




Nobody wants to read privacy policies

“the notice-and-choice
model, as implemented,
has led to long,
Incomprehensible privacy
policies that consumers
typically do not read, let
alone understand”

— Protecting Consumer Privacy in an

Era of Rapid Change. Preliminary FTC ——

Staff Report. December 2010.
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Cost of reading privacy policies

* What would happen if everyone read the privacy
policy for each site they visited once per year?

* Time = 244/hours year
« Cost = $3,534/year -

« National opportunity cost for D
time to read policies: $781 billion

A. McDonald and L. Cranor. The Cost of Reading Privacy Policies. I/S:
A Journal of Law and Policy for the Information Society. 2008 Privacy Year in

Review Issue. http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
79
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Towards a privacy
“nutrition label”

e Standardized format

— People learn where to find answers
— Facilitates policy comparisons

« Standardized language

— People learn terminology
* Birief

— People find info quickly
» Linked to extended view

— Get more details if needed

anic
HXG%QHBERO'S

Nutrition Facts
Serving Size 1-1/4 Cup (2 02/55g)
Servings Per Container About 12

Nutrition Facts

Serving Size 1 1/4 cup (55g)
Servings per Container 8

Amount per Serving
Calories 190 Calories from Fat 10
% Daily Value*
Total Fat 1g 2%

Saturated Fat 0g 0%

wen 12 Cp
VEALD

Fortfec
Amount Per Serving Corval  Sim Wik
Calories 220 260
Calories from Fat 25 25
% Daily Value**

Total Fat 2 59" 4. 4.
Saturated Fat 0.5g 2% 2%

= — Trans Fat 0g
c": S 'a‘ J?O e Cholesterol 0mg 0%
B o .
w_" :"; 9 e Sodium 115mg 5%
ks LB Total Carbohydrate 44q 15%
Potassium 180mg 5% 11%
Dietary Fiber 9g 36%
Total

Soluble Fiber less than 1g
Insoluble Fiber 89

Carbohydrate 429 14°. 16°%
Dietary Fiber 5g 20°. 20°%

Soluble Fiber 2g Sugars 99
Insoluble Fiber 3g Protein 6g 12%
5 Easseseounat sone opsen]

Sugars 11g
Protein 69

Vitamin A0% e Vitamin C 130%
Calcium 4% e Iron 30%
Thiamin 25% e Riboflavin 25%
Niacin 25% e Vitamin B6 25%
Folate 25% e Vitamin B1225%
Zinc 15%

* Percent Daily Values are based on a 2,000
calorie diet. Your daily values may be higher

Vitamin A ° o (8
Vitamin C 35% 35%
Calcium 2% 15%
Iron
Vitamin E

| Thiamin 10% 15% or lower depending on your calorie needs

| Riboflavin 4% 10% Calories 2,000 2,500
Total Fat  Less than 65g 80g

Niacin 6% 6% SatFat  Lessthan 20g 259

o o Cholesterol Lessthan 300mg  300mg

Phosphorus 15%  30% Sodium  Lessthan 2,400mg 2,400mg

Magnesium 15% 20% Total Carbohydrate 300g 3759
Dietary Fiber 2! 3

Zinc 10% 15% Protein 50,5? sgg

Copper 10% 10%]|§

* Amount in cereal. One half cup skim milk
contributes an additional 40 calories, 65mg
sodium, 200mg potassium, 6g carbohydrate
(69 sugars), and 4g protein.

**Percent daily values are based on a 2,000
calorie diet. Your daily values may be higher
or lower depending on your calorie needs:

Calories 2000 2500

Total Fat LessThan  65¢ 80g
Sat Fat Less Than 209

Cholesterol  LlessThan 300mg  300mg

m Less Than

Ingredients: Whole Oat Flour, Whole Wheat
Flour, Unsulphured Molasses, Malted Barley
Extract, Baking Soda, Salt, Natural Vitamin E
(Mixed Tocopherols [Soy]), Vitamin C.

- Contains wheat and soy. Made on
equipment that also processes milk,
almonds and hazelnuts.

Distributed by: Barbara's Bakery, Inc.®,
a Weetabix North America Company

20 Cameron Street, Clinton, MA 01510
www.BarbarasBakery.com

Product of Canada

LIl




lterative design process

, , Acme
 Series of studies ormaion ey wsus your formain ot sarng

Ia site  marketing telemarketing  profiling m l‘rus

- Foous groups - e .

— Lab studies

ol [ ]
— Online studies maon -MM- ]

* Metrics e

— Reading-comprehension (accuracy)
— Time to find information

— Ease of policy comparison

— Subjective opinions, ease, fun, trust —
P.G. Kelley, J. Bresee, L.F. Cranor, and R.W. Reeder. TR I T R e
L ” \ Ho to resolve privacy-related di: putuvmhml site Phone: B0O-555-5555
A “Nutrition Label” for Privacy. SOUPS 2009. S mi——— reb@acrecom
P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. M :y"’"::j’""‘j;;’m B :,m:":“.’""f.,wm ’m B
Standardizing Privacy Notices: An Online Study ooy ko o a1y

of the Nutrition Label Approach. CHI2010. 83




Privacy label for Android

I Apps Q

D Word Weasel Word Weasel
Wz concreterose @ concreterose

33.3 seconds 13.1 seconds remaining - Comment

& Apps

Word Weasel

Ad supported, with ability to upgrade to ad-
free full version in game.

Uses the SOWPODS word list containing
100,000+ words. They may be obscure, but
yes those are words!

Privacy Facts

» P"VEC‘I score 10,000+ downlo7a213s THIS APP COLLECTS YOUR
1.9MB v Personal information Credit card / financial
» Contacts Diet / nutrition
D IPTION ¥ Location Health / medical
Calendars Photos

Like word games? Like weasels? This is the

game for you. Word Weasel is a fast word THIS APP USES

game where you find as many words as you Advertising ¥ Analytics
can from 9 letters in 50 seconds. Compete

with everyone else playing at the same time, REVIEWS

a new game starts every minute! S BT
"The most fun you can have on your own 4 6 4 stars
with 9 random letters. Brilliantly simple, . 3 stars
devilishly addictive." --Kim, Android Market *KhK37| 2 stars
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comment 1 star
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Priva Cy http://www.azarask.in/blog/post/privacy-icons/ 2010
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Your Data is Used Only for Your Data May be Used Your data is never given Site gives your data to

the Intended Use for Purposes You Do Not to advertisers. advertisers.
Intend

Your data is never Your data may be Data is given to law Data may be given to law
bartered or sold. bartered or sold. enforcement only when enforcement even when
Iegal process is followed. |ega| process is not
followed.
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Your data is kept for less Your data may be kept 85

than 1 month. indefinitely.




More on privacy coming March 22
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