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Today’s class

 Human in the Loop Framework

« Usable privacy and security studies 101
* Everyday usability

* Privacy lllustrated




The Human in the Loop




The human threat

 Malicious humans
e Clueless humans

 Unmotivated
nuMmans

 Humans
constrained by
human limitations




Are you capable
of remembering
a unigue strong
password for
every account
you have?




Security is a secondary task




Concerns may not be aligned

Security

Expert Jser




Grey

« Smartphone based access-

control system R

| CIC-C2207
cups lab £2213

» Used to open doors In the
Carnegie Mellon CIC building

» Allows users to grant access
to their doors remotely

L. Bauer, L.F. Cranor, R.W. Reeder, M.K. Reiter, and K. Vaniea. A User Study of Policy Creation in a Flexible Access-Control
System. CHI 2008. http://www.robreeder.com/pubs/greyCHI2008.pdf

L. Bauer, L. F. Cranor, M. K. Reiter, and K. Vaniea. Lessons Learned from the Deployment of a Smartphone-Based Access-
Control System. SOUPS 2007. http://cups.cs.cmu.edu/soups/2007/proceedings/p64_bauer.pdf




Data collection

* Year long interview study

 Recorded 30 hours of
interviews with Grey

UsSers

« System was actively
used: 29 users x 12
accesses per week




Users complained about speed

door

« Users said Grey was slow Grey e”ab'T

» But Grey was as fast as
Keys

* Videotaped a door to
better understand how

doors are opened P
amera

differently with Grey and

keys Bathrooms and
other work areas
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Average access times

e 3.6 sec X:[ S54sec D 5.7sec | D
g%' o=31_ )| 0=31 o=3.6 ]

Getting Stop in Door Door
keys front of opened Closed
door

8.4 sec : = 0 2.9sec 3.8 sec_
0=2.8 ﬁ D = ‘| 5 =11
Getting Stop in Door Door
phone front of opened Closed

door
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‘[ find myself standing outside
and everybody Inside is looking
at me standing outside while |
am trying to futz with my phone
and open the stupid door.”
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Nobody wants to have to reboot their
door

An exception 06 has occured at 0028:C11B3ADC in WD DiskTSD(03) +
00001660, This was called from 0028:C11B40C8 in WD voltrack(04) +
00000000, It may be possible to continue normally,

* Press any key to attempt to continue,
% Press CTRLMALTHRESET to restart your computer, You will
lose any unsaved information in all applications,

Press any key to continue
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Unanticipated uses can bolster
acceptance

ks .
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Convenience always wins
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How can we make secure systems
more usable?

 Make it “just work”

— Invisible security

« Make security/privacy
understandable

— Make it visible
— Make it intuitive

— Use metaphors that
users can relate to

 Train the user




What can make a system unusable?

« Confusing / misleading / unhelpful user
interface

* Requiring user to make decisions for which
user is not qualified

* Assuming knowledge or abilities that user
doesn’t have

* Assuming unreasonable amount of
attention / effort
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Try to better understand humans in
the loop

* Do they know they are supposed to
be doing something?

* Do they understand what they are
supposed to do”

* Do they know how to do it?

* Are they motivated to do it”

* Are they capable of doing it”

« Will they actually do it?
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Human-in-the-loop framework

» Based on Communication-Human
Information Processing Model
(C-HIP) from Warnings

Science

* Models human interaction
with secure systems

« Can help identify human threats

L. Cranor. A Framework for Reasoning About the Human In the Loop. Usability, Psychology and Security 2008.
http://www.usenix.org/events/upsec08/tech/full papers/cranor/cranor.pdf 19




Human-in-the-loop framework

( N
Human Receiver

c .
Communication Per.sonal 8 _ Attentlon
Variables Sc Switch
c >
Demographics g s .
1' and Personal 3l Attention
. ) Characteristics SEMaintenance

Communication
Impediments Knowledge &
: Experience
Enwro_nmgntal 3
Stimuli

Comprehension

Knowledge

Acquisition

Intentions

Interference AttitUd_eS
and Beliefs

Communication
Processing

Knowledge
Retention

Application

Knowledge
Transfer

—)CBehaviorD

Capabilities
L

20




Human threat identification
and mitigation process

¢

Identify points
where system
relies on humans
to perform
security-critical
functions

Task Task
Identification Automation

1 1

Failure
Identification

Human-in-
the-loop

Find ways to
partially or fully Framework

automate some of
these tasks User
Studies

|Identify potential
failure modes for
remaining tasks

Failure
\laf-£1ale]y]

User
Studies

Find ways to
prevent these
failures
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Human-in-the-loop framework
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® Internet

Internet Explorer cookie flag
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e

Privacy policy
matches user’s
privacy preferences

.

Privacy policy
does not match
user’s privacy
preferences
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Warnings
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) O ) Security Error: Domain Name Mismatch

Something happened and you need to click
OK to get on with doing things.

Certificate mismatch security identification
administrator communication intercept liliputian
snotweasel foxtrot omegaforce.

(' Technical Crap ) ( Cancel ) E0K~)

Image courtesy of Johnathan Nightingale
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Human threat mitigation for warnings

¢ ¢

Task Task Failure Failure
Identification Automation Identification Mitigation

Human-in- User
the-loop Studies
Framework

User
Studies

Determine whether task |
am trying to complete is
sufficiently risky that |
should stop




Automate and change tasks to
reduce need for user involvement

Might be dangerous

User must decide

Use automated
analysis to determine
probability of danger
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Support user decision

High probability
of danger

Block

Might be
dangerous

User must
decide

Very low
probability of
danger

Don’t bother
user

Improve warnings

Help user decide by asking question
user is qualified to answer
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Bad question

Your web browser thinks this is a phishing web site. Do you want to go
there anyway?

| don’t know what a phishing site is.
| really want to go to this site.

Of course | will go there anyway!




Better question

You are trying to go to evilsite.com. Do you really want to go there or
would you rather go to yourbank.com?

Of course | want to go to
yourbank.com!
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Usable privacy and
security studies 101
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Why do usable privacy and security
studies?

Purpose Useful to...

Assess needs Decide what to build

Evaluate Determine whether system meets
requirements and what needs to be improved

Understand Decide which features/approaches/systems

tradeoffs best fit particular needs

Find root causes | Determine where redesigns or new
approaches are needed
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Excuses for not doing usability studies

 |f people weren’t so lazy/stupid/careless the
system would work just fine

* |I'm a cryptographer, not a usability expert

| already know what people want

* No time, no money

| find the system easy to use
SO It must be usable

* My kids can use the system
SO it definitely must be usable




Your kids are not typical users

Use Left Mouse to paint, Right Mouse to clear...

J. Shaprio, J. Vanderburgh, E. Northrup, D. Chizmadia. Design of the EROS Trusted Window
System. USENIX Security 2004.
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User study steps

 |dentify research questions, metrics, and use cases
» Decide on type of study and design study protocol

« Develop detailed scripts, surveys, scenarios, incentives,
Instrumentation, prototypes, recruiting materials, etc.

« QObtain ethics approval

« Pilot and iterate on study design
» (Collect data

* Analyze Results

« Repeat some or all of these steps as needed
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Usable security study challenges

« Keeping it real (ecological validity)

— Create realistic sense of risk (but not real risk)
— Provide realistic incentives
— Don’t bias participants

Measuring the right thing

— Design the right protocol
— Control the variables
— Instrument

Observing infrequent events and small differences

Legal, ethical, and practical issues

48




Everyday usabillity

| essons from the oo

49




lcons
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Are these symbols
more intuitive?




These icons
may be helpful




Or maybe these




Hidden features
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Where are
the doors?

56




“.Where is the
light switch




How do you unplug the sink?
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How do you turn on
this shower?




How do you turn on
this shower?




More or less confusing features
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People were
confused until
they posted
iInstructions




This is at
Harvard
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People may become habituated to
expect the system to work
automatically
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This one is
supposed to
work
automatically




Should Commode Not
Clear Completely,

Operate Flush valve
By Pushing the Black Button

R ]

L U T —

I totlet does not flush automatically before

you exit the stall, please press button on the

side of the eylinder to flush. l

Need to
explain the
manual
override
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Should toilets
require this
much
explanation?




A more
intuitive
approach?
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A more
intuitive
approach?

(but that
tile...)
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Normally
you pull
handles

71




Which way do
you turn it to

make it hot?
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SEIATIIE S

Clean dispenser with a soft wiper and m'\%mm R
ie la distribuidora con un pafo fino, aguay un dete

Nettoyer la boite distributrice a \'aide d'un chifion
|'eau savonneuse




Perspective matters
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|s the ladies’
room on the
left or the
right?
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From whlich
directionawill
users be




Design communicates function
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Locking and

unlocking door

automatically
changes color
of lock
indicator
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Inconvenient designs
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Door slams
0

-
,v

Please hold
the door when
closing.
Thanks!

A better
solution
would be to

add a spring

so the door
won'’t slam
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It saves space,
but kind of an
awkward way to
wash your hands
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Thanks fo
telling me

W about




Other issues
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Designing for
cultural
differences

X @
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Maintenance
Instructions
can be helpful







A patch for a
privacy problem
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Privacy lllustrated | What does privacy mean to you?
< & aAlA| 2 8 O A+ cups.cs.cmu.edu ¢ (3]

Privacy lllustrated | What does privacy mean to you?

ABOUTUS BLOG CONTRIBUTE IMAGES OF PRIVACY ~ Q

IMAGES OF PRIVACY

What does privacy mean to you? We asked people to draw what pri-
vacy means to them. We went into schools to ask children of differ-
ent ages, and we asked adults across the United States to contribute
their images of privacy. Now we're asking people around the world to
add to our collection. Explore the drawings here:

abstract ads ag620'29 age30-39 age40-49

age50-59 age60-69 age90-99 alone alonelprivate Space

anonymous aWay. from family yanstatement basement bathing

bathroom bedroom.......... blanket n. hox s browser




