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Home access control

* Plethora of networked consumer electronics
— Who handles security and access control in the digital home?
« Home security will only work if it works for home users
— “Normal people” who don’t do technology 24/7/365

e Seek to understand attitudes, needs, and current
practices

— Current access-control practices: digital, paper

Access Control for Home Data Sharing: Attitudes, Needs

and Practices [Mazurek, Arsenault, Bresee, Gupta, lon, Johns, Lee, Liang, Olsen,
Salmon, Shay, Vaniea, Bauer, Cranor, Ganger, and Reiter, CHI 2010]




Interview study

* |n-situ, semi-structured
Interviews

— Recruitment via Craigslist, fliers

— Limited to non-programmer
households

* |nterviewed 33 usersin 15
households

— Families, couples, roommates
— Ages 8 to 59

« Recorded and transcribed
over 30 hours of interviews




House Maps Guided Interviews

For Participant — House Drawing page




Interview protocol

« For each dimension, start with a specific
scenario

« Example: Imagine that a friend is in your house
when you are not. What kinds of files would you
want them to be able to view?

— Would it be different if you were also in the house?
« Extend to discuss that dimension in general

» Likert scale to rate concern over policy
violations:

— From 1 = don't care, to 5 = devastating




Current methods aren’t working

* People do worry about sensitive data

— Many potential breaches rated as “devastating”
— Almost all worry about file security sometimes
— Several have suffered actual breaches

 Access-control mechanisms varied and ad hoc

— Encryption, user accounts (some people)

— Hide sensitive files in the file system
“If you name something ‘8F2R349,” who's going to look at that?”

— Delete sensitive data so no one can see it
“If | didn’t want everyone to see them, | just had them for a little
while and then | just deleted them.”




Policy needs are complex

Fine-grained divisions of people and files

— Public/private not enough
— More than friends, family, colleagues, strangers

Presence of file owner matters

— “If you have your mother in the room, you are not going to do
anything bad. But if your mom is outside the room you can
sneak.”

— Also gives a chance to explain

Location sometimes matters

— People in my home are trusted

Some people tend to share, some tend to restrict




http://www.flickr.com

Twenty-something
middle school
Spanish teacher:

“Wouldn’t want my
boss to see me In
my swimsuit.... |
just wouldn’t like
him to see it.”
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Twenty-something paralegal and law student
would let her boss see photo of her drunk, dancing
on a table: “he’s seen me do it in person before.”




A-priori policy not good enough

* People don't feel as much in control when they set policy
up front

* People like to be asked permission

“I'm very willing to be open with people, | think I'd just like the
courtesy of someone asking me.”

« People want to know both who is accessing files and why

* People want to review accesses, revise policy

« This finding led us to conduct a follow-up study on
reactive access control

Exploring reactive access control

[Mazurek, Klemperer, Shay, Takabi, Bauer, and Cranor, CHI 2011] 10




File system access control

* Access control on Windows
file systems often incorrect

« Mistakenly misconfigured
server used by both
Republican and Democrat
staffers led to 2003
“Memogate” scandal

 Windows access control is
difficult because it has no
holistic view of effective file

permissions, and conflict
resolution is complicated




Problem: Rule-centered interfaces

projectFdata.txt Properties

| General | Security |Summar_lrl|

Group or uger names:;

ﬁ ProjectF [PEAMONProjectF]
€t [PEAMON )

wesley [PEAMOMN weszley]

[ Add. ] [ Remove ]

Permizzianz far wezlep Al Deny
Full Control F ]
b odify F ]
Read & Execute F F
Fead ]
Wrike F ]
Special Permizsions

Far special permizsions or for advanced settings,
click Advanced. =

(1] 4 ][ Cancel ][ Apply

]
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What makes policy authoring difficult?

 Default rules

— What happens when no rule applies?

« Composite values (groups, folders, etc.)

— What are the component values?

* Rule conflicts & precedence rules

— What if more than one rules applies?

e Scale

— Large policies can get tricky

13




Example task: Jana

Jana, a Theory 101 TA, complained that when she
tried to change the Four-part Harmony handout to
update the assignment, she was denied access.

Set permissions so that Jana can read and write
the Four-part Harmony.doc file in the Theory
101\Handouts folder.

15




Jana setup

Jana is a TA this year

— Is in the group Theory 101 TAs 2007
Jana was a TA last year

— Is in the group Theory 101 TAs 2006
2007 TAs are allowed READ & WRITE

2006 TAs are denied READ & WRITE

Since Jana is in both groups, she is denied
access

16




Jana task — common error

Four-part Harmony. doc Properties Four-part Harmony. doc Properties
Generall Securty |Eust-:um Summary General| Security ||:ust|:|m Summary
Group or uzer names: Group or uzer names;
ﬁ jana [CARMEGIE-FCFEDDY|ana) = ﬁ jgha [CARMEGIE-FCFED Dhjana) >
ﬁ Theom 107 Instructors [CARMEGIE-FCFEDDAT heary 101 | ﬁ Theary 107 Instructors [CARMEGIE-FCFEDOMT heary 1071 1
ﬁ Theom 107 Studentz 2007 [CARMNEGIE-FCFEDDAT heary ﬁ Theary 107 Studentz 2007 [CARMEGIE-FCFEDDAT heary
ﬁ Theary 1071 Thsz 2006 [CARMNEGIE-FCFELDATheary 107 T ﬁ Theary 101 TAsz 2006 [CARMEGIE-FCFEDDAT heory 101
ﬁ Theary 1071 Ths 2007 [CARMNEGIE-FCFED DA Theory 107 T ﬁ Theory 1071 TAsz 2007 [CARMEGIE-FCFEDDATheony 107 T
ot v
< | > < | >
[ ddd... l ’ Bemove ] [ Add... ] [ Bemove l
Permizzions for Theom 107 Ths
Permizzionsz for jana Al Dreny 2008 Al Deny
Full Contral ] F Full Contral F
b odify ] Fi b odify Fi
Fead & Execute ] F Read & Execute F
Read F Read F
WTite F Wfrite F
Special Permizzions Special Permizsions

Far special permizzions ar for advanced settings, Far zpecial permizsions or for advanced settings,
= click Advanced. =

click Advanced.

Qk, H Cancel l Apply ] H Cancel ] Apply




Learning Jana’s effective permissions

Gieneral | Securty |

Group or user names:

€ tux PEAMON )

Permission Inherited Fram

<hot inherited:

Click “Effective
Permissions’

O Inherit from parent the: permission entries that apply to child objects. Include these with entries explicithy
defined here.

M
Full Control

Permissions for ProjectF Allow

Full Caontrol
tdodify
Read & Execute

Click “Advanced”

For special permizsions or for advanced settP
click Advanced.

ag. H Cancel H Apply ]

Pemissions | Owner | Effective Permissions |

Pemissians | Quwner | Effective Pemissions |

The following list displays the pemissions that would be granted ta the selscted group or user, based on al The following list displays the permissians that would be granted to the selected group ar user, based an all
relgvant permissions. Televant pemissions.
Group of user name:

Group of user name
wesley ‘ Select. ‘
Effective permissions:

O Full Cantral

Traverse Folder / Execute File
List Felder / Read Data

Read Attributes

Read Extendad Attributes
Create Files / wiite Data
Create Folders / Append Data
Write Attibutes

Select...

Effective permissions,
O Full Control
[ Traverse Folder / Excute Flie
[ List Folder / Read Data
O Read Attributes
O Read Extended Attrbutes
[ Create Files / wiite Data
O Create Folders / Append Data
Hributss

=View Jana’s Effective =ttect Jana

0 Change Pemissions
[ Change Pemissions I Take Ouneship
[ Take Dunership

4pgrm-nr\ NnNoc
1H11SSI1011S
n - i 1 |
oK
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Learning Jana’'s group membership

Bring up Computer
Management interface

g File Action View ‘Window Help

kal BB 2

I Computer Management {Local)

Full Marne

‘ Description

>

= ﬁ System Tools

+ Event Viewer

hill

- 1 A
I . () y . S ¥ g Shared Fo & asereT 43P MET Machine Account

— e
wesley Properties |2|E| s

General | Member OF |p g

iley Properties

g FrojectF Eneral

= g0 ”
= Jsers
| Performance Lags and Alerts

on

Built-in account For administerin

Account used For running the A

= m Syskem Tools

?IX

ad Jana’s 18 -5

Py,

Full name:

oup lic

[ User must change password at nest lagon

embership  “wmiasmiber

[ ] Account iz dizabled

@qf;!l’ed aut

Bemove

Apply

Event Vigwer
+1-f ] Shared Folders

rs and Groups

5
hoe Logs and Alerks
hnager

e Storage
higrnenter
igemment
Applications

sshd sshd privsep

QSUPPORT_SB. CH=Picr rporation...  Thidls a vedor's account Far th
gtestuser O l I e -—
G tim

tux
mund
gwcky

>

#, Device Manager %dﬂa‘h dslab
= Storage SVeln —
= Storege Bfrark = Computer Management EEX
Disk Defragmenter ngnv g Fle Action Yiew ‘Window Help _l= J
Disk Management QGUESt —
=+ 8}3 Services and Applications Ehakim & Pt @
Eirelpassstart  Remg =] Computer Management (Lacal) Name [ Full ame Description

~

[all

[

Apply
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Checking work

projectFdata.txt Properties

)

General| Security | Summary

Group or user names:
!ﬂ ProjectF [PEAMON\PrajectF]
€7 tux PEAMONUR)
€ wesley (PEAMON wesley)

Permizzions for wesley Allow

Deny
Full Cantrol O
odify O
Read & Execute O
Read O
=

Click “Ad

For special permissions of for
click Advanced.

0K H Cancel ][ Lpply ]

Settings for projectFdata. txt

Pemmissions | Owner | Effective Permissions

The following list displays the permissions that would be granted to the selected group or user, based on all
televant permissions.

Group or user name:
wesley

Effective permissions:
O Full Contral
O Traverse Folder # Execute File
List Folder / Read Data
Read Attributes
Read Extended Attributes
O Create Files / wite Data
O Create Folders / &ppend Data
O write: Attributes
O whrite Extended Attributes
O pelete

Permissions

Miew Jana’ s Ef

Fective

Permissions | Dyner | Effective Permissions

To view more information abg Bermissions, select a permission entry, and then click Edit.

Petmission entiss:

Parmission Inherited From

PE: = not inherited;
Allow lee:tF [F'EAMDN\F’rU|e Modity <nat inherited>
Allow tux [PEAMON tux) Full Contral <nat inherited>
Allow wesley [PEAMDN\wesIey] Read <nat inherited>

Click “Effective

\m 4

Advanced Security Settings for projectFdata. txt E‘&l

gs for projectFdata. txt

Pemmissions | Owner | Effective Pemizsions

The following list displays the permissions that would be granted to the selected group or user, based on all
televant permissions.

Group or user name:

Effective permissions:
O Full Contral
O Traverse Folder # Execute File
[ List Felder / Read Data
O Read Attributes
O Read Extended Attributes
O Create Files / wiite Data
O Create Folders / Append Data
O white éttributes

enSelect Jana

O Read Permissions
O Change Pemmissions
O Take Dwnership

20

20




Four fundamental policy-authoring
operations to support

1. Viewing policy decisions
2. Changing policy decisions
3. Viewing composite value memberships

4. Detecting and resolving conflicts

23




Key insight

Key insight: Center policy-authoring user
interfaces around a display of the whole
effective policy, not a list of rules

24




Solution: Expandable Grids

¢ the eXPandable grid

File Edit Sort

Legend

Read WWrite
Execute Delste
Administrate

B Allow
B oeny

[ ] Some access allowed

» Theory 101 Instructors

» Theory 101 Students 2006
» Theory 101 Students 2007
¥ Theory 101 TAs 2006

= Theory 101
» T Admin ||
v OHanhdouts

[ Four-part Harmony.doc | |
[ Musical Analysis1.doc
OO Musical AnalysisZ.doc | |

T I [b]
Subgrid shows:
Read Write Execute Delete
Administrate

Showing result 1 of 2

‘ Prev H Mext |
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User study of Expandable Grids for XP

Laboratory study

2 conditions:

— (1) Expandable Grids
— (2) native Windows file permissions interface

36 participants, 18 per condition
20 tasks per participant

Training:
— 3.5 minutes for Grid
— 5.5 minutes for Windows

29




Tasks in user study

« Used Teaching Assistant scenario

« 20 total tasks varied by:

— Size of pre-existing policy
— Pre-configuration of policy
— What they asked participant to do

« 2 policy sizes: small and large

— Small: ~50 principals and ~50 resources
— Large: ~500 principals and ~500 resources

« 10 different tasks per policy size

« Task order: small size first, then large, but
counterbalanced within each size

30




Tasks in user study

* 10 configurations

— each used twice, for small and large policies

Training Make simple policy change

View simple Does user X have write access to file Y?

View complex Same, with rule conflict present

Change simple Allow user X to have write access to file Y
Change complex Make 3 different changes to policy

Compare groups Who is in both group A and group B?

Conflict simple Make exception for user X in group A

Conflict complex Resolve conflict for user X in groups Aand B
Memogate simulation | Does group A have access it shouldn’ t?
Precedence rule test | Give group A, except user X, access to folder Z

31




Study Results: Grid vs Windows

1 [Grid

B W Windows Small-size Large-size
Task type Accuracy Time Accuracy Time
View simple gfﬁi ;‘éﬁi

View complex

| 94%
17%

| 1100
39%

‘ 39s
67s

Change simple

Change complex R b F?;Z‘,’ :.1222
39
Compare groups S
. . 55s
Conflict simple ;1033
s

Conflict complex

0%

| 1100
6%

Memogate simulation

Precedence rule test




But... Conflict Resolution

 Alice is a member of a group denied access to
SECRET.TXT. What happens if | later set a policy rule
that Alice should have access to SECRET.TXT?

 Windows: Deny-precedence, deny access

« Expandable Grids: Recency-precedence, allow access
— Change in conflict-resolution was needed for direct manipulation
interface to work
— One drawback is that it is easy to accidently override exceptions
— Later version of Expandable Grids used specificity-precedence

« Were the effects of our study due to the grid
visualization, the new conflict-resolution method, or
both? 34




Semantics Study

- Laboratory study

« 3 conditions:
— Expandable Grid with specificity semantics
— Expandable Grid with Windows semantics
— Native Windows file permissions interface

« 54 participants, 18 per condition, novice policy authors
* 10 minutes training for all conditions

« 12 tasks, measured speed and accuracy of task
completion

More than skin deep: Measuring effects of the underlying model on

access-control system usability
[Reeder, Bauer, Cranor, Reiter, and Vaniea, CHI 2011]
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Charles Task

* Charles has just graduated, but is going to
come back to sing in the choir with his
friends

* Add Charles to the Alumni group, but
make sure he can still read the same files
In the Choir 1\Lyrics folder that his good
friend Carl can read

36




Semantics Study: Results

1. Does semantics make a difference?

2. Does specificity help resolve rule conflicts?

YES
YES

3. Is specificity semantics always better than Windows? NO

37




Why usability can’t be just skin deep

« Early system design decisions can impact usabillity

« Sometimes early Ul prototypes and user studies
may be needed to understand implications of
these decisions on usability

« User studies before designing system can reveal
unexpected system requirements

» Usability should be a prime consideration during
the formative stages of security system design

39




