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From:  isti-phd-students-indiv-bounces@maiman, sk, os.cmu. edu on behalf of eBay Inc [supprefnumE30d 1942051 99@ebay, com] Sent:

Ta isti-people@cs, i, edu
e
Subject:  eBaw: urgent security nokice [5un, 05 Feb 2006 18:54:02 -0400]

Uear eBay Member,

Ve regret to inform you that your eBay account could be suspended if you don't re-update your
account information.

To resolve this problemn please visit link below and re-enter your account information:

http=:f=ignin.ebay comdws/eBaylSAR | dll&Sionntsid=verityico partnerld=28&siteid=0

If wour prablems could nat be resolved your account will be suspended for a period of 24 hours,
after this period your account will be terminated.

Far the User Agreement, Section 9, we may immediately issue awarning, temporarily suspend,
indefinitely suspend ar terminate your membership and refuse to provide our services to you if
we believe that your actions may cause financial loss or legal iability for you, our users or us.
e may also take these actions if we are unable to verify or authenticate any information you
provide to Us.

Due to the suspensian of this account, please be advised you are prohibited from using eBay in
any way. This includes the registering of a new account. Please note that this suspension does
not relieve you of your agreed-upon obligation to pay any fees you may owe to eBay.

Feqgards,

safeharbor Department eBay, Inc

The eBay team

This Is an autormatic message, please do not reply

Sun 2/5/2006 6:03 PM
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From:  isti-phd-students-indiv-bounces@maiman, sk, os.cmu. edu on behalf of eBay Inc [supprefnumE30d 1942051 99@ebay, com]
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e
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Uear eBay Member,

Ve regret to inform you that your eBay account could be suspended if you don't re-update your
account information.

Toracnbio thic nrohlor mlosco vicit linls haloane and ra ontar coor accoont inforraatinee
https://signin.ebay.com/ws/eBaylISAPI.dII?SignIn&sid=verify&c
o_partnerid=2&sidteid=0
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safeharbor Department eBay, Inc
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This Is an autormatic message, please do not reply

Sent:

Sun 2/5/2006 6:03 PM
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Phishing works

« 73 million US adults received more than
50 phishing emails each in the year 2005

* Gartner estimated 3.6 million adults lost
$3.2 billion in phishing attacks in 2007

* Financial institutions and military are also

victims
A
« Corporate espionage




Spear-phishing

» Targets specific groups of individuals

— Guesses email types/senders for that group

* Increasingly target employees instead of
customers

* 91% of cyberattacks begin with a spear-
phishing attack (Trend Micro, 2012)

* ~11in 2 large businesses targeted

http://resources.infosecinstitute.com/spear-phishing-statistics-from-2014-2015/




Why phishing works

* Phishers take advantage of Internet users’
trust in legitimate organizations

» Lack of computer and security knowledge
[Dhamija et al.]

» People don’t use good strategies to
protect themselves [Downs et al.]




Anti-phishing strategies

» Silently eliminate the threat

— Find and take down phishing web sites
— Detect and delete phishing emails

 \WWarn users about the threat

— Anti-phishing toolbars and web browser
features

 Train users not to fall for attacks

* Recover from attacks quickly

10




User education is challenging

 Users are not motivated to learn about
security

* For most users, security is a secondary
task

* |t is difficult to teach people to make the
right online trust decision without
increasing their false positive errors

11




|s user education possible?

» Security education “puts the burden on the
wrong shoulder.”

[Nielsen, J. 2004. User education is not the answer to security problems.
http://www.useit.com/alertbox/20041025.html.]

» “Security user education is a myth.”

[Gorling, S. 2006. The myth of user education. 16th Virus Bulletin International Conference.]

« “User education is a complete waste of time.
It is about as much use as nailing jelly to a
wall.... They are not interested...they just
want to do their job.”

[Martin Overton, a U.K.-based security specialist at IBM, quoted in http://news.cnet.com/2100-
7350 _3-6125213-2.html]

12
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How Mot to Get Hooked by a 'Phishing' Scam

| + ﬁ | A.| A l@?http:,-’fww.f'(c.gov,.’bcp,fedufpuhsfconsumer,-’alertsfaitlZ?.shtm ~(Q- Google

E—

Privacy Policy | Advancad Search | Ok Search | En Espafiol

FEDERAL TRADE COMMISSION
PROTECTING TERICA’S CONSLIMERS

| News | Competition | Consumer Protaction | Gemulcmal : Intern:
nhout BCP | Consumer Information | Business Informam-n | Resoumas | File a Complaint | Prmec:cién dei Consumldnr en Espannl

FTC Consumer Alert e

o1

Can you spot Phishing - PayPal

.E—‘ https: / /www.paypal.com/cgi-bin/webscricmd=xpt/Marketing/securitycenterfa ~ "'Q.' Coof

How Not to Get Hooked by a ‘Phishing’ Scam

SignUp | Login | Help |

Security Center

| Search

“We suspec Phishing - ¢ :
and confirm | - | > | |+ | [ a | A | 3 http:/ /www.onguardonline.; Paypa’
“During our
wemd OnGuard
E;F:rl‘l;er::ls I. ‘IEFUE?\' TOPICS GAMES VIDEOS
| Onlinel:*
According t
message th
bank, onling TOPICS Security Center
information. = =
justlike a le Ph|5h|ng H Safer Buyving
information | | Overview E—
afer Selling
ria FTk st | SUTRURK Sy Quick Facts @ Online Safety
« Ify Broadband Essentials
!no( Computer Disposal Phishing is a scam where Internet fraudsters sen B Tips for Everyone
Int lure personal and financial information from unst «Fight Phishin
the] | Cross-Border Scams getting hooked: Cﬁallenge a
diff "
Email Scams + Don'treply to email or pop-up messages tha + Identity Theft Guide
* Arf i infarmation, and don't click on links in the me
phil|| identity Thefl B Security Tools
5 - link from the message into your Web browse
aul| IMemet Auctions look like they go one place, but that actually Useful Links
i -

Laptop Security
Malware

Online Investing

Online Shopping

P2P Security

Phishing

Social Networking Sites
Spyware

VolP

‘Wireless Security

« Some scammers send an email that appear:
business and ask you to call a phone numbe
access a "refund.” Because they use Voice ¢
technology, the area code you call does not
really are. If you need to reach an organizati
the number on your financial statements or ¢

Use anti-virus and anti-spyware software, as
them all regularly.

Don't email personal or financial information

Review credit card and bank account statem
them to check for unauthorized charges.

PayPal. Privacy is built §

Report a problem

LEARN MORE °

Report fake (phishing}
email

Report fake {spoof
websites

File & transaction dispute
Start an unauthorized
transaction clair

Cancelan existing credit
card claim

Other igsues

Protect Yowrself | PayPal Fights Phishing

Can You
Spot Phishing?

These days, fake emails are getting more sophisticated, so it can be
tough to know whether ar email is real or not. But PayPal is here to help.
Test your knowledge with the Fight Phishing Challenge to learn what to
look for and how to avoid a scam.

Take the Challenge

Can You Spot Phishing?

/ /

.

emalls vou receive, regardless of who sent them.

Be cautious about opening any attachment or downloading any files from

Inform vour friends about "phishing” -

with an e-card =

A
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Web site training study

« Laboratory study of 28 non-expert computer users

« Control group: evaluate 10 sites, 15 minute break to read
email or play solitaire, evaluate 10 more sites

« Experimental group: evaluate 10 sites, 15 minutes to read
web-based training materials, evaluate 10 more sites

« Experimental group performed significantly better
identifying phish after training, but more false positives

* People can learn from web-based training materials, if only
we could get them to read them!

P. Kumaraguru, S. Sheng, A. Acquisti, L. Cranor, and J. Hong. Teaching Johnny Not to Fall
for Phish. ACM Transactions on Internet Technology (TOIT), 10(2), May 2010. 15




How do we get people trained?

* Problem

— Existing materials good, but could be better

— Most people don'’t proactively look for security training
materials

— “Security notice” emails sent to employees and/or
customers tend to be ignored

* Too much to read
» People don’t consider them relevant

e Solution

— Find a “teachable moment™. PhishGuru
— Make training fun: Anti-Phishing Phil
— Use learning science principles

16




PhishGuru
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PhishGuru Embedded training

* Send emails that looks like a phishing
attack

* If recipient falls for it, intervention warns
and highlights what cues to look for in
succinct and engaging format

 User studies have demonstrated that this
IS effective

* Delivering same training via direct email is
not effective!

18




% | SquirrelMail 1.4.5 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help f'
Q- ©- 12 G
Address @Qj hitkp: fferr . cvlab, oo, edujfmaisecwebmai, php v a Go | Links @
F
Current Folder. INBOX Sien Out
Compose Addresses Folders Options Search Help 2 ouirreltlad
Togale Al Wiewing Messages: 1 to 33 (33 total)
Iove Selected T Transform Jelected Messages:
I|NE:[:|>< v[ howe I [ Foreard [ Fead ” Lnread ” Delete ]
From @ Date = Subject &
[] Fiona Jones NMar 12, 2007 Will pick vou up in 60 manutes
[] Zang Li Ldar 12, 2007 Conference room =2 - reservation
O IKEA Iar 12, 2007 Your IKFEA ovder confirmation
[]eBay Llar 12, 2007 Reactivate vour eBay account
(] Mary Allen WIar 12, 2007 How about lunch together tomorrow?
[] Eleanor Fitzpatrick Mar 12, 2007 sexy baby and bad erection?
[] Joseph IMcosta Lar 12, 2007 tomorrow's meeting rescheduled
[1 Moml:a Berdford Nar 12, 2007 View my photos on ¥ahoo! Photos
[] Joseph Diicosta Lax 12, 2007 docmment dvopped - vowr office - please fax
] Barclavs Banl LMar 12, 2007 Update vour acconnt mformation
[] Jean Williams LIax 12,2007 Sushi making party
[] Ni Cheng Llar 12, 2007 [cogmix] Dinner menu selection - Annual day
[ CiaBanlk Lar 12, 2007 Citihank Urgent E-mail Verification
[] Zang Li Lar 12, 2007 Busmess cards
[1.Jazsn Wlan 12 2007 A swarin Hella from Jesse
Subject: Revision to Your Amazon.com Information
1 | [ To0sepin DIcosta T e B e T S e T e L e R A S R S R e T Y

-JE;] Done

B Internet




IMessage List| Delete Preﬁn:lus | Hext Forward | Forward as Attachment | Reply | Reply All

subject: Eewision to Tour Amazon com Information
From: "Amaron' <service(@amazon com=
Date: Mon, March 12, 2007 4:15 pm
To: bsmth@cognm com
Priontv; Mormal

Subject: Revision to Your Amazon.com Information

dmazoncom.

. . . saible
Please login and enter your information

Please follow this link to update your personal mformation:

http:fwrarw. amazon. comdexec/obidos/san-m html

(To complete the verfication process you must fill m all the required felds)

Please note: If you don't update your mformation within next 48 hours | we will be forced to suspend your account untill you have the time to contact us by
phone.

We aprectate your supportt and understanding, as we work together to keep amazon market a safe place to trade. Thattk you for your attention on this
serious matter and we apologize.

:EDl:une § Internet

L]




Carnegie Mellon - The PhishGuru

Carnegie Mellon

The PhishGuru

Protect yourself from Phishing Scams

| -rhttp:,|f;cups.cs.cmu.edu,."cups—studwpgl.htmi

Clicking on links like the one in the email you've just read puts

" WARNING! — —_

you at risk for identity theft. A phishing scam uses fraudulent
email and web pages to steal bank account information, ’
S sswords, and other confidential information. __—

How you were tricked |

This email is from my ™,
bank anditis asking
me to update my |

= scam email.

Fram: service@Wombank.com

Deer Jane,

four eccount will be suspended if
lﬁdlﬁﬁ not update your information.

information. | better | N W
click on the linkand N

. update it. v % 3
e e

1

%

Don't fall for this

How to help protect yourseif

o Don't call cempany phone
numbers in emails or instant
messages. Check a reliable
source such as a phone book
or credit card statement.

Credit Card Statement

o Don't trust links in an email.

9 Mever give out personal
information upon email request.

MName:|Jana 5
S5N: [123
9 Look carefully at the web address.
!i |_F_ h“ﬂ::rn'-w.

For customer sarvice call
1-B00-xxx-xxxx

Con't open unexpected email
attachments or instant
message download links.

Here s the updated document

t

.mm|

e Type in the real website address
into a web browser.

A% hitp:/www.amazon.com [ |

How phishers trick you

Here is how con artists
try to steal your
personal information,

| farged the address to Thanks PhishGuru!
look genuine. | Where can | learn

b, mare? b

]
| threatened the user with
an urgent message. i "

b
| added alink that looks like ‘;. \
it goes to Wombank - but it
really sends people to my . 1
=

site s0 | can steal their . i §

f Visit
', phishguru.org

infarmation and money!




- WARNING! -

Clicking on links like the one in the email you've just read puts
you at risk for identity theft. A phishing scam uses fraudulent
emall and web pages to steal bank account information,

"~ passwords, and other confidential information.
""--—._._________._-_ —_.—-__-_._._._._____,_._.-"
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DS b TEaT H

;‘f\

——.  STOP! -

This email is from my Don't fall for this <
bank and it is asking A scamemail.
me to update my '

information. | better

click on the link and

| D el Were ke |

if

1ou do mod update your information,




e l.:ll- e ol 1
e ert vistifsell
o il R A i

a Mever give out personal
information upen email request,

Name:|Jana S
SEN: |123|

€ Look carefully at the web address,
o

T itp:lwww fnng.com| |
@ Type in the real website address

into a web browser,

{41 htto:flwww.amazon,com

I

5

a Don't call company phone
numbers in emails or instant
messages. Check a reliable
source such as a phone book
or credit card statement.

Credit Card Statemant

1-800-x00e-xxxx

@ Don't open unexpected email
attachments or instant
message download links,

Here i the updated document.

Y




Carnegie Mellon - The PhishGuru

F’_‘: http: / /cups.cs.omu.edu/cups—study/pgl.htm

Most Visited C s | D 1 1 Blmii A, Ca C obs I g | *  Linked
L
:-' Clicking on links like the one in the email you 2 JUst read puts
" rou at risk for identity theft. A phishing scam uses fraudulent
The PhIShGuru email and web pages to steal b :-.'-l"II!'. nformatior
Protect yourself from Phishing Scams passwords, and other confidential informatior
Howrphishers trickyou | forged the address to
] look genuine.
Here is how con artists ! g
try to steal your ' | threatened the user with
personal information, rom: sarvice@Wombank, mm | dn urgent message
& Dear Jane. | added alink that looks like
I\, Your sccount will be suspended |r it goes to Wombank - but it

< 1ou donot update your mfurmgﬂm really sends people to my
: site so | can steal their

information and money!

Applies personalization principle
Presents conceptual knowledge

ORI 0 111 MO Y -

Done Perspectives




Thanks PhishGuru!
Where can | leam J
ST
E ! Wisit

phishguru.crg
o

= s -
BV et




From research to reality

* |terated on PhishGuru designs

 PhishGuru user studies

— Laboratory
— Real-world

* Anti-Phishing Working Group landing page

* PhishGuru now being commercialized by
Wombat Security Technologies, Inc.

27




Protect yourself from

Phishing Scams &,

Clicking on links within emails like the one in the “amazon.com” email you've
just read puts you at risk for identity theft and financial loss.
This emal and tutorial were developed by Carnegie Mellon University to

teach you how to protect yourself from these kind of phishing scams.

2. What does a phishing scam look like?

Revision to Y our Amazon.com Information
: "Amazon” come
: Tue, 11,2006 4:04 pm
To: bsmith@copnix.com
Priority: Nomal

Options: Vigw Full Header! View Printable Venion
CASHING SCAM

EXAMPLE
t the last reviewing at your amazon account we discovered that your

we
Teenter you

i

Please follow this link to update vour personal information;

T —— ——

Professional &
legitimate looking
design

Urgent messages |

Account status threat ] :

ﬂﬁ;smmhl:dtmﬂiuﬁmmnmmmmaﬂummuw

[0 e amazonaccountnet axec fobides fex-sign-in e 104-2497720-522951

Links don't match
with status bar whan
MOouse is moved over,

1. What's a phishing scam?
+ Scammers send fake emails impersonating well-known companies to trick

you Into giving therm your personal infarmation.
+ Giving up your personal information such as Social Security Numbet, credit
card number, or account password will lead to identity theft and financial loss.

3. What are simple ways to protect yourself
from phishing scams?

+ Never click on links within emails: Never click on links within emalis
or reply to emails asking for your personal infarmation

+ Initiate contact: Always access a website by typing in the real website
address into the wab browser

Adorens

+ Call customer service: Never trust phone numbers within emails. Look
it up yourself and call the customear service whan emall seems suspicious.

Never give out personal information: Never give out personal information
upon emall request. Companies will rarely ask for your personal information
via emails,




Protect Yourself from

Phishing Scams |

Clicking on links within emails like the one in the "amazon.com" email you've
Just read puts you at risk for identity theft and financial loss.

This email and tutorial were developed by Carnegie Mellon University to
teach you how to protect yourself from these kind of phishing scams.

SCAMMER PLANS ATTACK .| | [TLL FORGE THE SENDER'S I'LL THREATEN USER'S TLL TNCLUDE A DISGUISED | JHOW T'LL SEND THIS EMAIL
I CAN MAKE A PROFESSIONMAL | | ADDRESS TO LOOK GENUTHNE ACCOURT 5TATUS WITH LIMKE WITHIN THE EMAIL TO MANY USERS

& LEGITIMATE LOOKING AURGENT MESSAGE k k

EMATL IMPERSOMATIMG
A WELL-KMOWR COMPARNY,

\ &

USER RECEIVES SCAM ...] ITS ASKING FOR MY 1D & {DTLL TYPE TM (@111 FTHD & CALL J(3)TLL NEVER GTVE
LET'S rHECK | | PASSWORD. AND LINK LOCKS AMAZON.COM T | REAL CUSTOMER | UP MY PERSOMAL

WHAT THE SUSPICIOUS | T NEVER CLTCK | | 4 NEW BROWSER | SERVICE CENTER | IMFORMATION
MNEW EMATL O] LTHK WTTHTR EMATLS UPON EMATL

IS5 ABOUT - \ REQUEST
[Faoamy sEnvice@aImnTon com -
:'. v ._

I WILL HEVER ALLOW
SCAMMERS TO STEAL MY
PRECIOUS IDEMTITY |

Subject: Revicion to Your Account

-llll-nq..—' r”‘:-"
A it F EAME

hﬂwfammrhh.rt’mﬁ




The PhishGuru phishing Scams

Clicking on links like the one in the “amazon.com” email you've just read puts you at risk for identity theft and financial loss,
This email and tutorial were developed by Camegie Mellon University to teach you how to protect yourself from these kind of phishing scams.

The Phisher

I can create my own
emails that look just like
the messages that big

companies send out.

1 forged the address to look genuine.

Then I threatened the user with
an urgent message.

From: service®amazon.com
To: molly@mymail.com
amazoncom

Your account will be suspended if you
do not update your account information.

This email looks very
professional! I'll send
it to thousands of people.

y

T added a link that looks like it goes | http://www.amazon.com/update
to a book store, but really it sends people
to my site so I can steal their information !

The Victim

STOP | Follow these steps when reading your email: ]

I better click on this link

and update my information 1 bRver lick o ks i
I i

5) Type in the real website

Thanks PhishGurul

emalils, address into a web browser,
o " T will never let
L < | € | http//amazoncom | | || Phishers steal my
- — identity.
Find and call a real MNever give out Always be wary of suspicious
customer service center. personal information websites.

upen an email request.

anazoncom. ||~ _




Phishing

Clicking on links like the one in the email you've just read puts you at risk

for identity theft and financial loss. Such emails are called phishing scams.

The Phisher

From: service®amazon.com

I can create my own
emails that look just like
the messages that big

companies send out.

I forged the address fo look genuine.

To: molly@rmymail.com
amazoncom

Your account will be suspended if you
do not update your account information.

Then I threatened the user with
an urgent message.

I added a link that looks like it goes
to a book store, but redlly it sends people
to my site so I can steal their information |

hitp://www.amazon.com/update

The Victim

I better click on
this link and update
my information.

b QETDF‘ | Follow these steps when reading your email. ]
.'.«.

L
d
.

This email looks very
professional! I'll send
it to thousands of people.

/4

> Mever click on links within 5 Never give out personal
Y emails. information upon an email
A request
http://www.amazon.com/update “

Usernam
Passwo n

Always be wary of suspicious
websites,

Find and call a real 4
customer service center.

%

Type in the real website
address into a web browser.

|1 c'h+rpzﬁanwzfm-mm| annazoncom.

Thanks PhishGuru!
I will never let

phishers steal my
identity.

To learn more about protecting yourself from phishing scams and play an anti-phishing game visit http://phishguru.cs.cmu.edu.




" WARNING! — —

Ca rlllf‘#.'iﬂ Mellon < Clicking on links like the one in the email you've just read puts Y
Th P h . h G you at risk for identity theft. A phishing scam uses fraudulent
e IS uru email and web pages to steal bank account information, S
Protect yourself from Phishing Scams g |_:r._i|§5ward5, and other confidential information. ) ________,.a-*’
How you were tricked How to help protect yourself
ey STOP’ ’ 1 € Don't trust links in an email. @ Don't call company phone
TI'HS amail is from my \"k. ﬂumbETE in E'mail!; or instant
iirded ki ~ Don'tfall for this / hittp./f m/i messages. Check a reliable
maenmalrjl [;J;,EZE:_: g ) scamemail. > . source such as a phone book
P Y | . e Never give out personal or credit card statement.

information. | better
clickonthe linkand |
*, updateit. /j

How phishers trick you

Here is how con artists
try to steal your
personal information.

Your account will be sus
you do not update your information.

pended if

information upon email request,
P q Credit Card Statement

Mame;|Jans Smy :
8sN: [123 For customer service call

1-800-x0-x000
o Look carefully at the web address,

Don't open unexpected email

AR Nt/ www, n.com| attachments or instant
message download links.
o Type in the real website address My Inbox
into a web browser, Hera s the updated document
Ak hto:/www. amazon com | t

Dear Jante,

y, Your account will be suspended if
. mmmm]ﬂl” rarmatio

& -‘H-\"\-\_..
| forged the address to /" Thanks PhishGuru!
look genuine. | Where canlleamn |
J -
| threatened the user with \_more? A e e
an urgent message. o \ —" ¢ Visit

| added alink that looks like phlshguru L:-rq

it goes to Wombank - but it

really sends people to my
site so | can steal their
information and money! ‘ %




— WARNING! — —

il - -\-H""'\-

N " r: ™
{.Hrlmglt! Mellon -— Clicking on links like the one in the email you've just read puts
Th Ph . h G 1 you at risk for identity theft. A phishing scam uses fraudulent |

E IS uru LY email and web pages to steal bank account information, J
Protect yourself from Phishing Scams “~___ passwords, and other confidential information. —
s R S
Doyouknowanytime 1\ - =5 @ Donttrustlinksinanemail. @) Don't call company phone
an email asks you to \ / numbers in emails orinstant
take an urgent action /' Really? How do hitp: messages. Check a reliable
and type in your account || | protect myself S source such as a phone book
number or social security /v I'H from these scams? , / Fﬁllnw \E\e ﬂ?uer give out personal or credit card statement.
number, it is probablr L A ;[ :ssm \ information upon email request. Cradit Card Statement
a 5':3”"-" ,.-f’ A\ — \ P | Name:[Jane s = :
§ protect | SSN: (733 For customer service call
NJourselt 1-800-x0x-xx0tx
N o Look carefully at the web address. .
D’D!‘I t open unexpected email
[g_[}] hitp: .”wv.fw mm| attachme nts or instant
message download links.
aTypEinthe real website address My
into a web browser. Here s the updated document
R hitp:/iwww.amazon.com | 4
b pabaiiiad o | forged the address to Thanks. N —
look genuine. \ e
/' Here is how con artists ;. Where canlleam | ;‘fw sit
| threatened the user with more? '

try to steal your |
A\ personal information. &8

an urgent message,

| added a link that looks like
it goes to Wombank - but it
really sends people to my
site so | can steal their
information and maney!

/|

\ phishguru.crg




First lab study results

Subject: Protect Yourself from Falee Emails
From: "PayPal' <paypali@emal paypal com=
" . Date: Tue, April 11, 2006 4:04 pm
o S eCU rl ty n Otl Ces a re To: "Bobby Smith" <bsmith@cogniz com=
Prionity: Mormal
Options: Yiew Full Header| View Printable Version

an ineffective
medium for training Pl
users

 Users educated with
embedded training ‘
make better

" " Start making the most
decisions than those
today! See how you can
use PayPal to make
payments, send money,

sent security notices

Kumaraguru, P., Rhee, Y., Acquisti, A., Cranor, L. F., Hong, J., and Nunge, E. Protecting people from
phishing: the design and evaluation of an embedded training email system. CHI '07, pp. 905-

914.

. Learn how toidentify and avoid fraudulent—or spoof—em

April 2(

Protect Yourself From Fake
Emails

PayPal is your partner against fraudulent emails.

Dear Bobby Smith,

and websites in PayPal's Identity Theft Protection Resou
area.

& How to spot spoof emails

¢ How to report spoof emails
s Five ways to protect yourself from identity theft

e What to do if your identity is stolen
& Tools to protect yourself
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Goals for second lab study

 Investigate knowledge retention

* Investigate different delivery channels

— Do people need to fall for phishing emails to
get trained?

Kumaraguru, P., Rhee, Y., Sheng, S., Hasan, S., Acquisti, A., Cranor, L. F., and Hong, J.
Getting users to pay attention to anti-phishing education: Evaluation of retention and
transfer. e-Crime Researchers Summit, Anti-Phishing Working Group (2007).
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Study design

o Setup

— Think aloud study

— Role play as Bobby Smith,
business administrator

— Respond to Bobby’s email
« Experiment

K

— Part 1: 33 emails and one intervention
— Part 2 (after 7 days): 16 emails and no intervention

« 56 participants across 4 conditions

— Control: no intervention

— Suspicion: an email from a friend

— Non-embedded: intervention in the email

— Embedded: intervention after clicking on link

36




Some of Bobby’'s messages

Email type Sender Subject

Legitimate-no-link  Brandy Anderson Booking hotel rooms for visitors

Legitimate-link Joseph Dicosta Please check PayPal balance

Phishing-no- Wells Fargo Update your bank information!

account

Phishing-account eBay Reactivate your eBay account

Spam Eddie Arredondo Fw: Re: You will want this job

Intervention Amazon Revision to your Amazon.com
information
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Hypotheses

* Participants in embedded condition

— Learn more effectively
— Retain more knowledge

than participants in other conditions
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Data analysis

* We treated clicking on link to be falling for
phishing

 89% of the users who clicked went ahead
and gave personal information
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Results - Phishing account emails
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Results - Phishing account emails

1 -
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| | |

Mean correctness
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]
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Before Immediate Delay

Non-embedded e==Embedded e==Control ---<Suspicion
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Results - Phishing account emails

1 _
0.8 -
§ 0.68
c 0.64
+ 0.6 -
o
o
(8]
€ 0.4 -
)
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0.04 0.07
O I I ]
Before Immediate Delay

Non-embedded e==Embedded e==Control ---<Suspicion
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Results - Phishing account emails

1 _
0.8 -
8
c 0.64
+ 0.6 -
o
o
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)
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O I ]
Immediate Delay

Non-embedded e==Embedded e==Control ---<Suspicion
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Results - Phishing account emails

1

o o o
~ (@)} (000]

Mean correctness
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N

0.18
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Before Immediate
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Results — Legitimate link emails

1.00 -

0.80 -

o

D

o
|

Mean correctness

o

N

o
|

0.00 | |
Before Immediate Delay

eeeeNon-embedded e==Embedded e==Control ----Suspicion
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Participant quote

* “| was more motivated to read the training
materials since it was presented after me
falling for the attack.”
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Real world study: CMU

« Evaluate effectiveness of PhishGuru training in the
real world

* |nvestigate retention after 1 week, 2 weeks, and 4
weeks

« Compare effectiveness of 2 training messages
with effectiveness of 1 training message

P. Kumaraguru, J. Cranshaw, A. Acquisti, L. Cranor, J. Hong, M. A. Blair, and T.
Pham. School of Phish: A Real-World Evaluation of Anti-Phishing Training.

SOUPS 2009.
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Study design

« Sent email to all CMU students, faculty and staff to
recruit participants to opt-in to study

« 515 participants in three conditions

— Control
— One training message
— Two training messages

 Emails sent over 28 day period

— 7 simulated spear-phishing messages

— 3 legitimate messages from ISO (cyber security scavenger
hunt)

« Exit survey
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Implementation

Unique hash in the URL for each
participant

Demographic and department/status data
linked to each hash

Form does not POST login details

Campus help desks and all spoofed
organizations were notified before
messages were sent
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Study schedule

Day of the Control One training Two training
study message messages
Day 0 Test and real Train and real Train and real
Day 2 Test

Day 7 Test and real

Day 14 Test Test Train

Day 16 Test

Day 21 Test

Day 28 Test and real

Day 35

Post-study survey




Simulated spear phishing message

From: Help Desk <aler-password@cmu.edu>

Subject: Your Andrew password alert Plain text email
Date: November 17, 2008 11:08:18 AM EST . .
To: Ponnurangam Kumaraguru (PK) without graphlcs

Dear Student/Faculty/Staff,

QOur records indicate that you have not changed your Andrew password in the last 90 days, if you do not change your
password in the next 5 days, your access to the Andrew email system will be terminated. Click the link below to
update your password.

hitp://andrewwebmail.org/password/change.htm?1D=0009 URL iS nOt hldden

Sincerely,
Andrew Help Desk
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Simulated phishing website

HO6 WEBISO Secure Login =

| @ ( 9 .. http://andrewwebmail.org passworc_ia'_change.htm?1D=9E}£=9 ﬁ'\l' (:@* Google Q\

ABOUT LOGOUT

WeblISO Secure Login

The resource you requested requires you to authenticate.

User ID @l anprew.cMu.EDU 4

0Old password

MNew password

Confirm password

.Login_

Carnegie Mellon Certificates: Many of the services that use WebISO also use the Carnegie Mellon Certificates. If you haven't
already done so, you should install the Carnegie Mellon CA Root Certificates in wour bro

About this service. WebIS0 verifies the identity of Carnegie Mellon users. WebIS0 does not require installation of specialized
software. However, your browser must be configured to accept cookies, This is the default configuration for all major web
browsers. If you have disabled cookies in the past you will need to enable cookie support in your browser to use WebISO...

[mare]
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Simulated phishing website

a6 WeblS0 Secure Login

lonn - @ C u _ _hn:;J:f,fandrewwebmaimr_g_,fpassworda’thankvau.hlml?lD=9009 14 V-\' - (* Coogle

Carnegie m

Thank you for updating your password!

Carnegie Mellon Certificates: Many of the services that use WebIS0 also use the Carnegie Mellon Certificates. If you haven't
already done so, you should instzll the Carneaie Mellon CA Root Cer

€5 [N Your Drowser

About this service. WebIS0 verifies the identity of Carnegie Mellon users, WebIS0 does not require installation of specialized
software. Howewver, your browser must be configured to accept cookies. This is the default configuration for all major web
browsers. If you have disabled cookies in the past you will need to enable cockie support in your browser to use WebISO... [mere]
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PhishGuru intervention

Carnegie Mellon

The PhishGuru

Protect yourself from Phishing Scams

— WARNINGI

Clicking on links like the one in the email you've just read puts ™

you at risk for identity theft. A phishing scam uses fraudulent

email and web pages to steal bank account infarmation, 7
_ passwords, and other confidential information. _

How you were tricked |

/ 11115E{T'|EI| is from my % Dnn'tfaﬂforthm j{-
bank and it is asking ~ scamemall, >

me to update my |

information. | better | Sy Pree
click onthelinkand y
b upd ateit. /J

Wombank

From: service@Wombank.com
gle:.}me Il be

account will be suspended if
Wdﬂﬂmpdaﬁeruunmnhm

How to help protect yoursalf |

@ Don't call company phone

o Don't trust links in an email.
numbers in emails or instant

http./h iill messages. Check a reliable
) source such as a phone book
o Never give out personal or credit card statement.

information upon email request,
P q Credit Card Statement

For customar samvice call
1-800-0e-xx6x

e Look carefully at the web address,
Don't open unexpected email

AR Dtp:www, n.com| attachments or instant
message download links,
@ Type in the real website address My Inbox

into a web browser. Hera is the updated document
AR htip:/iwww.amazon,com | t

Dy

How phishers trick you

Here is how con artists
try to steal your
personal information.

-

| added a link that looks like ; phlshguru urq
it goes to Wombank - but it

really sends people to my % g
site 50 | can steal their

infermation and money! ‘ %

| forged the address to " Thanks PhishGuru!
look genuine. [ Where can | learn :
J i
| threatened the user with \_Mmore? o T
an urgent message. e - ---’ / isit
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Simulated phishing emails

From _______|Subjectline

Info Sec Bandwidth Quota Offer

Networking Services Register for Carnegie Mellon's annual
networking event

Webmaster Change Andrew password

The Hub - Enrollment  Congratulation - Plaid CaSh
Services

Sophie Jones Please register for the conference
Community Service  \/olunteer at Community Service Links
Help Desk Your Andrew password alert
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Results

* People trained with PhishGuru were less
likely to click on phishing links than those not
trained

» People retained their training for 28 days
* Two training messages are better than one

* PhishGuru training does not make people
less likely to click on legitimate links

* Age was most significant factor in
determining vulnerability
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Effect of PhishGuru

Condition N % who % who
clicked on clicked on
Day 0 Day 28

Control 172 |52.3 44.2

Trained 343 [48.4 24.5
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Results conditioned on participants who

clicked on day O

100 7

90

80

70

60

50 7

Percentage

40 -

30

20

10

Only Clicked
B Clicked & Gave

Control (N =90)
One-train (N =89)
Two-train (N =77)

0

° £ £
= © @©
§ 5 B
()
S g g
O
Day 2

Trained
participants
less likely to
fall for
phish
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Results conditioned on participants who

clicked on day O

100 7
90
80
70
60
o
o
3
§ 50 7
v
@
a
40
30
20
10
07
sle < 5 £ < s £ ¢
sl & g 5 g C 5 ©® ®
sla o S 9 o S o o
o (v) O
5 2 § 2 ¢ 3
Day 2 Day 7 Day 14

Control

Day 16

Only Clicked Control (N = 90)
. One-train (N = 89)
Ml Clicked&Gave 0 train (N = 77)

One train
Two train

Control
One train
Two train

Control
One train
Two train

Day 21 Day 28

Trained
participants
less likely to

fall for phish
\a or phis

\

J

b

Trained
participants
remember
what they
learned 28

days later

-

%
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Results conditioned on participants who
clicked on day O and day 14

100 7

90

80

70

60

50

Percentage

40

30

20

10

Only Clicked
B Clicked & Gave

Control (N = 54)
One-train (N =35)
Two-train (N = 34)

Two-train participants less likely
than one-train participants to
click on days 16 and 21
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Results conditioned on participants who
clicked on day O and day 14

100 7

90

80

70

60

50

Percentage

40

30

20

10

Control
One train
Two train

Day 16

Only Clicked Control (N = 54)
. One-train (N = 35)
B Clicked & Gave Two-train (N = 34)

Two train
Two train

Two-train participants less likely
than one-train participants to
click on days 16 and 21

Two-train participants less likely
than one-train participants to
provide information on day 28
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Legitimate emails

Condition N Day 0 Day 7 Day 28
Clicked % Clicked % Clicked %
Control 90 ]50.0 41.1 38.9
One-train 89 139.3 42.7 32.3
Two-train 77 T48 1 44.2 35.1

No difference between the three
conditions on day O, 7, and 28

62




Legitimate emails

Condition N Day 0 Day 7 Day 28
Clicked % Clicked % Clicked %
Control 90 [50.0 AT.1 38.9
One-train 89 |39.3 42.7 32.3
Two-train 77 [48.1 44.2 35.1

No difference between the three
conditions on day O, 7, and 28

No difference within the three
conditions for the three emails
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Students are most vulnerable

» Students significantly more likely to fall for
phish than staff before training

* No significant differences based on
student year, department, or gender

» 18-25 age group were consistently more
vulnerable to phishing attacks on all days
of the study than older participants
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Percentage who clicked by age group

18-25 62%
26-35 A8%
36-45 33%

45 and older 43%
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Most participants liked training, wanted
more

« 280 completed post study survey

 80% recommended that CMU continue
PhishGuru training

— “I really liked the idea of sending CMU students
fake phishing emails and then saying to them,
essentially, HEY! You could've just gotten
rs}cammed! You should be more careful - here's

oW...."

— “| think the idea of using something fun, like a
cartoon, to teach people about a serious subject
Is awesome!”
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APWG
landing page

= Train people when they
fall for actual phishing
emails

= Redirect people to
“landing page”

= CMU collecting and
analyzing log files

= P. Kumaraguru, L. Cranor,
and L. Mather. Anti-
Phishing Landing Page:
Turning a 404 into a
Teachable Moment for
End Users. CEAS 2009.
http://www.ceas.cc/pap
ers-2009/ceas2009-
paper-37.pdf

= http://education.apwg.o

rg/

WARNING!

The web page you tried to visit might have been trying to steal
your personal information. That page was removed after being identified
as a "phishing" web page. A phishing web page tricks people out of bank
account information, passwords and other confidential information.

How You Were Tricked

How to Help Protect Yourself

This email is from my bank n Don't trust links in an email.

and is asking me to update
my information. | better click
on the link and update it.

H Never give out personal

STop! information upon email request.

Don't fall for

BT nare:

4 b htthwawannazcn

m http://www.amazon.com/update

Credit Card: [1234 5678 9101 1213

B Look carefully at the web address.

E Don't call company phone
numbers in emails or instant
messages. Check a reliable
source such as a phone book
or|credit card statement.

Credit Card Statement

1 For Customer Service call:
| 1-800 x0-200¢

E Don’t open unexpected email
attachments or instant
message unload links.

From: service@Wombank.com My Inbox

Dear Jane, n Type in the real website address Here is the updlated document.

Your account will be suspanded if into a web browser,

you do not update your information. _ AL

http:f/www.Wombank.com/update 4 b htthMwwamaZGnmmk | DON‘T CLICK!
How Phishers Trick You Into Giving Out Personal Information How You Can Help

ﬂ He forges email addresses to look genuine

[ He provokes the computer user with an
urgent request

& From: service@Wombank.com
‘& DearJane,
Your account will be suspended if
you do not update your information.
T httpwwwWombank.com/update

He adds links that appear to connectto a
real bank but bring users to the phisher's
counterfeit site - to take their information
and money

| Should | report this suspicious email?

’ “ This one was already
« b a reported and you are
L safe, But Please tell
your friends what you

learned here.




Anti-phishing Phil
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Anti-Phishing Phil

* Online game

* http://wombatsecurity.com/antiphishingphil

« Teaches people how to protect themselves from phishing
attacks
— identify phishing URLs
— use web browser cues
— find legitimate sites with search engines

S. Sheng, B. Magnien, P. Kumaraguru, A. Acquisti, L. Cranor, J. Hong, and E. Nunge. Anti-
Phishing Phil: The Design and Evaluation of a Game That Teaches People Not to Fall for
Phish. In Proceedings of the 2007 Symposium On Usable Privacy and Security, Pittsburgh,
PA, July 18-20, 2007.
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ROUND OVER

Congratulations! You May Proceed to the Next Round

{J } cormect choice { x ] incormrect choice

J( hitp: 165 246 121.80warmu/ ) SCAM ALERT! URLs with all numbers in the front are usually scam.

J ( hitp: e msn-verify.com) ) SCAM ALERT! keywords such as verify, update in the domain usually means it
IS scam.

{( hitp:ifwww.chase.com ) Chase.com is part of the J.P. Chase Corporation.

J ( hitps:ffwww3.nationalgeographic.com/ ) Dont be fooled by the www3, this site belongs to nationalgeographic.com

'J( hitp:fwww.onlineregionsbank.com/ J SCAM ALERT! Regions bank website is regions.com, not
onlineregionsbank.com

J( http:ifwww . citizensbank.com ) citizenshank.com belongs to Citizens Bank.

x ( hitp:/147.91 75 1/ebay/ ) SCAM ALERT! URLs with all numbers in the front are usually scam.

x (hﬁp:fﬁu’ww.amaznn.cnm J amazon.com is the shopping site Amazon.

‘ NEXT ROUND '




How To Avoid Online Scams

' Looking at the I

address bar can
ene6 help you figure out
J hitp://143.127.22.13 /wombank.htmi if a web site is

Most Visited = Getting Started  Latest Headlines  RSS IEgit“ﬂﬂtE or a

scam!

V2

Username:
Password:

“%

PLAY!




User Study

« Test participants’ ability to identify phishing web sites
before and after training

— 10 URLs before training, 10 after, randomized
— Up to 15 minutes of training

 Three conditions:

— Web-based phishing education
— Tutorial
— Game

* 14 participants in each condition

— Screened out security experts
— Younger, college students
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Results

* No significant difference in false negatives
among the three groups

« Game group performed best in false
positives

 All training we tested made people more
suspicious, but only the game helped
people distinguish phish from legitimate
web sites
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Field Study

CONTINUE )

SKIP SURVEY
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Is this the real eBay website?

P rea )

File FEdl YWew Savarites  Toals  Eelp

& % " o=t :
_)t_| I_"’ﬂ ' | ! Zaarch o Favorites {Fk

Alliess (£ mtep://81.196.125 28/sbay/login3 . html

Sell: Register or Sign In

New to eBay? or

If you want to sign in, you'l
need to register first.

Registration is fast and free

Register = I

help
Already an eBay user?
Ta protect your account, please re-enter your password.

eBay User ID

Forgot your User ID7

Password

Forgot your password?

Secure Sign In =

I"' Keep me signed in on this computer unless I sign outk

Account protection tips | Standard sign in

i Jkernel
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Study Set-up

« Test participants’ ability to identify phishing web sites
after training and the ability to retain the knowledge
— 6 URL quiz
 before training, after training, one week later
« Conditions:

— Control
— Game
« Completed training
— 2,021 in training group

. 674_ returned one week later
— 2,496 in control group
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False negative results

False negative rate

0.60

0.50 -

0.40 -

0.30 -

0.20 -

0.10 -

0.00

False negative

(.22

—@ (.14

4 0.07

Immediate post-test Delayed post-test
Test states

-+ Novice -# Intermediate —+ Expert
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False positive results

False positive

0.90

0.80
0.70

0.60

0.50

0.40

0.30

False positive rate

0.20
0.10

0.84

0.11

‘\.0.05

0.22

—+0.25

—
0.16

—u0.17

& 0.05

0.00

Pre-test

Immediate post-test Delayed post-test

Test states

—+— Novice = Intermediate =+ Expert
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Comments

* “| liked the game! It was fun to play and
had a useful message.”

« “Excellent game. Getting people to
actually learn is the tough part.”

 “Is it available to training facilities for use
with Corporate compliance and Internet
training classes?”

* “| plan to direct my mother to this site.”
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Why is Phil so popular?

Addresses a problem people are
concerned about

Fun to play

People like to win things (or even just get
points)

Get trained fast (about 10 minutes)
Teaches actionable steps

Interactive, reinforces learning
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Security user education is possible

« Conventional wisdom: end-user security
training does not work

* Anti-phishing work shows otherwise
— You can teach Johnny not to fall for phish

 We should still aim to reduce or eliminate
computer security threats through technology
and enforcement STOP!

Don't fall for this

» But these efforts should be scam email.
complemented with user education &)
v
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