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eBay:	
  Urgent	
  No.fica.on	
  From	
  Billing	
  Department	
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We	
  regret	
  to	
  inform	
  you	
  that	
  your	
  eBay	
  account	
  could	
  be	
  	
  
suspended	
  if	
  you	
  don’t	
  update	
  your	
  account	
  informa.on.	
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h@ps://signin.ebay.com/ws/eBayISAPI.dll?
SignIn&sid=verify&co_partnerid=2&sidteid=0	
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h@p://www.kusi.org/hcr/eBay/ws23/eBayISAPI.htm	
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Phishing works 


•  73 million US adults received more than 50 
phishing emails each in the year 2005


•  Gartner estimated 3.6 million adults lost 
$3.2 billion in phishing attacks in 2007 


•  Financial institutions and military are also 
victims


•  Corporate espionage 
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Why phishing works


•  Phishers take advantage of Internet users’ 
trust in legitimate organizations


•  Lack of computer and security knowledge 
[Dhamija et al.]


•  People don’t use good strategies to protect 
themselves [Downs et al.]
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Anti-phishing strategies 


•  Silently eliminate the threat

– Find and take down phishing web sites

– Detect and delete phishing emails


•  Warn users about the threat

– Anti-phishing toolbars and web browser 

features

•  Train users not to fall for attacks




10


User education is challenging


•  Users are not motivated to learn about 
security


•  For most users, security is a secondary task

•  It is difficult to teach people to make the 

right online trust decision without increasing 
their false positive errors
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Is user education possible?


•  Security education “puts the burden on the 
wrong shoulder.” "
[Nielsen, J. 2004. User education is not the answer to security problems. 
http://www.useit.com/alertbox/20041025.html.]"



•  “Security user education is a myth.” "
[Gorling, S. 2006. The myth of user education. 16th Virus Bulletin International Conference.]"



•  “User education is a complete waste of time. "
It is about as much use as nailing jelly to a 
wall…. They are not interested…they just want 
to do their job.” "
[Martin Overton, a U.K.-based security specialist at IBM, quoted in 
http://news.cnet.com/2100-7350_3-6125213-2.html]
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Web site training study


•  Laboratory study of 28 non-expert computer users


•  Control group: evaluate 10 sites, 15 minute break to read 
email or play solitaire, evaluate 10 more sites


•  Experimental group: evaluate 10 sites, 15 minutes to read 
web-based training materials, evaluate 10 more sites


•  Experimental group performed significantly better 
identifying phish after training, but more false positives


•  People can learn from web-based training materials, if only 
we could get them to read them!


P. Kumaraguru, S. Sheng, A. Acquisti, L. Cranor, and J. Hong. Teaching Johnny Not to Fall 
for Phish. ACM Transactions on Internet Technology (TOIT), Volume 10, Issue 2, May 2010.
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How do we get people trained?


•  Problem

–  Existing materials good, but could be better

–  Most people don’t proactively look for security training 

materials

–  “Security notice” emails sent to employees and/or 

customers tend to be ignored

•  Too much to read

•  People don’t consider them relevant


•  Solution

–  Find a “teachable moment”: PhishGuru

–  Make training fun: Anti-Phishing Phil

–  Use learning science principles
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PhishGuru
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PhishGuru Embedded training


•  Send emails that looks like a phishing 
attack


•  If recipient falls for it, intervention warns and 
highlights what cues to look for in succinct 
and engaging format


•  User studies have demonstrated that this is 
effective


•  Delivering same training via direct email is 
not effective!
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Subject:	
  Revision	
  to	
  Your	
  Amazon.com	
  Informa.on	
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Subject:	
  Revision	
  to	
  Your	
  Amazon.com	
  Informa.on	
  

Please	
  login	
  and	
  enter	
  your	
  informa.on	
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Applies	
  learning-­‐by-­‐doing	
  
and	
  immediate	
  feedback	
  
principles	
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Applies	
  story-­‐based	
  agent	
  
principle	
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Applies	
  con.guity	
  principle	
  
Presents	
  procedural	
  knowledge	
  



24


Applies	
  personaliza.on	
  principle	
  
Presents	
  conceptual	
  knowledge	
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From research to reality


•  Iterated on PhishGuru designs

•  Phishguru user studies

– Laboratory 

– Real-world


•  Anti-Phishing Working Group landing page  

•  PhishGuru now being commercialized by 

Wombat Security Technologies, Inc.
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First lab study results


•  Security notices are 
an ineffective medium 
for training users 


•  Users educated with 
embedded training 
make better 
decisions than those 
sent security notices


Kumaraguru,	
  P.,	
  Rhee,	
  Y.,	
  Acquis.,	
  A.,	
  Cranor,	
  L.	
  F.,	
  Hong,	
  J.,	
  and	
  Nunge,	
  E.	
  Protec.ng	
  people	
  
from	
  phishing:	
  the	
  design	
  and	
  evalua.on	
  of	
  an	
  embedded	
  training	
  email	
  system.	
  CHI	
  ’07,	
  pp.	
  
905-­‐914.	
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Goals for second lab study


•  Investigate knowledge retention  

•  Investigate different delivery channels

– Do people need to fall for phishing emails to get 

trained?










Kumaraguru, P., Rhee, Y., Sheng, S., Hasan, S., Acquisti, A., Cranor, L. F., and Hong, J. 
Getting users to pay attention to anti-phishing education: Evaluation of retention and 
transfer. e-Crime Researchers Summit, Anti-Phishing Working Group (2007).
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Study design

•  Setup


–  Think aloud study

–  Role play as Bobby Smith, "

business administrator

–  Respond to Bobby’s email


•  Experiment 

–  Part 1: 33 emails and one intervention

–  Part 2 (after 7 days): 16 emails and no intervention 


•  56 participants across 4 conditions 

–  Control: no intervention

–  Suspicion: an email from a friend 

–  Non-embedded: intervention in the email 

–  Embedded: intervention after clicking on link
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Some of Bobby’s messages

Email	
  type	
  	
   Sender	
  	
   Subject	
  

Legi.mate-­‐no-­‐link	
   Brandy	
  Anderson	
  	
   Booking	
  hotel	
  rooms	
  for	
  visitors	
  

Legi.mate-­‐link	
   Joseph	
  Dicosta	
   Please	
  check	
  PayPal	
  balance	
  	
  

Phishing-­‐no-­‐
account	
  	
  

Wells	
  Fargo	
   Update	
  your	
  bank	
  informa.on!	
  

Phishing-­‐account	
   eBay	
   Reac.vate	
  your	
  eBay	
  account	
  

Spam	
   Eddie	
  Arredondo	
   Fw:	
  Re:	
  You	
  will	
  want	
  this	
  job	
  

Interven.on	
   Amazon	
   Revision	
  to	
  your	
  Amazon.com	
  
informa.on	
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Hypotheses


•  Participants in embedded condition

– Learn more effectively

– Retain more knowledge



than participants in other conditions 
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Data analysis


•  We treated clicking on link to be falling for 
phishing 


•  89% of the users who clicked went ahead 
and gave personal information 
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Results - Phishing account emails
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Results - Phishing account emails
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Results - Phishing account emails
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Results - Phishing account emails
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Results – Legitimate link emails
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Participant quote


•  “I was more motivated to read the training 
materials since it was presented after me 
falling for the attack.”
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Real world study: CMU


•  Evaluate effectiveness of PhishGuru training in the 
real world


•  Investigate retention after 1 week, 2 weeks, and 4 
weeks 


•  Compare effectiveness of 2 training messages with 
effectiveness of 1 training message







P. Kumaraguru, J. Cranshaw, A. Acquisti, L. Cranor, J. Hong, M. A. Blair, and T. 
Pham. School of Phish: A Real-World Evaluation of Anti-Phishing Training. 
SOUPS 2009.
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Study design

•  Sent email to all CMU students, faculty and staff to recruit 

participants to opt-in to study

•  515 participants in three conditions 


–  Control 

–  One training message 

–  Two training messages 


•  Emails sent over 28 day period

–  7 simulated spear-phishing messages

–  3 legitimate messages from ISO (cyber security scavenger 

hunt)

•  Exit survey
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Implementation 


•  Unique hash in the URL for each participant

•  Demographic and department/status data 

linked to each hash 

•  Form does not POST login details

•  Campus help desks and all spoofed 

organizations were notified before 
messages were sent
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Study schedule


Day	
  of	
  the	
  
study	
  

Control	
  	
   One	
  training	
  
message	
  	
  

Two	
  training	
  	
  
messages	
  	
  

Day	
  0	
  	
   Test	
  and	
  real	
  	
   Train	
  and	
  real	
  	
   Train	
  and	
  real	
  	
  
Day	
  2	
  	
   Test	
  	
  
Day	
  7	
  	
   Test	
  and	
  real	
  	
  
Day	
  14	
  	
   Test	
  	
   Test	
  	
   Train	
  	
  
Day	
  16	
  	
   Test	
  
Day	
  21	
   Test	
  	
  
Day	
  28	
  	
   Test	
  and	
  real	
  	
  
Day	
  35	
  	
   Post-­‐study	
  survey	
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Simulated spear phishing message


URL	
  is	
  not	
  hidden	
  

Plain	
  text	
  email	
  
without	
  graphics	
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Simulated phishing website
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Simulated phishing website
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PhishGuru intervention
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Simulated phishing emails

From	
   Subject	
  line	
  
Info	
  Sec	
   Bandwidth	
  Quota	
  Offer	
  
Networking	
  Services	
   Register	
  for	
  Carnegie	
  Mellon's	
  annual	
  

networking	
  event	
  
Webmaster	
   Change	
  Andrew	
  password	
  
The	
  Hub	
  -­‐	
  Enrollment	
  
Services	
  

Congratula.on	
  -­‐	
  Plaid	
  Ca$h	
  

Sophie	
  Jones	
   Please	
  register	
  for	
  the	
  conference	
  
Community	
  Service	
   Volunteer	
  at	
  Community	
  Service	
  Links	
  
Help	
  Desk	
   Your	
  Andrew	
  password	
  alert	
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Results


•  People trained with PhishGuru were less likely 
to click on phishing links than those not trained


•  People retained their training for 28 days

•  Two training messages are better than one

•  PhishGuru training does not make people less 

likely to click on legitimate links

•  Age was most significant factor in determining 

vulnerability
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Effect of PhishGuru


Condi?on	
   N	
   %	
  who	
  
clicked	
  on	
  
Day	
  0	
  	
  

%	
  who	
  
clicked	
  on	
  
Day	
  28	
  	
  

Control	
  	
   172	
  
	
  

52.3	
   44.2	
  

Trained	
   343	
   48.4	
   24.5	
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Results conditioned on participants who 
clicked on day 0
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Results conditioned on participants who 
clicked on day 0
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Results conditioned on participants who 
clicked on day 0 and day 14
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Results conditioned on participants who 
clicked on day 0 and day 14
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Legitimate emails

Condi?on	
   N	
   Day	
  0	
  	
   Day	
  7	
  	
   Day	
  28	
  	
  

Clicked	
  %	
  	
   Clicked	
  %	
  	
   Clicked	
  %	
  	
  
Control	
  	
   90	
  

	
  
50.0	
   41.1	
   38.9	
  

One-­‐train	
   89	
   39.3	
   42.7	
   32.3	
  
Two-­‐train	
   77	
   48.1	
   44.2	
   35.1	
  

No	
  difference	
  between	
  the	
  three	
  
condi.ons	
  on	
  day	
  0,	
  7,	
  and	
  28	
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Legitimate emails


No	
  difference	
  between	
  the	
  three	
  
condi.ons	
  on	
  day	
  0,	
  7,	
  and	
  28	
  	
  

No	
  difference	
  within	
  the	
  three	
  
condi.ons	
  for	
  the	
  three	
  emails	
  

Condi?on	
   N	
   Day	
  0	
  	
   Day	
  7	
  	
   Day	
  28	
  	
  
Clicked	
  %	
  	
   Clicked	
  %	
  	
   Clicked	
  %	
  	
  

Control	
  	
   90	
  
	
  

50.0	
   41.1	
   38.9	
  

One-­‐train	
   89	
   39.3	
   42.7	
   32.3	
  
Two-­‐train	
   77	
   48.1	
   44.2	
   35.1	
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Students are most vulnerable


•  Students significantly more likely to fall for 
phish than staff before training


•  No significant differences based on student 
year, department, or gender


•  18-25 age group were consistently more 
vulnerable to phishing attacks on all days of 
the study than older participants
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Percentage who clicked by age group


Age	
  group	
   Day	
  0	
   Day	
  28	
  
18-­‐25	
   62%	
   36%	
  
26-­‐35	
   48%	
   16%	
  
36-­‐45	
   33%	
   18%	
  
45	
  and	
  older	
   43%	
   10%	
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Most participants liked training, wanted 
more

•  280 completed post study survey 

•  80% recommended that CMU continue 

PhishGuru training

–  “I really liked the idea of sending CMU students 

fake phishing emails and then saying to them, 
essentially, HEY! You could've just gotten 
scammed! You should be more careful - here's 
how....”


–  “I think the idea of using something fun, like a 
cartoon, to teach people about a serious subject is 
awesome!”
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APWG  
landing page  

§  Train	
  people	
  when	
  they	
  

fall	
  for	
  actual	
  phishing	
  
emails	
  

§  Redirect	
  people	
  to	
  
“landing	
  page”	
  

§  CMU	
  collec.ng	
  and	
  
analyzing	
  log	
  files	
  

§  P.	
  Kumaraguru,	
  L.	
  
Cranor,	
  and	
  L.	
  Mather.	
  
An.-­‐Phishing	
  Landing	
  
Page:	
  Turning	
  a	
  404	
  into	
  
a	
  Teachable	
  Moment	
  for	
  
End	
  Users.	
  CEAS	
  2009.	
  
h@p://www.ceas.cc/
papers-­‐2009/ceas2009-­‐
paper-­‐37.pdf	
  

§  h@p://
educa.on.apwg.org/	
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Anti-phishing Phil
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Anti-Phishing Phil

•  Online game

•  http://wombatsecurity.com/antiphishingphil

•  Teaches people how to protect themselves from phishing 

attacks

–  identify phishing URLs

–  use web browser cues

–  find legitimate sites with search engines








S. Sheng, B. Magnien, P. Kumaraguru, A. Acquisti, L. Cranor, J. Hong, and E. Nunge. Anti-
Phishing Phil: The Design and Evaluation of a Game That Teaches People Not to Fall for 
Phish. In Proceedings of the 2007 Symposium On Usable Privacy and Security, Pittsburgh, 
PA, July 18-20, 2007.
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User Study

•  Test participants’ ability to identify phishing web sites 

before and after training

–  10 URLs before training, 10 after, randomized

–  Up to 15 minutes of training


•  Three conditions: 

–  Web-based phishing education

–  Tutorial 

–  Game


•  14 participants in each condition

–  Screened out security experts

–  Younger, college students
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Results


•  No significant difference in false negatives 
among the three groups


•  Game group performed best in false 
positives


•  All training we tested made people more 
suspicious, but only the game helped 
people distinguish phish from legitimate 
web sites
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Field Study
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Study Set-up


•  Test participants’ ability to identify phishing web sites 
after training and the ability to retain the knowledge

–  6 URL quiz


•  before training, after training, one week later

•  Conditions: 


–  Control

–  Game


•  Completed training

–  2,021 in training group 


•  674 returned one week later

–  2,496 in control group
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False negative results
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False positive results
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Comments


•  “I liked the game! It was fun to play and had 
a useful message.”


•  “Excellent game. Getting people to actually 
learn is the tough part.”


•  “Is it available to training facilities for use 
with Corporate compliance and Internet 
training classes?”


•  “I plan to direct my mother to this site.”
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Why is Phil so popular?


•  Addresses a problem people are concerned 
about


•  Fun to play

•  People like to win things (or even just get 

points)

•  Get trained fast (about 10 minutes)

•  Teaches actionable steps

•  Interactive, reinforces learning
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Security user education is possible 


•  Conventional wisdom: end-user security 
training does not work


•  Our work shows otherwise

– You can teach Johnny not to fall for phish


•  We should still aim to reduce or eliminate 
computer security threats through technology 
and enforcement


•  But these efforts should be "
complemented with user education
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