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Access control introduction 
Demos of different access control systems 
A quick look at papers  
Other aspects of AC beyond required reading 
Usability problems of access control 
Class discussion on conflict AC rules 
 
 
 



Introduction 



Access control definition  
Access control is the 
selective restriction of 
access to resource. [1] 

 

Its function is to control 
which principals (persons, 
processes, machines, ...) 
have access to which 

resources in the system — 
ZKLFK�¿OHV�WKH\�FDQ�UHDG��
which programs they can 

execute, how they share 
data with other principals, 
and so on.[2] 

 



Common access control mechanisms 



Scenarios & Demo 

• Physical Access Control 
• File System Access Control 
• Photo Sharing 
• File Sharing 



Physical Access Control 



Windows: File System Access Control 



Facebook: Photo Sharing 



Google Doc: File Sharing 

演示者
The “file” here doesn’t have to be the traditional file with extension .doc, .txt, .img, in our local file system. It could be any digital block of data.



A naive access control system 
 
 
 
 
 
 
 
 
 
 
 
PC data access control system based mobile phone, 2011 
 



Typical Mechanisms 

• Access groups and roles 
• Access control list 



Access groups 

Role-Based Access Control (RBAC) 
 
 

• Information will be repeatedly shared with that particular 
group 

 • Group membership 
information is 
normally visible to all 
members of an 
organization 

• Lack of transparency 
 

演示者
1.  or at least repeatedly enough to offset the effort required for group creation.2. This information must be public if users are to be able to determine what access control settings to apply in order to generate a particular access policy.3. a user unaware of the actual membership of a group may accidently share content in unintended ways. See example



Access Control List 
• Store the access control matrix a column at a time, 

along with the resource to which the column refers. 
• ACLs are suited to environments where protection is 

data-oriented 
• ACLs are less suited where the user population is large 

and constantly changing 
 
 
 

演示者
1.ACLs are a natural choice in environments where users manage their own ﬁle security, and became widespread in the Unix systems2. less suited where users want to be able to delegate their authority to run a particular program to another user for some set period of time.



Papers 

Some of the slides in this section are stolen from Prof. Lorrie, Lujo and Reb’s paper and lecture slides. 



Policy configuration on Grey   



How the policy in grey works 



How the policy in grey works 



How to make configuration correct 

Setting up policies takes effort 
 
Incorrectly set up policies can allow or deny 
access 
 
How to help user  easily  
set up correct policies  
                 
  
 



How to make configuration correct 

Mechanism involves two steps: 
 
1. Identifying intended policy and misconfigurations in the 

implemented policy 
2. Resolving misconfigurations by augmenting the 

implemented policy 
                                                
   
“Misconfiguration” refers to authority that is 
intended to exist but has not been given  
                             
     



Tools for security administration     

2nd worst Windows UI of all time 
   
       
Rob Reeder 
Sr. Research Scientist, Google  

      
     
    
   
 
 
 
  
         
   
 
 
          
    
         
   
 
  



Example: Jana 

        
Scenario: You are a TA in a Music Department and have to 

maintain the department file server 

       
Task: Jana, a Theory 101 TA, complained that when she tried to 

change the Four-part Harmony handout to update the 
assignment, she was denied access. 

       
Set permissions so that can the file in the folder.  

      
     
    
   
 



Jana setup 

 Jana is a TA “this” year (did the study in 2007)  
Is in the group Theory 101 TAs 2007   

    
Jana was a TA last year 

Is in the group Theory 101 TAs 2006 

2007 TAs are allowed READ & WRITE 
2006 TAs are denied READ & WRITE 
Since Jana is in both groups, she is denied 
access  

      
     
    
   
 



Learn Jana’s effective permissions 



Learn Jana’s group membership 



Learn Jana’s group membership 



Change Jana’s groups’ permission 



Check Jana’s permission 



Solution: Expandable grid 



Solution: Expandable grid 



Result: Grid vs Windows 



          
      
Study result: conflict resolution   

 But... The grid changed conflict-resolution 
method to recency-takes-precedence  

 
 Were the effects of original study due to the 
new visualization idea, the new conflict 
resolution method, or both? 

 
 Ran another study to find out 
  More than Skin Deep 
      
     
    
   



Semantics Study  

Laboratory study     
        

3 conditions: 
– Expandable Grid with specificity semantics  
– Expandable Grid with Windows semantics  
– Native Windows file permissions interface 
 
54 participants, 18 per condition, novice policy 
authors;10 minutes training for all conditions;  
12 tasks  



Semantics study: result  

 
 
 
 
1. Does semantics make a difference?      YES!  
 
2. Does specify help resolve rules conflicts      YES! 
 
3. Is specificity semantics always better than Windows NO! 



Summary of More than Skin Deep 

  
Changing semantics has effect on 
usability, regardless of interface.  

  



Usability problems 



Usability problems 

Ɣ Permission errors 
ż Only discovered at the time access is 

really needed 
Ɣ Lack of transparency 

ż Unaware of the actual membership of 
a group 

Ɣ Conflict rules 



Discussion 



Access control conflict rules 
Scenario: You are a TA in a Music Department and have to maintain the 

department file server 
 
Jana comes back to pursue her master degree at Carnegie Mellon 

University and once again become a TA for Theory 101 in 2014.  
 
In 2014, TA are only allowed to READ but not WRITE. 
 
How would you resolve the conflict in access control rules under 

Windows and Grid?  
 
Recall: 
2007 TAs are allowed READ & WRITE 
2006 TAs are denied READ & WRITE 
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