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Introduction




Access control definition

Access control is the Its function is to control
selective restriction of which principals (persons,
access to resource. [1] processes, machines, ...)

have access to which
resources in the system —
which files they can read,
which programs they can
execute, how they share
data with other principals,
and so on.[2]



Common access control mechanisms
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Scenarios & Demo

Physical Access Control
File System Access Control

Photo Sharing
File Sharing



Physical Access Control




Windows: File System Access Control

r )

. Permissions for hosts =]
Security

Object name:  C\Windows"\System 32" drivers etchosts

Group or user names:

B2 SYSTEM
52 Administrators (Nick-PC-BCiMac Administrators)
B2 Users (Nick-PC-BCiMac'\Users)

e T —
Pemmissions for SYSTEM Allow Deny
Full cortrol ' B -
Modify [
Read § execute B B
Read B LS
Wite [ -

Leam about access control and pemissions
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Facebook: Photo Sharing

Share This Photo

4] Share: | On your own timeline + |

Write something...

From the album: Timeline Photos
By Tiangi Tong

White House

Share Photo Cancel

@ Public

+ B Only Me
# Custom

£ CMmU

@ The second High School Attached to Beijing Normal
& Baidu
See all lists...



Google Doc: File Sharing

Sharing settings

Link to share (only accessible by collaborators)
https://docs.google.com/presentation/d/11_Vquae|CrzCCeWecwgXHTREGQ58KxeR

Share link via: ™3 m n D
= -

Who has access
e« Shared with specific people - Only the Chan
“=  people listed below can access 8.
E- 'I Ziwei Hu (you) ziweihucmu@gmail.com Is owner
2  LuoWu luow.cmu@gmail.com Can edit - »
Invite people:
f Can edit »
Fﬁends (group)

v immeg == tia @mail - Add message
m ot Send a copy to myself

Editors will be allowed to add people and changa the permissions. [Change]



演示者
The “file” here doesn’t have to be the traditional file with extension .doc, .txt, .img, in our local file system. It could be any digital block of data.


A naive access control system

PC data access control system based mobile phone, 2011



Typical Mechanisms

® Access groups and roles
® Access control list



Access groups

Role-Based Access Control (RBAC)

group
® Group membership
information is
normally visible to all
members of an
organization

® Lack of transparency

Information will be repeatedly shared with that particular

®00 New Message
=] (¢](A])(B](E]
— __l Helvetica =l_[.1,z.:]_@£n. 1 i!};LEiElE]_LEE'l,[_f :1__ —
To: pe-students@mailman.srv.cs.cmu.edu
Cc:
Subject:

From: Ziwei Hu <ziw... 7 Signature: Signature #1 = o 3

=

Hi everyone, have you finished UPS homework due tomorrow?

lI haven't started yet... T T

Ziwei



演示者
1.  or at least repeatedly enough to offset the effort required for group creation.
2. This information must be public if users are to be able to determine what access control settings to apply in order to generate a particular access policy.
3. a user unaware of the actual membership of a group may accidently share content in unintended ways. See example


Access Control List

® Store the access control matrix a column at a time,
along with the resource to which the column refers.

® ACLs are suited to environments where protection is
data-oriented

® ACLs are less suited where the user population is large
and constantly changing

8 0o 4 Vivian — bash — 73x13 —.

Ziweis-MacBook-Pro:~ Viviang 1s -1

total 32

drwxr-xr—x 4 Viwvian staff 136 Mar 22 15:44 Applications
drwx————— + 22 Viwvian staff 748 Apr 14 16:15 Desktop
drwg————— + 32 Vivian staff 1088 Apr B8 16:83 Documents
drwx—————— + 259 Vivian staff BB@6 Apr 14 16:21 Downloads
drwx————— -@ 15 Vivian staff 518 Apr 11 15:38 Dropbox

druxr-xr-x 3 Vivian staff 182 Oct 13 2813 ISaP_Project
druxr-xr-x 5 Vivian staff 178 Feb 26 23:28 IdeaProjects
druwg————— -@ 68 Vivian staff 2312 Feb 27 21:43 Library
drwx—————— + 3 Vivian staff 102 Aug 1 2813 Movies
drwgk=———=—= + 5 Vivian staff 170 Aug 16 2813 Music

drwx r=xr-x 4 Vivian staff 136 Mar 27 16:85 NetBeansProjects


演示者
1.ACLs are a natural choice in environments where users manage their own ﬁle security, and became widespread in the Unix systems
2. less suited where users want to be able to delegate their authority to run a particular program to another user for some set period of time.



Papers

Some of the slides in this section are stolen from Prof. Lorrie, Lujo and Reb’s paper and lecture slides.




Policy configuration on Grey

= Smartphone-based, end- - [ T
user-driven access-control ' 1
system for physical and
virtual resources

" Deployed in CMU’s
Collaborative Innovation
Center

— Approximately 40 Grey-capable
doors and 60+ users at the
moment




How the policy in grey works

Grey: An Example Scenario

f' Lujo’s students are allowed in 2121
i+ Faculty are allowed in 2121
e At CMU, Lujo’s secretary speaks on :
behalf of Lujo rrm——
Lujo must :
' i authorize access

& T n - sanad
" &

..................

_ | need to grade the :
midterms for Lujo’s class

B

Lujo’s Office, 2121




How the policy in grey works

Grey: An Example Scenario

Scott is
a student.

Lujo’s Office, 2121

Provable if Lujo says: Q 1 Hi, Please open 2121

* Open 2121
* Scott speaks for Lujo

* Scott is a student
* Scott is faculty

>

This is Lujo’s
belief. I’ll ask
Lujo for help.

2. Prove Lujo says open 2121

O

Generate credential
stating Scott’s desire
to open 2121

3.Prove Scott says open 2121
— Lujo says open 2121

<

4. Proof of Scott says open 2121
= Lujo says open 2121

> 5, Proof of Lujo says open 2121

-



How to make configuration correct

Setting up policies takes effort

Incorrectly set up policies can allow or deny
access

How to help user easily
set up correct policies




How to make configuration correct

Mechanism involves two steps:

1. Identifying intended policy and misconfigurations in the
implemented policy

2. Resolving misconfigurations by augmenting the
implemented policy

“Misconfiguration” refers to authority that is
intended to exist but has not been given



Tools for security administration

2nd worst Windows Ul of all time

projectl data.txt Properties

| General | Security | Summary|

Gircht o g nimmeg
€ ProjectF (FEAMON\Projectf)
3 tus (PEAMON )

Rob Reeder
Sr. Research Scientist, Google | (s (onow ]

Permissions for weslep

Allevar

Full Control |

Modify F
|
i~
O

Read & Execute
Fead
White

Special Peomissions

For special permissions or lor advanced settings, _
click Advanced. Adyanced

[ ok [ cancet || ooy |




SE]JCHRERE

Scenario: You are a TA in a Music Department and have to
maintain the department file server

Task: Jana, a Theory 101 TA, complained that when she tried to
change the Four-part Harmony handout to update the
assignment, she was denied access.

Set permissions so that can the file in the folder.



Jana setup

Jana is a TA “this” year (did the study in 2007)

Is in the group

Jana was a TA last year
Is in the group

2007 TAs are allowed READ & WRITE

2006 TAs are denied READ & WRITE

Since Jana is in both groups, she is denied
access



Learn Jana’s effective permissions
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Learn Jana’s group membership
Bring up Computer @

Management interface

‘4 Start «* 3% Floppy (&:)

group €Click

[F] U ot chiange paoword ol rerd logon

embership | "Member

Az i dealed

of”
]
ﬁg o) Coma ) <:J——|




earn Jana’s group membership
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Change Jana’s groups’ permission
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Check Jana’s permission
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Solution: Expandable grid

the eXPandable grid
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Solution: Expandable grid

the eXPandable grid
File Edn Son
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Result: Grid vs Windows

818 Windows Small-size | Large-size
Task type Accuracy Time Accuracy Time
View simple 298 42
View complex h—lﬁ;;: | ==
Change simple 30

Change complex | o P L, ;:ig:
Compare groups Sos

Conflict simple

Conflict complex

| i

Memogate simulation

| Prece_dence rule test _




Study result: conflict resolution

But... The grid changed conflict-resolution
method to recency-takes-precedence

Were the effects of original study due to the
new visualization idea, the new conflict
resolution method, or both?

Ran another study to find out
More than Skin Deep



Semantics Study

Laboratory study

3 conditions:

— Expandable Grid with specificity semantics
— Expandable Grid with Windows semantics
— Native Windows file permissions interface

94 participants, 18 per condition, novice policy
authors;10 minutes training for all conditions;
12 tasks



Semantics study: result

1.00

0.80

0.60

sl f..ﬁit

1

040 -
0.00 i - . . : .

Charles Kent Lance Adria Pablo Piano Trouble- Assignment Syllabus Jana Clayton Quincy
makers
‘ OGS @ GW mWwW Task
1. Does semantics make a difference? YES!
2. Does specify help resolve rules conflicts YES!

3. Is specificity semantics always better than Windows NO!



Summary of More than Skin Deep

Changing semantics has effect on
usability, regardless of interface.



Usability problems




Usability problems

e Permission errors
o Only discovered at the time access is
really needed
e Lack of transparency
o Unaware of the actual membership of
a group
e Conflict rules



Discussion




Access control conflict rules

Scenario: You are a TA in a Music Department and have to maintain the
department file server

Jana comes back to pursue her master degree at Carnegie Mellon
University and once again become a TA for Theory 101 in 2014.

In 2014, TA are only allowed to READ but not WRITE.

How would you resolve the conflict in access control rules under
Windows and Grid?

Recall:
2007 TAs are allowed READ & WRITE
2006 TAs are denied READ & WRITE
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http://www.cl.cam.ac.uk/~rja14/Papers/SEv2-c04.pdf
http://www.cl.cam.ac.uk/~rja14/book.html
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