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Privacy goals 

• Solitude, uninterrupted 

• Unseen, unheard, unread 

• Not talked about 

• Not judged 

• Not profiled, not targeted, not 
treated differently than others 

• Not misjudged 

• Free to try, practice, make 
mistakes, self-reflect 

• Not surprised (contextual 
integrity) 

• Not accountable 

• Not required to reveal 

• Unknown 

• Forgotten 

• Intimacy 

• Control 

• Boundaries 

• Identity 

• Security 

• Safety 

• Others? 

How does each goal relate to privacy 
• In general? 
• On social networks?  

(e.g. concern or mechanism to achieve 
goal) 
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How privacy is protected 

• Laws, self regulation, technology 
– Notice and access 
– Control over collection, use, deletion, sharing 
– Collection limitation 
– Use limitation 
– Security and accountability 
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Privacy laws around the world 

• Privacy laws and regulations vary widely  

• US has mostly sector-specific laws, minimal protections, often 
referred to as “patchwork quilt” 

– No explicit constitutional right to privacy or general privacy law 
– But some privacy rights inferred from constitution 
– Narrow regulations for health, financial, education, videos, children, etc. 
– Federal Trade Commission jurisdiction over fraud and deceptive 

practices 
– Federal Communications Commission regulates telecommunications 
– Some state and local laws 

• European Data Protection Directive - EU countries must adopt 
similar comprehensive laws, recognize privacy as fundamental 
human right 

– Privacy commissions in each country 
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OECD fair information principles 

• Collection limitation 

• Data quality 

• Purpose specification 

• Use limitation 

• Security safeguards 

• Openness 

• Individual participation 

• Accountability 

• http://www.privacyrights.org/ar/fairinfo.htm 

 

http://www.privacyrights.org/ar/fairinfo.htm
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US government privacy reports 

• U.S. FTC and White House 
reports released in 2012 

• U.S. Department of 
Commerce  
multi-stakeholder 
process to develop 
enforceable 
codes of conduct 
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Privacy self regulation 
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Notice and choice 

Protect privacy by giving people control over their 
information  

Notice about data 
collection and use 
 

Choices about allowing their 
data to be collected and 
used in that way 
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Privacy Facts 
 

Privacy Facts 
 

Privacy Facts 
 

Privacy  
Facts 
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Why don’t we have a market for 
privacy? 



12 

Privacy concerns seem inconsistent with 
behavior 

• People say they want privacy, but don’t always 
take steps to protect it 

• Many possible explanations 
– They don’t really care that much about privacy 
– They prefer immediate gratification to privacy 

protections that they won’t benefit from until later 
– They don’t understand the privacy implications of their 

behavior 
– The cost of privacy protection (including figuring out 

how to protect their privacy) is too high 
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Nobody wants to read privacy policies 

 “the notice-and-choice 
model, as implemented, 
has led to long, 
incomprehensible privacy 
policies that consumers 
typically do not read, let 
alone understand” 

 
−  Protecting Consumer Privacy in an 

Era of Rapid Change. Preliminary 
FTC Staff Report. December 2010. 
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Cost of reading privacy policies 

• What would happen if everyone read the privacy 
policy for each site they visited once each 
month? 

• Time = 244/hours year 

• Cost = $3,534/year 

• National opportunity cost for  
time to read policies: $781 billion 

 

A. McDonald and L. Cranor. The Cost of Reading Privacy Policies. I/S:  
A Journal of Law and Policy for the Information Society. 2008 Privacy Year 
in Review Issue. http://lorrie.cranor.org/pubs/readingPolicyCost-

 

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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http://www.azarask.in/blog/post/privacy-icons/ 2010 
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Towards a privacy 
“nutrition label” 

• Standardized format 
– People learn where to find 

answers 
– Facilitates policy comparisons 

• Standardized language 
– People learn terminology 

• Brief 
– People find info quickly 

• Linked to extended view 
– Get more details if needed  
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Iterative design process 

• Series of studies 

– Focus groups 
– Lab studies 
– Online studies 

• Metrics 

– Reading-comprehension (accuracy) 
– Time to find information 
– Ease of policy comparison 
– Subjective opinions, ease, fun, trust 

P.G. Kelley, J. Bresee, L.F. Cranor, and R.W. 
Reeder. A “Nutrition Label” for Privacy. SOUPS 
2009. 

P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. 
Standardizing Privacy Notices: An Online Study 
of the Nutrition Label Approach. CHI2010.  
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Privacy label for Android 
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Role play studies 

• Task for participants in lab or online 
– Select apps for friend with new Android phone 
– Choose from 2 similar apps w/ different permission 

requests in each of 6 categories 
– Click on app name to visit download screens 

• Post-task questionnaire 

• Participants who saw Privacy Facts more likely 
to select apps that requested fewer permissions 
– Other factors such as brand and rating reduce effect 

P.G. Kelley, L.F. Cranor, and N. Sadeh. Privacy as part of the app decision-
making process. CHI 2013. 
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Design icons and tag lines for 
smartphone app privacy 
1. App only collects the information it needs to work and 

only uses and shares information as necessary to 
provide the service you requested 

2. Same as 1 but app also collects information about your 
location and use of apps and provides it to advertising 
companies to target ads to you 

3. App may collect any information and use or share it for 
any purpose 

 • Split into groups 
• Design icons and taglines on a laptop 
• Save as PDF or JPG and email it to Blase 
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Smartphone App Privacy Icon Study Conducted for 
LifeLock, Inc. by Cranor et al.,  2013 
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Requirements for meaningful control 

• Individuals must understand what options 
they have 

• Individuals must understand implications 
of their options 

• Individuals must have the means to 
exercise options 

• Costs must be reasonable 
– Money, time, convenience, benefits 
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More privacy background material 
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Let your computer read for you 

• Platform for Privacy 
Preferences (P3P)  

• W3C specification for  
XML privacy policies 
– Proposed 1996 
– Adopted 2002 

• Optional P3P compact 
policy HTTP headers to 
accompany cookies 

• Lacks incentives for 
adoption 
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Another approach to privacy 
communication 
 Privacy Finder search engine 
 Checks each search result for  

computer-readable P3P privacy policy,  
evaluates against user’s preferences 

 Composes search result page with privacy 
meter annotations and links to “Privacy 
Report” 

 Allows people to comparison shop for privacy 
 http://privacyfinder.org/ 

 

http://privacyfinder.org/
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Demo 

http://privacyfinder.org/
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Impact of privacy information on decision 
making 
 Online shopping study conducted at CMU lab 

 Paid participants to make online purchases with their own 
credit cards, exposing their own personal information 

 Participants paid fixed amount and told to keep the 
change – real tradeoff between money and privacy 

 Studies demonstrate that when readily accessible and 
comparable privacy information is presented in search 
results, many people will pay more for better privacy 

 

J. Tsai, S. Egelman, L. Cranor, and A. Acquisti. The Effect of Online Privacy 
Information on Purchasing Behavior: An Experimental Study. WEIS 2007. 
http://weis2007.econinfosec.org/papers/57.pdf 

S. Egelman, J. Tsai, L. Cranor, and A. Acquisti. 2009. Timing is Everything? The 
Effects of Timing and Placement of Online Privacy Indicators. CHI2009. 
http://www.guanotronic.com/~serge/papers/chi09a.pdf 

http://privacyfinder.org/ 

http://weis2007.econinfosec.org/papers/57.pdf
http://www.guanotronic.com/~serge/papers/chi09a.pdf
http://privacyfinder.org/
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P3P in Internet Explorer 

• P3P implemented in 
IE 6, 7, 8, 9, 10 … 

• Default privacy setting 
– Rejects third-party 

cookies without a CP 
– Rejects unsatisfactory 

third-party cookies 
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No P3P syntax checking in IE 

• IE accepts P3P policies containing bogus tokens 
or missing required tokens 

• Example of valid compact policy: 
 

• Examples of invalid policies accepted by IE: 
 

 

P. Leon, L. Cranor, A. McDonald, and R. McGuire. Token Attempt: The 
Misrepresentation of Website Privacy Policies through the Misuse of P3P 
Compact Policy Tokens. WPES 2010.  

 

AMZN 
Facebook does not have a P3P policy.  
Learn why here: http://fb.me/p3p 

CAO DSP COR CURa ADMa DEVa OUR  
IND PHY ONL UNI COM NAV INT DEM PRE   
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Microsoft uses a “self-declaration” protocol (known as 
“P3P”) dating from 2002 ….  It is well known – including by 
Microsoft – that it is impractical to comply with Microsoft’s 
request while providing modern web functionality. 
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Do not track 

• Proposed W3C standard 

• User checks a box 

• Browser sends “do not 
track” header to website 

• Website stops “tracking” 

• W3C working group trying 
to define what that means 
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Tools to stop tracking, effective? 

• Browser privacy settings 
– Cookie blocking 
– P3P 
– Tracking Protection Lists 
– Do Not Track 

• Browser add-ons 

• Opt-out cookies 

• Digital Advertising Alliance (DAA) AdChoices 
icon and associated opt-out pages 
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User study results 

• Problematic defaults 

• Poorly designed interfaces and jargon  

• Feedback 

• Misconceptions about opt-out tools 

• Users unable to make meaningful 
decisions on a per-company basis 

Pedro G. Leon, Blase Ur, Rebecca Balebako, Lorrie Faith Cranor, 
Richard Shay, and Yang Wang. Why Johnny Can’t Opt Out: A Usability 
Evaluation of Tools to Limit Online Behavioral Advertising. CHI2012. 
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Do people understand OBA + tools? 

• Opinions about OBA mixed – both useful and 
creepy 

• Participants did not understand OBA 
technologies 

• Some of the worst fears based on 
misconceptions 

• Participants did not know how to effectively 
exercise choice 

Blase Ur, Pedro G. Leon, Lorrie Faith Cranor, Richard Shay, and Yang 
Wang. Smart, Useful, Scary, Creepy: Perceptions of Behavioral 
Advertising. SOUPS 2012.  
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What Do Online Behavioral 
Advertising Disclosures 
Communicate to Users? 
 
Pedro Giovanni Leon, Justin 
Cranshaw, Lorrie Faith Cranor, 
Jim Graves, Manoj Hastak, Blase 
Ur, and Guzi Xu. WPES 2012 
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The industry claims total success  

 “The DAA has revolutionized consumer 
education and choice by delivering a real-
time, in-ad notice more than 10 billion times 
every day through the increasingly ubiquitous 
DAA Advertising Option Icon (also known as 
the ‘Ad Choices’ Icon)”     

 Peter Kosmala, Former 
Managing Director of The Digital 
Advertising Alliance. Yes, Johnny 
Can Benefit From Transparency 
and Control. November 3, 2011. 
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Objectives 

• Evaluate the effectiveness of different OBA 
disclosures at communicating notice and 
choice about OBA 

• Find ways to improve effectiveness of 
OBA disclosures  
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Methodology 

• Large scale between-subjects online study 
– 1,505 participants  
– Over 100 participants per treatment  

• Participants recruited through Amazon 
Mechanical Turk  

• Guided browsing scenario 

• Online survey 
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First exposure to OBA disclosures 
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Second exposure to OBA disclosures 

 

 

• Why did I get this ad? 
• Interest based ads 
• AdChoices 
• Sponsor ads 
• Learn about your ad 

choices 
• Configure ad preferences 
• ‘No tagline’ 
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Exposure to landing pages 

 

 
• AOL 

• Yahoo! 

• Microsoft 

• Google 

• Monster 
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Do icons and taglines suggest 
tailored ads? 
• To what extent, if any, does this 

combination of the symbol and phrase, 
placed on the top right corner of the above 
ad suggest the following?   
– This ad has been tailored based on websites 

you have visited in the past. [true] 
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Willingness to click 

• What do you think would happen if you 
click on that symbol or that phrase? 
– It will take you to a page where you can tell 

the advertising company that you do not want 
to receive tailored ads. [true] 

– More ads will pop up. [false] 
– It will take you to a page where you can buy 

advertisements on this website. [false] 
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Takeaways 

• OBA icons and taglines are not noticed 

• “AdChoices” was outperformed by other 
tagline treatments at communicating 
notice and choice about OBA 

• Users are afraid to click on icon 
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Location-Based Services 

• Surveyed 89 location-sharing services 
– 17% had easily-accessible privacy settings 
– 12% allowed users to specify rules to share 

location with groups of their friends 
– Only 1 had time- or location-based rules 

J. Tsai, P. Kelley, L. Cranor, and N. Sadeh. Locatin-Sharing 
Technologies: Privacy Risks and Controls. TPRC 2009. 
http://cups.cs.cmu.edu/LBSprivacy/ 

 

http://cups.cs.cmu.edu/LBSprivacy/
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Privacy in a location finding service 

http://locaccino.org/ 
 

http://locaccino.org/
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Privacy rules 
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Feedback 
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Requirements for meaningful control 

• Individuals must understand what options 
they have 

• Individuals must understand implications 
of their options 

• Individuals must have the means to 
exercise options 

• Costs must be reasonable 
– Money, time, convenience, benefits 
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