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Today’s Agenda

* Web browser privacy
— FoxTor

» Surprise! A quick experiment

» Web browser security
— Firefox Phishing Prevention
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Tor

E) How Tor Works: 3

Alice

Step 3: If the user wants
access o another site,
Alice's Tor client selects
a second random path.
Again, green links are
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Web Browsing Privacy

e Tor

— Onion routing
 Vidalia

— Tor status
* Privoxy

— Proxy (block cookies, etc.)
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Needfinding

» Observe class trying to download and
install Tor bundle
— Several pieces to download
— Many configuration steps
— Slows down web traffic

— Inadequate feedback
 Unclear if application is using Tor

— May not want to use Tor
 Online shopping
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Design Goals

o Simplify installation
— One bundle to download

— Minimal configuration
* How?
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Segment the Market

 Critical privacy needs
— Anonymity is first priority
— Political dissidents
» Selective privacy needs
— Anonymity for some sites and when convenient
— People looking for sensitive health information
» Basic privacy needs
— Anonymity is attractive but not necessary
— Cover traffic
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Design Goals

o Simplify installation
— One bundle to download

— Minimal configuration
» By level of privacy need
» Target web browser

* Provide feedback
—Is Tor working?

* |[ncrease convenience
— Turn on/off as desired
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Masked/Unmasked
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Browser Extension

¢ - Mazilla Firetox

Be it few G0 fockmais  Jook pep
- 2 - 5 B G paton e guoste.cams » O IGL
e o] [G) Wekcome ta Gmad & 1Tiees [ Google My Aeabem o0 Oicom  Blackboard [l Ecoramiat oo [ Privacy Poley, Lo, ... »
Coogle - o 4G sawren = gl I PageRack M Cneck -
— sonalized Home
1G] wekeod
i GO 08 [e“
Wob lmages Geoups Mews Froogls Local™™ morss
Google Seaich || Fm Fasling Lucky
Advaising Programs « Businass Schsions « About Google
w2002 Deegre
Cliging on the mask link Brngs
up the curent page in o teps-
rate Torized browser window
%;4 o b 0 0d. 58,162,138, 208 il st veel 200 el (68 163134 208) W grivacyl But o
Dane.
“ Masdoexk Padrn i e chemeng usalras gr (150 140 191 102 Doet need privecy? Unmash me

12




CylLab%eT

wwwCy b, cmu.edu

rnegie Mellon

Color, No IP Addresses
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Advanced

Rollover

pool-68-162-134-208 pitt east.verizon.net (55 162134 208)

Unmasked: You ook like you are coming from Plgsburgh, PA

Want privacy? Putonmy mask

P sira lime chemeng. upstras.or (150.140.191.102) |

Masiced: You look like you are coming rom Patgas, Greeze

Connection too slow, or don't wert privecy? Unmask me

Done o)
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« Tor

Seatus | Privacy Neads |

Average Dolay:
253 ms

Current Route

Configuration

hebvanced Setngs

Advanced Settings

Routing your natwork traffic irough the Tor network delays your raffic
I your current connection seems 100 slow, Iry pecking a new route.

1t 0t is il 100 slow. reduce your privacy qualty of change your route seftings.

Privacy Guality

When Tor is protecting your data. your network
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1 s edu Uinited Stat

b ¥ ol i rough. Reuting your vathc hrough mers heps will ghve you mone privacy,
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Cookie Jars

« What if you have cookies in one mode
that you want to use in another mode?

-?j Unmasked: You look like you are coming from Pittsburgh, PA

Done

Masked
v Urmasked

Traffic Monitar
Change cookis jars

Want privacy? Pulonmy mask ‘
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Alternative Masks

(AL
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Design vs. Implementation

P sira lime chemeng. upstras.or (150.140.191.102) |

Masiced: You look like you are coming rom Patgas, Greeze Connection too slow, or don't wert privecy? Unmask me
1

Done

IF You are now Masked. You appear to be coming from 212,227 20.56
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Implementation

% FoxTor
Helping protect your identity whie browsing online

Using FoxTor

Put on your mask to browse ananymously, and Remave your mask to brawse
normally. Putting on your mask temporarily disable all cookies, browser Fistory and disk
cache.

ik the ' image to put on your mask. This action may take a few seconds during which

time you wil see the text "Putting on your Mask...” When the B image appears, you are
masked and an IP address of an anonymizing computer wil appear, To remave your
mask, left-click the mage again or right-click the text beside it.

If there is an error, the ‘IMEQE will appear, In this case, please confirm that both Tor

and Privaxy are working correctly (see belon). borning
To test this yourself, cick here to visit Harvard's Test Page, [ * Put on your Mask
‘About Tor and Privoxy Remave your Mask

FoxTor works together with Tor &84 and Privoxy . to protect your identity. Tor is the . .

underlying software that provides anonymous communication across the Internet. Privacy Options

Privoxy passes all web requests from Firefox to Tor. When these applcations are
[

Tor Details

The Tor exit node is 212.227.20.86 (nocakal)
Yo o he coming from Karlsruhe, GERMARNY

visit the FoxTor home page
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FoxTor

* > 130,000 downloads since 10/2006

* https://addons.mozilla.org/en-
US/firefox/addon/3606
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Today’s Agenda

* Web browser privacy
— FoxTor

e Surprise! A quick experiment

« Web browser security
— Firefox Phishing Prevention
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How to Stop Phishing?

e Don't click on links
— Rate every link
— Rollover & see rating
—Won’t miss a site you never saw
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[Mockups removed for posting on
website]
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Maps Bubble

B P e @ 2% E@-UE B .
ol il St A8 <) « Warning bubble and

e icon used to appear
trustworthy

e Gray background to
emphasize danger
and to catch attention

* Bubble attached to
browser chrome to
convey message
origin

* Active elements on
page disabled
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Lessons

Establish trustworthiness of message
— Origin

— Authority

Match intrusiveness to severity

— No false positives

Recommend what actions to take

Provide a feeling of closure
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Firefox Phishing Prevention

i@ Suspected Web Forgery L

‘This page has Baan reportad an 3 web forgery dasigrad 1o trek
wsers imo shering persoeal or finsrcal mnformaton. Enterieg
e ity

Gat me cat of hore! lgmore this warming

[ Barta b fomeey §
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Design vs. Implementation

ey feoiarts Toh twe
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Thank you!

Questions? Comments?
cykuo@cmu.edu
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