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What i1s trust?

= No single definition

m Depends on the
situation and the
problem

= Many models
developed

m Very few models
evaluated
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Trust Models

m Positive antecedents = Negative antecedents

* Benevolence . Risk

* Comprehensive . _
information Transac.tlon cost

* Credibility * Uncertainty

* Familiarity o

* Good feedback
* Propensity

* Reliability

e Usability

* Willingness to

transact
¢ nEon “
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Security Attacks: Waves

m Physical: attack the computers, wires
and electronics
" E.g. physically cutting the network cable

m Syntactic: attack operating logic of the
computers and networks
" E.g. buffer overflows, DD0oS

m Semantic: attack the user not the
computers
" E.g. Phishing

http://lwww.schneier.com/essay-035.html _w;ﬂ
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Security Attacks (contd.)

Cyber Attack Sophistication
Continues To Evolve ”
Crose site geripting
High “stealth” | advanced _,Tools
scanning technigues .
. - Staged
pachet spoofing denial of service - attack
- distributed
Infruder P f attack tools
Knowledge Faee e WaW attacks
F,,-a""f st omated probesiscans
o sUI
back doors
dizabling audts - - rk mgmt diagnostice
,f hijacking
burglaries sessions
Astack 2 S
Sophistic atian - exploiing known vulnerabilitie
,'_,-"'J passward cracking
self-replcating code
Low password guessing Attackers
Somrce; CERT 1980 1885 1920 1995 2000+
Lance James. Phishing Exposed ?‘;ﬂ
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S
Semantic Attacks

m “Target the way we, as humans,
assign meaning to content.”

m System and mental model

Semantic
Menfaﬁfa‘odef Barrier System Model

f | f 1

Wha is the other party?

What is the meaning of the message? What is the remote machine?

Communication | | Communication er—
by semantic meanings I'T;;'l by bits nerne
User i User's
| computer

What is the purpose of the action? What is the system operation?

http://groups.csail.mit.edu/uid/projects/phishing/proposal.pdf —\;Q
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Phishing Basics (1)
m Pronounced "fishing"

m Scam to steal personal information

m Also known as "brand spoofing"

m Official-looking e-mail sent to potential victims

* Pretends to be from their ISP, retall store,
etc.,

m One form of semantic attack

e CMU Usable Privacy and Security Laboratory  PK  http://www.cs.cmu.edu/~ponguru



-
Phishing Basics (2)
m Link in e-mall message directs the user to a web
page
* Asks for financial information
* Page looks genuine

m E-mails sent to people on selected lists or to any list
* Some % will actually have account

= “Phishing kit"
e Set of software tools

* Help novice phisher imitate target Web site
* Make mass mailings

From Computer Desktop Encyclopedia, http://www.computerlanguage.com/ —J
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Phish example

Fromm: isti-phd-students-indiv-bounces@mailman. sk, cs.crmu.edu on behalf of eBay Inc [supprefnumda04 1942051 99@ebay . com) Senk:  Sun 2/5/2006 6:03 PM
Ta: isri-nennlef@es e edin
[lH

Subject  eBay: urgenk security notice [Sun, 05 Feb 2006 18:54:02 -0400]

Dear eBay Member,

We regret to inform you that vour eBay account could be suspended if vou don't re-update your
account information.
To resalve this problem please visit link below and re-enter your account infarmation:

https:.#signin.ebay.comfwsieBaylSAP Ldll&Signin&sid=verify&co partnerld=2&siteid=0

If wour problems could not be resaolved your account will be suspended for a period of 24 haours,
after this period your accaunt will be terminated .

For the User Agreement, Section 9, we may immediately issue a warning, temporarily suspend,
indefinitely suspend ar terminate your membership and refuse to provide our services ta you if
we believe that your actions may cause financial loss or legal liability for you, our users or us.
We may also take these actions if we are unahle to verify or authenticate any information you
provide to us.

Due to the suspension of this account, please be advised you are prohibited from using eBay in
any way. This includes the registering of a new account. Please note that this suspension does
not relieve you of your agreed-upon obligation to pay any fees you may owe to eBay.

Regards,

Safeharbar Department eBay, Inc

The eBay team

This is an automatic message, please do nat reply
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Phishing

m “Successful phishing depends on a discrepancy between
the way a user perceives a communication and actual
effect of the communication.”

m “Phishing is a form of online identity theft that employs
both social engineering and technical subterfuge to steal
consumers' personal identity data and financial account
credentials.” - APWG

m “...the act of sending a forged e-mail (using a bulk mailer)
to a recipient, falsely mimicking a legitimate establishment
In an attempt to scam the recipient into divulging private
Information such as credit card numbers or bank account
passwords.” — Phishing Exposed
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Phishing: A Growing Problem

m Over 16,000 unique phishing attacks reported in Nov.
2005, about double the number from 2004

= ‘“lllegal access to checking accounts, often gained via
phishing scams, has become the fastest-growing form of
consumer theft in the United States, accounting for a
staggering $2.4 billion in fraud in the previous 12 months.”
— Gartner, late 2004.

m Additional losses due to consumer fears
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Phishing Trends, Dec 2005

Top 10 Phishing Sites Hosting Countries

United States

http://apwg.org/reports/apwg_report DEC2005_ FINAL.pdf —\:ﬂ

e CMU Usable Privacy and Security Laboratory  PK  http://www.cs.cmu.edu/~ponguru



Phishing Trends, Dec 2005 (contd.)

New Phishing Sites by Month December '04 - December '05

3000 +
e i

1[]{]{]—1
0 - .
December

2ﬁEEI
February April June

http://apwg.org/reports/apwg_report DEC2005_ FINAL.pdf v—\ﬂ

August October Cecember
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Phishing Trends, Dec 2005 (contd.)

® Number of unigue phishing reports
received in December: 15244

m Number of unique phishing sites received
In December: 7197

= Number of brands hijacked by phishing
campaigns in December: 121 (highest)

m Average time online for site: 5.3 days

m Longest time online for site: 31 days
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Phishing attacks

m Lack of knowledge
* Lack of computer system knowledge

* Lack of security and security indicators (security locks,
browser chrome, SSL certificates)

= Visual deception
* Visually deceptive text (vv for w, | for |, O for O)
* Images masking underlying text
* Windows masking underlying windows
e Deceptive look and feel

= Bounded attention
e Lack of attention to security indicators (secondary goal)
e Lack of attention to the absence of security indicators
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Why Phishing Works

= Goal
* What makes a bogus website credible?

= Methods
e With-in subjects design

* Analyze about 200 phishing attacks from anti-phishing
archive

e Usability Study of 22 participants on 20 websites to
determine fraudulent websites

= Analysis

* Good phishing websites fooled 90% of participants
* On average 40% of the time subjects made mistakes
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Why Phishing Works (contd.)

m Conclusions
e Existing browsing cues are ineffective

e Participants proves vulnerable to phishing
attacks

* Lack of knowledge of web fraud
* Erroneous security knowledge

B Suggestions

e To understand what humans do well and what
they do not do well

* Help user to distinguish legitimate and spoofed
website
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Do Security Toolbars Actually Prevent

Phishing attacks?

m Goal

* To evaluate security toolbar approach to fight
phishing?

m Methods
* Between subjects design
e Subjects as John Smith’s personal assistant
e 20 emaills from John

* Toolbars tested
= Neutral-information
= SSL verification
= System decision
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Spoofstick

m Displays real domain name
Www.paypal.com.wwws2.us => WWS2.US

m Customize the color and size
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http://www.paypal.com.wwws2.us/

S
Netcraft

m Displays domain registration date, hosting name and
country, and popularity among other users

m Traps suspicious URLs with deceivable characters

m Enforces display of browser navigational controls
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S
Trustbar

m Makes secure connection more visible by
displaying logos of the website

= Allowing you to assign a name and/or logo for
each of these sites
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eBay account guard

m Green indicate current site is eBay or paypal, red
IS a knowing phishing, gray is for all other sites
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L
Spoofguard
m Calculates spoof score from previous attacks

= Red for hostile, yellow for middle and green for
safe
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Do Security Toolbars Actually Prevents

Phishing attacks? (contd.)
m Analysis

* 34% of the subjects provided information even
after notification

* 25% of the subjects did not notice the tool bars at
all

m Conclusions
* Spoof scores of all the toolbars are greater than 0

* Some toolbars would have better spoof rates
than others

e CMU Usable Privacy and Security Laboratory  PK  http://www.cs.cmu.edu/~ponguru



S
Potential drawbacks

m Suggestions
* Active Interruptions are effective
e Tutorials are effective
* Knowing the user’s intentions will be effective
* User intentions should be respected
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Take away points

m Phishing Is effective
e Humans are involved
e Human interaction with interfaces
e Social context

m Need better user interfaces

m Need more understanding of users’
decision making process

® Need

" Education
= Expertise
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S
Task - Definition

m Vulnerabillity - susceptibility to injury or
attack (e.g. clicking on the link in the
email, giving username and password,
etc.)
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Task

User type Vulnerability
Geek Low

Expert Low

Savvy Medium
Novice High

Design the specifications of a system to
train the user type about phishing
attacks and help them make trust
decisions.
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