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	Trust and semantic attacks I


Small group activity
For the instructor:

The point of the exercise is to realize there are many different risks, both in degree and type, that a user encounters. Trying to understand the mindset the user is in is important to ensuring that trust can be established, which, in turn, is crucial for a transaction to occur. Additionally, users don’t want to do work, so minimizing the cost a mitigation has on the user is key.

Instructions:

Analyze the following situations. What risks are you exposed to? How could they be mitigated? (If a payment is to be made, assume a credit card may be used unless otherwise stated.)
Situations:
You receive a high-quality printed flyer in the mail advertising a new dating web site. You want to give it a try. It costs $20 per month. The first month is free, but you are required to provide checking account information so that payments are automatically deducted after the first month. You also need to fill out an extensive background and personality profile, including contact information.

You receive a high-quality printed flyer in the mail advertising a new flower delivery web site. Your significant other's birthday is coming up, and you think flowers would be a nice surprise. The web site requires that you create an account with your contact information. These flowers are a little on the expensive side but you will get frequent flyer miles with the credit card you would use.

You receive a high-quality printed flyer in the mail advertising a new online travel agent. You have been intending to take a week cruise for quite a while. You’re not sure exactly what you want so you plan on using the site's "travel agent advice" feature before booking the cruise.

You receive a high-quality printed flyer in the mail advertising a new online electronics store. You have wanted to get a large HDTV for many months now. They are running a sale on their store brand. You aren't familiar with that brand, but it is a little cheaper than any of the name brands you have been keeping an eye on. And shipping is free for you first purchase. It has all the features you wanted. They accept all major credit cards.

You receive a high-quality printed flyer in the mail advertising a new relationship advice web site. You think your relationship could use a little help. It's not falling apart, but it isn't what it used to be. The first set of advice is free, and all future sessions are for a negotiated fee. You need to create an account with your personal information and relationship history.

You receive a high-quality printed flyer in the mail advertising a new health information web site. You have been feeling pretty sick for several days now. Your one friend insists you have mono and should see the doctor. Your other friend says that is ridiculous and that it is probably just a cold. Since you just started a new job and your health insurance hasn't kicked in, it costs $80 to visit the doctor. You check the symptoms for mono on the site and you find your symptoms are consistent. (How would the situation change if your symptoms were consistent except for one?)

You receive a high-quality printed flyer in the mail advertising a new online bank. You haven't heard of it before, but it has really good interest rates and it says it is FDIC insured.
You receive a high-quality printed flyer in the mail advertising a new online casino. You enjoy playing blackjack and want to give this site a try. The site requires you to create an account including your personal information and social security number so that it can report any taxes.

You receive a high-quality printed flyer in the mail advertising a free antivirus program. You were running a different one, but you let the subscription expire so you need a new one. You haven't heard of this other one before, but it is free.
