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Initial Password Activity

You have any password more than 8 characters
+3

You have any password less than 6 characters 
-4

You have never have written a password down
 
+6

You have written a password on a stickie and placed it next to a computer 
–6

Written down a password and put it somewhere else
 -5

Any regularly used password contains a word that could be found in a dictionary or a name






 -3





You have any password that contains special characters

+3

The password you use the most does not have any numbers 
-4

You have a password that contains capital letters 
+4

You have told anyone the password that you use the most

-4

You use the same password for multiple accounts 
-4

You use a variant of the same password for multiple accounts
-2

You have forgotten a password and it has not been reissued 

-2

-You link multiple passwords with a common element  (decreases memorability)     







-5

-You have had a password for over a year without changing it 
-4

-You have ever used the word ‘password’ for your password 

-4

-You use your username (forwards or backwards) as your password -5

-Your password contains 3 or more unique letters 
+3

-You have ever been required to change your password and you change it to the identical password or one you have had in the past 
-5

-You have a password that repeats the same word (e.g. fredfred) 
-4 

-You have a password that has a word in a foreign language 

-3

-You spell a word backwards in one of your passwords 

-3 

-You have ever had a password that is a keyboard sequence like ‘1234’ or ‘qwer’ 

-5

-In your password you replace char based on graphic or phonetic similarities 1 -> l or o is 0,  






-3 

-Your password contains pet names, license plate numbers, telephone numbers, identification numbers, the brand of your automobile, the name of the street you live on, etc.






-4

-Your password ends in an exclamation point 

-3

Highest possible :16

Lowest possible:-78
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Discussion Questions

What makes a good password?

How do you make a password easy to remember but hard to guess?


Can passwords that change over time really increase security if users are  unable to remember their passwords?

How can passwords that are used infrequently be remembered?

Once users are educated and trained about how to act in a secure manner, why do they continue to perform in a manner that is not secure?

Is making a database with all of your passwords a realistic option to keep them straight?  Is there another method that would work better?
Is there a way to reduce the amount of passwords that we each have to remember?

How do you make the benefits of safety most obvious to the users?

What is the use of a password that is 3 to 4 characters long if it can be cracked within a few minutes?

Is the AEGIS process a realistic method for designing a usable and secure system?

Should the idea of VPNs exist more on a global level? See the castle example on page 43.

Should ARPANET have had some sort of internal security when it was created? Would that have prevented the amount of viruses, worms, etc. that exist today?
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Scenario #1

Your target user is a young professional who is constantly on the go.  As this user is traveling to different environments and being put in variety of public settings, security is very important.  The user is also likely to be consumed by the changing environment and needs easy access to data on a moments notice.  The user has a variety of different devices with him at all times, such as laptop, cell phone, pda, and possibly others.  Each of these devices requires a password for use.  If a hacker or someone else were able to access data on these devices it has the potential for severe consequences.  The dynamic environment poses a threat to the entry of passwords into these devices, but biometrics cannot be used.  Discuss how to address security needs with passwords in this context.

Questions to Keep in Mind:

Should each device have it’s own password or should there be one password?

Should the password(s) change every so often because the data is so confidential?

What details need to be considered for entry of a password in a public space?

Is/are the password(s) randomly assigned or chosen by the user?

Colleen Koranda

Usable Privacy and Security I

February 7, 2006

Scenario #2

Your target users work in a hospital.  Confidentiality of patient data cannot be compromised.  Different employees have different levels of clearance within the one system that controls all of the patient records.  There are a limited number of public workstations that are highly trafficked throughout the day.  Current practice at the hospital is that one worker logs in and often many people with different levels of clearance work under that same account, even though they are not authorized to do so.  Often, the workstation remains logged in between users, and a hacker potentially could have access to patient records.  In addition, passwords change on a monthly basis so it is more convenient for the workers to just use the one account than try to recall their always changing password.  Management insists that the passwords much change this frequently to reduce the risk of a hacker viewing the confidential data. The hospital budget cannot afford biometrics.  Discuss how to address security needs with passwords in this context.

Questions to Keep in Mind:

What details need to be considered for entry of a password in a public space?

Is/are the password(s) randomly assigned or chosen by the user?

How can each user be logged in with the correct level of clearance?

What methods can help change the attitude of the workers in regard to security?

