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UbiComp is About Context

What are you doing?

Who are you with?

Who are you?

Where are you?

Where are you going?

Are you asleep?

Are you exercising?

What do you want?

Where are your friends?

What are you eating?

Who do you want?

Are you buying this?



Who do you want?Location-Based Dating Apps



Smart Phones are Great 
Sensors of  Context



& Smartphones

Sensing Context

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



& Smartphones

Sensing Context
Sensor:
‣ Accelerometer (motion)

Inferred Context:
‣ Are you driving?
‣ How much did you 

exercise today?
‣ Did you get enough sleep 

last night?
‣ Is the phone in your 

pocket?
‣ ...

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



& Smartphones

Sensing Context
Sensor:
‣ Camera

Inferred Context:
‣ Who are you with?
‣ Is it daytime?
‣ Are you on vacation?
‣ Are you out at a bar?
‣ ...

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



& Smartphones

Sensing Context
Sensor:
‣ Microphone 

Inferred Context:
‣ What kind of  place are 

you at?
‣ Is it crowded there?
‣ Are you at a movie 

theatre?
‣ Are you in an argument?
‣ Is the phone in your 

pocket?
‣ Who are you with?
‣ What are you saying?
‣ ...

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



& Smartphones

Sensing Context
Sensor:
‣ GPS (location sensing)

Inferred Context:
‣ Where are you?
‣ Who are you with?
‣ What are you doing?
‣ Where are you going?
‣ Are you stuck in traffic?
‣ Are you late for work?
‣ What is your routine?
‣ Where did you sleep last 

night?
‣ ...

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



& Smartphones
Sensor:
‣ The Internet

Inferred Context:
‣ Who are you?
‣ Who are your friends?
‣ Who are your family?
‣ Who is your spouse?
‣ Where did you grow up?
‣ What places are near by?
‣ What is your schedule?
‣ ...

Sensing Context

Sensors:
‣ Accelerometer
‣ Camera
‣ Microphone
‣ GPS
‣ The Internet
‣ ...



Location



Why is location 
important?



‣ A great deal of  contextual information can be derived just by 
observing a user’s location.

‣ Entire industries are being built and reshaped around location
‣ local deals (Groupon, living social), location sharing, local search, location-

based ads, urban computing and “smart city” applications, ...

Why is location 
important?



& Smartphones



Who are your friends?
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The purpose of this work is to explore 
the relationships between online social 
networks, and the real world mobility 
patterns of  their users.

Bridging the Gap Between Physical Location 
and Online Social Networks
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We wanted to understand how the network of  interactions on 
Facebook differs from the network of  real world interactions.



‣ We studied location data from over 200 
Pittsburgh residents.

‣ Some were continuously tracked via smart 
phones

‣ Others’ locations were approximated more 
discretely via their laptop usage.  

‣ We compared their collected location histories 
with data collected from their Facebook 
accounts.



Joe Bob

Location 
history 

from Joe

Location 
history 

from Bob

Are Joe 
and Bob 
Facebook 
Friends?

One of  the questions we address in this work



Joe Bob

We approach the problem in a very natural way.  We look at 
the history of  co-locations between Joe and Bob.

Co-Locations
being in the same place 
at the same time



Joe Bob

However, even with the history of  co-locations between 
users, it’s still highly non-trivial to predict affinity.

Co-Locations
being in the same place 
at the same time



One reason for the difficulty (there are many) is the large number 
of  familiar strangers found in a dense urban environment.

Joe Bob

Co-Locations
being in the same place 
at the same time



One reason for the difficulty (there are many) is the large number 
of  familiar strangers found in a dense urban environment.

Joe Bob

Co-Locations
being in the same place 
at the same time

Familiar Strangers: two people 
that often encounter one another, 
but don’t know each other.



Joe Bob

Bob’s House

Co-Locations
being in the same place 
at the same time

Context matters when looking at co-locations.



Joe Bob

Starbucks

Context matters when looking at co-locations.

Co-Locations
being in the same place 
at the same time



Joe Bob

Starbucks

We designed a set of  contextual properties of  co-locations that 
predict pretty well whether or not two people are friends.

Co-Locations
being in the same place 
at the same time



What are the privacy 
implications here?



What are the privacy 
implications here?

Your 
location 

data
Algorithm

A list of  all the people you 
know,  plus a description 
of  how frequently and 
in what contexts you 
interact with them.

[see above picture]



Location & Privacy



The (near) Future

Where are you? Where are you?

Where are you? Where are you?

Where are you?



Where are you? Where are you?

Where are you? Where are you?

Where are you?

But, what if  you want 
some privacy?



Where are you? Where are you?

Where are you? Where are you?

Where are you?

Phones let you turn 
tracking off  per app

Off

On On



Off

On On

Where are you? Where are you?

Where are you? Where are you?

Where are you?

But many applications use 
location in complex ways



Policy
Policy Policy

Where are you? Where are you?

Where are you? Where are you?

Where are you?

Apps will need richer access 
control policies



Policy
Policy Policy

??
??

?

Where are you? Where are you?

Where are you? Where are you?

Where are you?

Policy Configuration is Complex
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subjects reported in the post-study survey that they did not feel there were any relevant groups missing from our list.
For these reasons, we treat the “Yes, for some of these people” response as denying the entire group in our analysis.

Your Close Friends and Family?Page 1 of 14

You were observed to be at Location A
between Sunday September 21, 8:48pm
and Monday September 22, 9:02am.

Please indicate whether or not you would
have been comfortable sharing your
location during this time with each of the
groups below.

Click here if you believe that this observation is
completely inaccurate.

Would you have been comfortable sharing your location between Sunday September 21, 8:48pm and 
Monday September 22, 9:02am with:

Figure 1: A screen shot of our web application displaying an example location on a map between 8:48pm and
9:02am (left), and an audit question asking whether or not a subject would have been comfortable sharing the
location displayed on the map with the friends and family group (right). An audit question, like the one shown here,
appeared below the map for each of the groups, at each location a subject visited.

3.3 Privacy-setting types we compare

In our analysis (Section 4.3), we focus on evaluating the accuracy of the following different privacy-setting types,
which range from being fairly simple to more complex. We will illustrate the differences between these setting types
by considering a hypothetical user named “Alice,” who wishes to share her location only with her friends, when she
is at home, and on the weekends, between the hours of 9am and 5pm. In the absence of a rule sharing one’s location,
we assume that the default behavior of a sharing service would be to deny.

• White list. White lists are the least complex privacy-setting type we consider. They only allows users to
indicate whether or not they would be comfortable sharing their location with each group, at all times, and
at all locations. The accuracy of white lists can be viewed as a measure of the importance of a requester’s
identity in capturing users’ privacy preferences. White lists are user friendly, since they only require a single
rule indicating who can view one’s location.
Using a white list, our hypothetical user, Alice, would need to indicate who (individually or by group) is
allowed to see her location. Similarly, she may also create a rule that everyone is allowed to see her at all
times with a list of exceptions (i.e., a black list). Alice’s policy under this setting type would not match her
preferences, since friends on her white list would be able to see her anytime and anywhere.

• Location (Loc). Loc settings allow users to indicate specific locations that they would be comfortable sharing
with each group. Loc settings are more complex than white lists, since white listing a group can be simulated
with Loc settings by sharing all locations with that group. The accuracy of Loc settings can be seen as a
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their location to each of the groups other than their close friends and family. Our next set of results will consider
varying this cost to account for differences between subjects and groups.
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Average policy accuracy, c = 20

Figure 4: The average accuracy (bars indicate 95% confidence intervals) for each group, under each of the different
privacy-setting types. For these results, we hold constant the cost for inappropriately revealing a location at c= 20.

Our first observation is that, with c= 20, none of the privacy-setting types we consider are able to achieve 100%
accuracy for any of the groups. Even the accuracy of the most accurate setting type and group, Loc/Time+ for
friends and family, is significantly less than 100%.14 This demonstrates that a non-trivial subset of our subjects had
preferences that alternated between sharing and hiding the same location, at the same time, on different days of the
week (most likely due to other contextual factors).

With c = 20, the average accuracy of the different privacy-setting types has a wide range across groups, from
about 28% (white lists for advertisers) to 88% (Loc/Time+ for friends and family). There is also a moderately
large range in accuracy, across groups, for the same simple setting types (e.g., white lists range from 28% to 68%).
However, the range across groups is substantially smaller for more complex setting types (e.g., Loc/Time+ settings
range from 68% to 88%). This suggests that complex setting types mitigate the importance of a requester’s identity
in capturing our subjects’ preferences.

The range of average accuracies within groups is smaller, but still substantial. For example, within the advertisers
group, accuracies range from 68%, for Loc/Time+, to 28%, for white lists. For the Facebook friends and university
community groups, we also observe a more than two times increase in accuracy of Loc/Time+ over white lists.
The fact that such ranges in accuracy exist within groups further demonstrates that our subjects had diverse privacy
preferences that could not all be captured simply by the requester’s identity.

For advertisers, the complex setting types (i.e., Loc/Time and Loc/Time+) are significantly more accurate than
white lists, Time, and Time+ settings. Loc alone is also significantly better than white lists, and marginally sig-
nificantly better than Time. The relative importance of location-based rules for this group is consistent with our
pre-study survey findings presented in Table 1.

In other groups, we see statistical ties between Loc, Time+, and Time, although Loc tends to be the best of the
three on average (primarily due to its effectiveness for advertisers). We also see that the setting types allowing users
to distinguish between weekdays and weekends can offer substantial benefits over their simpler counterparts (e.g.,
for university community Time+ is about 15% more accurate than Time), but these differences are typically not
statistically significant.

For university community and Facebook friends, we find that Loc/Time+ is significantly more accurate than any
of the other setting types. For university community, we find that Loc/Time is also significantly more accurate than
white lists, Time, and Time+, and marginally significantly more accurate than Loc. For Facebook friends the finding
14For this we used a one-sample t-test.
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‣ White-lists (on and off  switches) do pretty well at capturing 
sharing preferences with close friends and family.

‣ For sharing with more diverse social groups, more expressive 
policies are required to capture user preferences.

‣ Even the most complex policies are only 60-70% efficient for 
social groups beyond Friends and Family.
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‣ White-lists (on and off  switches) do pretty well at capturing 
sharing preferences with close friends and family.

‣ For sharing with more diverse social groups, more expressive 
policies are required to capture user preferences.

‣ Even the most complex policies are only 60-70% efficient for 
social groups beyond Friends and Family.

People have complex preferences



Continuous 
Friend-To-Friend 

Location Sharing With 
Rich Privacy Settings



W
ho?

W
here

?

W
hen?

Rule is a conjunction 
of Who, Where and 

When clauses.

Policy is a 
disjunction of Rules.

Location Sharing Policies       



Location Sharing Policies       

Example
Rules



Comments, Limitations, 
Criticisms???



Comments, Limitations, 
Criticisms???

[raise hands now]



Comments, Limitations, 
Criticisms???

‣ Efficiency is a best case analysis.  It assumes the user is actually 
capable of  knowing (and specifying in advance) the optimum 
policy.  Real world policies will be less accurate.



Comments, Limitations, 
Criticisms???

‣ The analysis (for the most part) ignores user motivations and 
utilities of  sharing.  There are many complex reasons why 
people would want to share their location.  It’s difficult for the 
participant to anticipate in advance what these reasons might be.

‣ Efficiency is a best case analysis.  It assumes the user is actually 
capable of  knowing (and specifying in advance) the optimum 
policy.  Real world policies will be less accurate.



Why do people share 
their location?



Why do people share 
their location?

[sorry, raise hands again]



Location Sharing is more 
than checking up on friends.



Foursquare





Checkins
‣ When users are at a place they want to 

share with their friends, they “check-in.”

‣ Check-ins are viewable only by your social 
connections, and other people who are 
checked-in to the same place as you.

‣ If  people are checked in near by to you, 
you’ll receive a push notification on your 
phone.

‣ Users get points and rewards for checkins.



‣ Your friends’ check-ins provide ambient cues 
into what they’re up to.



‣ Your friends’ check-ins provide ambient cues 
into what they’re up to.



‣ By seeing where your friends go, you can 
discover new places to visit.

‣ Your friends’ check-ins provide ambient cues 
into what they’re up to.



‣ By seeing where your friends go, you can 
discover new places to visit.

‣ Your friends’ check-ins provide ambient cues 
into what they’re up to.



Foursquare Apps: 
An Ecosystem of  
Location Sharing









Takeaway:  

‣People share their locations for lots 
of  different reasons.

‣Understanding user motivations is 
important to understanding how do 
design privacy mechanisms for 
location sharing. 



The (distant) Future

‣ UbiComp envisions a world with thousands of  invisible computing 
devices embedded wherever we go.

‣ This suggests we can expect lots of  third party devices tracking our 
location (not just cell phones).

‣ This may mean even less control over our location data (at least the 
smart phone is ours).
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Justin Cranshaw

jcransh@cs.cmu.edu
@jcransh (twitter)
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