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The	
  two-­‐line	
  summary	
  

Today,	
  the	
  average	
  person	
  interacts	
  with	
  
numerous	
  “computa8onal	
  devices”	
  in	
  her	
  	
  
daily	
  life	
  
– This	
  brings	
  lots	
  of	
  benefits	
  and	
  opportuni8es	
  
–  It	
  also	
  introduces	
  a	
  host	
  of	
  privacy	
  issues	
  
	
  

	
  

First,	
  some	
  background…	
  



Weiser	
  and	
  Ubiquitous	
  Compu8ng	
  



"Ubiquitous	
  compu8ng	
  names	
  the	
  third	
  
wave	
  in	
  compu8ng,	
  just	
  now	
  beginning.	
  
First	
  were	
  mainframes,	
  each	
  shared	
  by	
  lots	
  
of	
  people.	
  Now	
  we	
  are	
  in	
  the	
  personal	
  
compu8ng	
  era,	
  person	
  and	
  machine	
  staring	
  
uneasily	
  at	
  each	
  other	
  across	
  the	
  desktop.	
  
Next	
  comes	
  ubiquitous	
  compu8ng,	
  or	
  the	
  
age	
  of	
  calm	
  technology,	
  when	
  technology	
  
recedes	
  into	
  the	
  background	
  of	
  our	
  lives."	
  -­‐-­‐
Mark	
  Weiser	
  



Apple	
  Knowledge	
  Navigator	
  (1987)	
  

hVp://www.youtube.com/watch?
v=QRH8eimU_20	
  



Four	
  Dis8nguishing	
  Proper8es	
  of	
  
Ubicomp	
  

•  Ubiquity	
  
–  The	
  power	
  of	
  compu8ng	
  is	
  accessible	
  everywhere	
  

•  Invisibility	
  
–  It	
  recedes	
  to	
  the	
  backround	
  and	
  doesn’t	
  get	
  in	
  the	
  
way	
  

•  Sensing	
  
–  Contextual	
  awareness	
  to	
  know	
  how	
  to	
  behave	
  

•  Persistence	
  
– Data	
  can	
  be	
  saved	
  and	
  revisited	
  by	
  the	
  user,	
  or	
  used	
  as	
  
inputs	
  to	
  improve	
  behavior	
  of	
  the	
  system	
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Ubicomp	
  vs	
  Mobile	
  Compu8ng	
  

•  Ubicomp	
  (originally	
  defined)	
  has	
  a	
  sense	
  of:	
  
–  Implicit/natural	
  interac8on	
  
– Fading	
  into	
  the	
  background	
  
– Focus	
  on	
  infrastructure	
  

•  Mobile	
  compu8ng	
  
– Familiar	
  to	
  us:	
  explicit	
  interac8on	
  with	
  our	
  phones	
  
– More	
  device-­‐centric	
  



What	
  compu8ng	
  devices	
  do	
  you	
  
encounter	
  in	
  your	
  daily	
  life?	
  
	
  



Siri	
  (2011)	
  

hVp://www.apple.com/iphone/features/
siri.html	
  



Think	
  about	
  those	
  proper8es	
  from	
  
before	
  again	
  

•  Ubiquity	
  
–  It’s	
  hard	
  to	
  get	
  away	
  

•  Invisibility	
  
– You	
  don’t	
  know	
  it’s	
  there	
  

•  Sensing	
  
–  It	
  can	
  know	
  a	
  lot	
  of	
  things	
  

•  Persistence	
  
–  It	
  doesn’t	
  forget	
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Kinds	
  of	
  Data	
  

What	
  are	
  the	
  kinds	
  of	
  data	
  that	
  your	
  compu8ng	
  
devices	
  know	
  about	
  you?	
  
	
  

What	
  other	
  things	
  could	
  they	
  know?	
  



Kinds	
  of	
  Data	
  

•  Audio	
  
•  Photo/video	
  
•  Mo8on	
  

•  Loca8on	
  
•  Communica8on	
  logs	
  



Risks	
  

What	
  are	
  some	
  of	
  the	
  risks?	
  
•  Lots	
  of	
  (poten8ally	
  sensi8ve)	
  new	
  data	
  sources	
  
•  You’re	
  taking	
  your	
  device	
  many	
  more	
  places	
  
–  Connec8ng	
  to	
  unknown	
  networks	
  
–  Shoulder	
  surfing	
  
–  Losing	
  the	
  device	
  

•  Installing	
  lots	
  of	
  apps	
  
•  More	
  opportuni8es	
  for	
  social	
  sharing	
  
•  Device	
  size	
  constraints	
  



Two	
  ways	
  to	
  think	
  about	
  privacy	
  in	
  
Ubicomp	
  

•  Ubicomp	
  involves	
  lots	
  of	
  poten8ally	
  sensi8ve	
  
data	
  

•  Using	
  Ubicomp	
  data	
  as	
  an	
  input	
  for	
  managing	
  
privacy	
  and	
  sharing	
  preferences	
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Sharing	
  online	
  is	
  already	
  complex	
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Sharing	
  mistakes	
  can	
  be	
  costly	
  



With	
  Ubicomp,	
  there’s	
  more	
  to	
  share	
  than	
  ever	
  
before:	
  
– More	
  types	
  of	
  data	
  

– More	
  individual	
  data	
  points	
  



What	
  features	
  of	
  	
  
social	
  rela*onships	
  	
  
predict	
  a	
  person’s	
  	
  
willingness	
  to	
  share?	
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•  39	
  Par8cipants	
  Each	
  Provided	
  70	
  Friends	
  
•  Specifically	
  elicited	
  from	
  categories:	
  
•  Family,	
  coworkers,	
  people	
  you’re	
  close	
  to,	
  people	
  you	
  

do	
  hobbies	
  with	
  

•  Rest	
  randomly	
  sampled	
  from	
  Facebook	
  	
  
friends	
  list	
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Study	
  Design	
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Study	
  Design	
  

Observables	
  
Sex	
  of	
  Friend	
  
Age	
  of	
  Friend	
  
Frequency	
  of	
  
communica8on	
  	
  
Frequency	
  of	
  colloca8on	
  

Years	
  Known	
  

Non-­‐Observables	
  
Closeness	
  
Categorized	
  social	
  grouping:	
  
•  Family	
  

•  Social	
  
•  Work	
  

Each	
  Par8cipant	
  Rated	
  70	
  Friends	
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Current	
  personal	
  loca8on	
  (7	
  scenarios)	
  
“How	
  willing	
  are	
  you	
  to	
  share	
  your	
  loca8on	
  in	
  the	
  situa8on	
  
that	
  you’re	
  within	
  1	
  mile	
  of	
  this	
  person”	
  

Personal	
  loca8on	
  history	
  (5	
  scenarios)	
  

Calendar	
  and	
  loca8on	
  plans	
  (7	
  scenarios)	
  

Communica8on	
  ac8vity	
  (1	
  scenario)	
  

Social	
  graph	
  informa8on	
  (1	
  scenario)	
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21	
  Scenario	
  ra8ngs	
  per	
  Friend	
  



	
   	
   	
   	
  39	
  Par8cipants	
  
	
  	
   	
   	
   	
  70	
  Friends	
  

	
   	
  X 	
   	
  21	
  Scenarios	
  

	
   	
  57330	
  Data	
  points	
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Study	
  Design	
  



•  Closeness	
  is	
  more	
  predic8ve	
  of	
  sharing	
  
than	
  Social	
  Groups	
  

•  Frequency	
  of	
  communica*on	
  is	
  more	
  
indica8ve	
  of	
  sharing	
  than	
  frequency	
  of	
  
colloca*on	
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Results	
  



The	
  next	
  calendar	
  event	
  that	
  we	
  have	
  in	
  common	
  

All	
  calendar	
  events	
  that	
  we	
  have	
  in	
  common	
  

I	
  am	
  with	
  a	
  person	
  who	
  we	
  both	
  know	
  

My	
  loca8on	
  when	
  I'm	
  within	
  1	
  mile	
  of	
  this	
  person	
  	
  

Details	
  of	
  who	
  my	
  family	
  connec8ons/family	
  
rela8onships	
  are	
  	
  

My	
  personal	
  travel	
  plans	
  that	
  mean	
  we	
  will	
  be	
  in	
  
the	
  same	
  place	
  	
  

My	
  loca8on	
  when	
  I	
  am	
  closer	
  to	
  this	
  person	
  than	
  
we	
  normally	
  are	
  

25	
  

Scenarios	
  people	
  were	
  most	
  willing	
  to	
  
share	
  

In	
  Common	
  

Informa*on	
  



Summary	
  

•  Ubicomp-­‐observable	
  data	
  can	
  be	
  a	
  useful	
  
signal	
  for	
  indica8ng	
  sharing	
  preferences	
  

•  Mechanisms	
  for	
  sharing	
  should	
  depend	
  on	
  
context	
  of	
  sharer	
  and	
  receiver	
  

•  Ubicomp	
  is	
  more	
  than	
  mobile	
  phones	
  

AND	
  

•  Everywhere	
  there	
  is	
  compu8ng	
  there	
  is	
  the	
  
poten8al	
  for	
  privacy	
  concerns	
  

	
  


