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The SiteKey. This is not a graphical password system.

...and I'm pretty sure it doesn't work.
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- basic outline
-problems with password usability and security
-how various graphical password systems address them.

Usability includes memorability ςthis will be a big chunk of my talk ςand ease of entry
Security includes issues of social engineering, cracking, and shoulder-surfing

-The picture-ǇŀǎǎǿƻǊŘ ǎȅǎǘŜƳ L ŘŜǾŜƭƻǇŜŘ ŦƻǊ Ƴȅ ƳŀǎǘŜǊΩǎ ǘƘŜǎƛǎ
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Lǘ ƛƴ ƻǳǊ ǘŜǊƳƛƴƻƭƻƎȅ ǘƘƛǎ ōƻƛƭǎ Řƻǿƴ ǘƻΧ
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wƛŎƘ ŎƻǾŜǊŜŘ ǘƘƛǎ ƛƴ ƻǳǊ ƭŀǎǘ ǎǘǳŘŜƴǘ ǇǊŜǎŜƴǘŀǘƛƻƴΣ ŀƴŘ LΩƭƭ ōŜ ōǳƛƭŘƛƴƎ ƻƴ ǘƘŀǘ ŀ ƭƛǘǘƭŜ ōƛǘΦ

You can talk about the entropy of individual characters, but they have to be entered in the 
right order, so you end up needing to know the probabilities of entire passwords.

²ƘŜƴ ǘƘƛǎ ŎƻƴŎŜǇǘ ƛǎ ŀǇǇƭƛŜŘ ǘƻ ǇŀǎǎǿƻǊŘǎ ƛǘ ƛǎ ŀƭǎƻ ŎŀƭƭŜŘ ǘƘŜ άƎǳŜǎǎƛƴƎ ŜƴǘǊƻǇȅέ
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ΧǿƘƛŎƘ ƛǎ ǿŜƭƭ-explained in chapter 9 of our book. 

So, the more entropy in our passwords the harder they are to guess.

[ƻƻƪƛƴƎ ŀǘ ǘƘƛǎΣ ƛŦ ȅƻǳ ŀǊŜ ƛƴ ŎƘŀǊƎŜ ƻŦ ŀ ǇŀǎǎǿƻǊŘ ǎȅǎǘŜƳΣ ȅƻǳΩŘ ǿŀƴǘ ǘƻ
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ΧƛƴŎǊŜŀǎŜ ǘƘŜ ŜƴǘǊƻǇȅ ƻŦ ȅƻǳǊ ǇŀǎǎǿƻǊŘǎΦ

IŜǊŜ ŀǊŜ ǎƻƳŜ ǿŀȅǎ ǘƻ ƛƴŎǊŜŀǎŜ ŜƴǘǊƻǇȅΧ

(discuss) One way to increase entropy (check if passwords match)
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There is an assumption being made here, that the attacker has perfect strategy, but this 
assumes the above.

Something I want you to think about: Is this a good assumption?

And I want you to think about that as I talk about

12
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Hashing is used in almost all standard password systems.

14
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Hashing is used in almost all standard password systems.

-{ȅǎǘŜƳ ŘƻŜǎƴΩǘ ŜǾŜƴ ƪƴƻǿ ȅƻǳǊ ǇŀǎǎǿƻǊŘΦ !ƴ ŀŘƳƛƴ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ ǇŀǎǎǿƻǊŘ ŦƛƭŜ ŘƻŜǎƴΩǘ 
ƪƴƻǿ ȅƻǳǊ ǇŀǎǎǿƻǊŘΧ

-.ǳǘ ƛŦ ŀƴ ŀŘƳƛƴ ǎŜŜǎ ǘǿƻ ƘŀǎƘŜǎ ƛƴ ǘƘŜ ŦƛƭŜ ǘƘŀǘ ŀǊŜ ǘƘŜ ǎŀƳŜΧ
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So we add salt. This makes the hashes different between users and even across systems, so 
you can use the same password on multiple systems or two people could have the same 
password and no one will know, even if they know the salts (which are typically stored in 
the password file).
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Given that we can hash passwords to hide this information, is entropy the right way to 
think about passwords?

And remember what entropy analysis does
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Χƛǘ ǇǊƻŘǳŎŜǎ ǇƻƭƛŎƛŜǎ ƭƛƪŜ ǘƘƛǎΦ

όŘƛǎŎǳǎǎύ DƛǾŜƴ ǿƘŀǘ ȅƻǳΩǾŜ ƭŜŀǊƴŜŘ ǎƻ ŦŀǊΣ Řƻ ǇƻƭƛŎƛŜǎ ƭƛƪŜ ǘƘƛǎ ƳŀƪŜ ǎŜƴǎŜΚ

-Does anything on this list seem unnecessary?
-Does anything seem necessary?
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Jeff Yan in chapter 7 and in other papers says that about 10% of a population will always be 
non-ŎƻƳǇƭƛŀƴǘΧ
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Consolidation is a term from neuroscience that describes how memories can be 
strengthened over time...

-graphical passwords often have training interfaces
-holding all else equal, 10 minutes will always win

This is straightforward.
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Now lets talk about picture superiority. Most graphical-password systems use pictures 
because of this effect.

25



11/17/09

26

The PSE is a heavily studied and verified phenomenon in psychology which states that 
pictures are remembered better than words.

-continuum (transitivity)
-what makes items memorable?

26



11/17/09

27

There are many facets to the PSE that have been experimentally verified. I am going to run 
through them now because they all impact memory for pictures in different ways.
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¢Ƙƛǎ Ŏŀƴ ōŜ ǎŜŜƴ ƛƴ ǘƘŜ ǇŀǇŜǊ ŀǎǎƛƎƴŜŘ ŦƻǊ ǘƻŘŀȅ όtŀǎǎǇƻƛƴǘǎύΧ

! ǇƛŎǘǳǊŜ ƻŦ ŀƴ ŀǇǇƭŜ ƛǎ ŜŀǎƛŜǊ ǘƻ ǊŜƳŜƳōŜǊ ǘƘŀƴ ǘƘŜ ǿƻǊŘ άŀǇǇƭŜέ όōǳǘ ƻƴƭȅ ƛŦ ȅƻǳ ǘǊȅ ǘƻ 
ǊŜƳŜƳōŜǊ ǘƘŜ ǿƻǊŘ άŀǇǇƭŜέ ŀƴŘ ƴƻǘ ǘƘŜ ǘƘƛƴƎ άŀǇǇƭŜέύ
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¢Ƙƛǎ ǿŀǎ ŀ ǇƻǇǳƭŀǊ ǘƘŜƻǊȅ ŘǳǊƛƴƎ ǘƘŜ тлǎ ŀƴŘ улǎ ōǳǘ Ƙŀǎ ǎƛƴŎŜ ōŜŜƴ Ƴƻǎǘƭȅ ǊŜŦǳǘŜŘΧ

Χ ōǳǘ ǘƘŜǊŜ ƛǎ ŜǾƛŘŜƴŎŜ ǘƘŀǘ ƳǳƭǘƛǇƭŜ ŜƴŎƻŘƛƴƎǎ ŜƴŎƻǳǊŀƎŜ ǊŜŘƛƴǘŜƎǊŀǘƛƻƴΧ
- mnemonic passwords and muscle memory
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Polysemy is a major problem with pictures and it has to do with similarity. It is hard to 
ǊŜƳŜƳōŜǊ ǘƘƛƴƎǎ ǘƘŀǘ ŘƻƴΩǘ ǎǘŀƴŘ ƻǳǘΦ

Or, if you have to remember a subset of items in a larger set, the items can be confused on 
these three levels.
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This is a major problem with pictures and it has to do with similarity.

This is an example of schematic similarity
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²Ƙŀǘ ƛǎ ǘƘƛǎ ŀ ǇƛŎǘǳǊŜ ƻŦΚ Iƻǿ Ƴŀƴȅ ǘƘƛƴƪ ƛǘΩǎ ŀ ŎǊƻŎƻŘƛƭŜΚ Iƻǿ Ƴŀƴȅ ǘƘƛƴƪ ƛǘΩǎ ŀƴ ŀƭƭƛƎŀǘƻǊΚ 
How many are not sure?...
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Even though pictures have all these features that can make them easy to remember, when 
you apply them to passwords you can run into a problem. 

If you want to remember pictures in a specific order you have to work with serial memory 
(native ASL-signers story).

-impact on PassPoints
-unordered passwords
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A lot of graphical password systems rely on recognition, but pictures are actually better 
than text at both. In fact, the relative advantage of pictures in recall tasks is greater than 
their advantage for recognition tasks (though recognition always performs better than 
recall).
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-Passwords and lack of feedback.
-Repeated input problem
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-inputs from study
-best example
-Why is this a problem?


