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This is not a graphical password:

Secure Login

9 Confirm Your Image and Phrase

The SiteKey. This is not a graphical password system.

...and I'm pretty sure it doesn't work.
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Topics

* Usability

where pertinent to graphical passwords
(and sometimes where not)

* Security

=

* My picture-password system

- basic outline
-problems with password usability and security
-how various graphical password systems address them.

Usability includes memorability this will be a big chunk of my tatkand ease of entry
Security includes issues of social engineering, cracking, and shsuldfieg
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Password Usability

* Memorability
— What'’s the problem?
— Solving it with cognitive science
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The Password Problem

Passwords must be strong enough to be secure

but

passwords must be remembered by users

(Wiedenbeck 2005, Sasse 2001)

LG Ay 2dzNJ GSN¥YAy2f238 GKAA 02Afa R2gy G2X



The Password Problem

Entropy

VS.

Memorability
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The Password Problem

Entropy
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Entropy

H(X) = - Y |p(x:)|log, p(:)

i=1

the probability of a password
being used within a population

WAOK O2@0SNBR GKAA Ay 2dzNJ f+Fald addzRSyid LINBaS

You can talk about the entropy of individual characters, but they have to be entered in the
right order, so you end up needing to know the probabilities of entire passwords.

2 KSYy (GKA& O2yOSLIJi Aa LI ASR G2 LI aasgz2NRa A



“Guessing entropy”

* The expected number of guesses required by
an attacker with perfect strategy is:

> 2 (H(X)-2)

(Massey 1994)

X ¢ KA O K-explainedis chdpter 9 of our book.
So, the more entropy in our passwords the harder they are to guess.

[221Ay3 G0 GKA&aX AT @&2dz NB Ay OKINBS
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Increasing password entropy

* Enforce password policies

Minimum password length must be 8 characters and consist of at least 2 alpha characters, 1 number
and 1 special character.

O R — Apassword must have no consecutive repeated characters.

A password must not include your user name or any part thereof.
— Apassword must not include the names of a spouse, children, pets or one's own name.
A password must not mcluddny regional sports teams or players.

: Asagmm&wm S, office symbols

A password must not include your social security number or any subset of your social security
number that is more than a single number.

A password must not include words that can be found in any dictionary, whether English or any
language.

A password must not be any of the 11 most recently used passwords for the account.

{US Copyright Office Registration)

XAYONBIFIAS GKS SyaNRLR 2F 22d2NJ) LI aag2NRa®
| SNB NB a2YS ¢glea G2 AYyONBlIasS SydaNeLRX

(discuss) One way to increase entropy (check if passwords match)
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“Guessing entropy”

Assumption:

» Attacker has perfect knowledge of the
frequency distribution of passwords

There is an assumption being made here, that the attacker has perfect strategy, but this
assumes the above.

Something | want you to think about: Is this a good assumption?

And | want you to think about that as | talk about
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Hashing

* Convert any input to a string of random
characters

Ex. SHA-512(“security”) =
f2a46a29101d3b65c419c98a9ffe73c¢154196bc3
e87379491746cf5a70ee0b5e4d308b27b28f77
960582d8ff88ab7c¢3c4930860436bf05d6d551
7c8e3f9efb8e5

* Consistent but non-reversible

13



different output.

Hashing

* Small changes in input produce completely

i crypt: g':phic 0086 46BB FBTD CBE2 823C
jumps over > as| >

the blue dog function ACC7 6CD1 90B1 EE6E 3ABC
E::::J:: crypt:g;:ph'c 8FD8 7558 7851 4F32 D1C6
the blue dog function 76B1 79A9 ODA4 AEFE 4819
il crypt: gr:phic FCD3 7FDB 5AF2 C6FF 915F
jumps oevr as|

the blue dog function D401 COA9 7DIR 46AF FBAS5

Hashing is used in almost all standard password systems.

11/17/09
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Hashing passwords

Provides a way to store passwords without
revealing them

1. You enter your password.

2. System hashes your password to produce a string
of random characters.

3. System compares produced string to string in
password file.

Hashing is used in almost all standard password systems.

11/17/09
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Hashing with salt

* Provides a way to differentiate hashes
between users and systems

1. You enter your password.

2. System appends “salt” (some value) to your
password.

3. System hashes your (password+salt) to produce a
string of random characters.

4. System compares produced string to string in
password file.

So we add salt. This makes the hashes different between users and even across systems, so
you can use the same password on multiple systems or two people could have the same
password and no one will know, even if they know the salts (which are typically stored in

the password file).
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Hashing in a nutshell

* Allows password systems to verify your
password without “knowing” it

11/17/09
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Hashing and entropy

Remember our assumption for entropy:

» Attacker has perfect knowledge of the
frequency distribution of passwords

Given that we can hash passwords to hide this information, is entropy the right way to
think about passwords?

And remember what entropy analysis does

11/17/09

18



Are policies the right solution?

*  Minimum password length must be 8 characters and consist of at least 2
alpha characters, 1 number and 1 special character.

* A password must have no consecutive repeated characters.
* A password must not include your user name or any part thereof.

* A password must not include the names of a spouse, children, pets or
one's own name.

* A password must not include any regional sports teams or players.
* A password must not include any office symbols.

* A password must not include your social security number or any subset of
your social security number that is more than a single number.

* A password must not include words that can be found in any dictionary,
whether English or any language.

* A password must not be any of the 11 most recently used passwords for
the account.

XAO0 LINPRdzOS&a LRftAOASa fA1S GKAa®

ORAAaA0Odzaa0d DAGSY ¢KIFG &2dz2Q@S tSINYySR

-Does anything on this list seem unnecessary?
-Does anything seem necessary?

11/17/09
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Are policies the right solution?

* The outlaw 10% (Chapter 7)

Jeff Yan in chapter 7 and in other papers says that about 10% of a population will always be
nonO2 YLI Al yiX
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The Password Problem

Memorability

11/17/09
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The cognitive science of (graphical)
passwords

* Consolidation

* Picture superiority effect
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The cognitive science of (graphical)
passwords

* Consolidation

11/17/09
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advantage

Consolidation

* 10 minutes vs. 1 minute

* Gives graphical-password systems an

Consolidation is a term from neuroscience that describes how memories can be

strengthened over time...

-graphical passwords often have training interfaces
-holding all else equal, 10 minutes will always win

This is straightforward.

11/17/09

24



The cognitive science of (graphical)
passwords

* Picture superiority effect

Now lets talk about picture superiority. Most graphigassword systems use pictures
because of this effect.

11/17/09
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Memorability

Objects
N2

Pictures

N2
Words

N

Music

N

Nonsense Syllables

(Nickerson 1965, Standing 1973, Deregowski and Jahoda 1975)

The PSE is a heavily studied and verified phenomenon in psychology which states that
pictures are remembered better than words.

-continuum (transitivity)
-what makes items memorable?
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Picture superiority effect

* Foundations
* Problems
* Recognition vs recall

(Weldon and Roediger 1987, Nelson 1976)

There are many facets to the PSE that have been experimentally verified. | am going to run
through them now because they all impact memory for pictures in different ways.
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Picture superiority effect
foundations

* More semantic information makes things
easier to remember

Ex. PassPoints selections (Chiasson et al. ‘07)

* Pictures access meaning more quickly than
words

Oty
GdzNB 2F Fy FLWLXS Aa I & A SNJ
O0SNJ 6KS $2NR al LIJX S¢ FyR y2

u2

11/17/09
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Picture superiority effect
foundations

* Pictures can be dual-coded as pictures and
words

* Redintegration

— Mnemonic passwords e.g. “eylgaz$cw”

CKA& gl & I LRLz I N KS2NE RdzZNAy3a (GKS Ttna ||y
X o0dzi GKSNB Aa SOARSYOS GKFG YdZf GALXE S SyO2R
- mnemonic passwords and muscle memory
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Picture superiority effect

* Problems

11/17/09
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Picture superiority effect
problems

* Polysemy
— Schematic
— Verbal
— Semantic

Polysemy is a major problem with pictures and it has to do with similarity. It is hard to
NBYSYoSNI KAy3a GKIFIG R2y QG adl yR 2dzio

Or, if you have to remember a subset of items in a larger set, the items can be confused on
these three levels.
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Picture superiority effect
problems

Polysemy — Schematic similarity:

This is a major problem with pictures and it has to do with similarity.

This is an example of schematic similarity

11/17/09
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Picture superiority effect
problems

Polysemy — Verbal similarity:

W

11/17/09

34



11/17/09

Picture superiority effect
problems

Polysemy — Semantic ambiguity

2 KFG Aa GKAA | LIAOGIINE 2FK 126 Ylye (GKAY] A
How many are not sure?...
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Picture superiority effect
problems

* Serial memory is verbal

Even though pictures have all these features that can make them easy to remember, when
you apply them to passwords you can run into a problem.

If you want to remember pictures in a specific order you have to work with serial memory
(native ASisigners story).

-impact on PassPoints
-unordered passwords
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Picture superiority effect

* Recognition vs recall

11/17/09
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Recognition vs recall

* Pictures are better at both

A lot of graphical password systems rely on recognition, but pictures are actually better
than text at both. In fact, the relative advantage of pictures in recall tasks is greater than
their advantage for recognition tasks (though recognition always performs better than
recall).

38



Password Usability

* Ease of Entry

11/17/09
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* Typos

Ease of entry

-Passwords and lack of feedback.

-Repeated input problem

11/17/09
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-inputs from study
-best example
-Why is this a problem?

11/17/09
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