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today we will focus on 
evaluation methodology

but first, a little history.
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Federal Trade Commission

Privacy Online: A Report 
to Congress
 June 1998
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In light of the Commission's findings and significant 
consumer concerns regarding privacy online, it is 
evident that substantially greater incentives are needed 
to spur self-regulation and ensure widespread 
implementation of basic privacy principles.“ ”
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survey of over 1,400 Web sites 

upward of 85% – collect personal 
information from consumers.

only 14% – provide any notice with 
respect to their information practices

~2% – provide notice by means of a 
comprehensive privacy policy.

FTC. Privacy Online: A Report to Congress. June 1998.
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"e Commission has encouraged 
industry to address consumer 
concerns regarding online privacy 
through self-regulation. "e Internet 
is a rapidly changing marketplace. 
Effective self-regulation remains 
desirable ... To date, however, the 
Commission has not seen an effective 
self-regulatory system emerge.

FTC. Privacy Online: A Report to Congress. June 1998.

“
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Chairman Pitofsky recommended 
that Congress pass legislation if self-
regulation failed to produce 
significant progress. [EPIC2005]

However, by 1999 privacy policies 
were found on over 80% of 
top websites. [EPIC1999]

EPIC. Surfer Beware III: Privacy Policies without Privacy Protection. 1999 7



Electronic Privacy Information 
Center (EPIC)

Privacy Self Regulation: A 
Decade of Disappointment
 March 2005
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Industry progress has been far too slow since the 
Commission first began encouraging the adoption of 
voluntary fair information practices in 1996. Notice, 
while an essential first step, is not enough if the privacy 
practices themselves are toothless.

   – Commissioner Sheila Anthony
“ ”



Notice, while an essential first step, is not enough 
if the privacy practices themselves are toothless...

Common to all of these documents [hereinafter 
referred to as "fair information practice codes"] are 
five core principles of privacy protection:
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1. Notice/Awareness 
2. Choice/Consent 
3. Access/Participation 
4. Integrity/Security
5. Enforcement/Redress

“

”FTC. Privacy Online: A Report to Congress. 1998.



EPIC. Privacy Self Regulation: A Decade of Disappointment. 2005 10
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!e FTC should work with the banking 
agencies to develop a unified 
mechanism for opting out under the 
Gramm-Leach-Bliley and Fair Credit 
Reporting Acts. Just as it made no 
sense for individuals to opt-out of every 
telemarketing call, it currently makes no 
sense for an individual to have to 
contact every single financial institution 
separately to protect privacy.

EPIC. Privacy Self Regulation: A Decade of Disappointment. 2005
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!e corpus of privacy policies contains 
948 instances of may and 123 instances 
of might, perhaps, sometimes, 
occasional(ly), and from time to time...

12Irene Pollach. What’s Wrong With Online Privacy Policies? CACM 2007

“
”

For example, they state that you receive 
unsolicited email messages instead of 
we send them.“

”



!e average Flesch-Kincaid score 
required for the top 50 internet 
privacy policies (2003) was 34.2

!e Wall Street Journal averages a 43
Harvard Law Review averages a 32

13C. Jensen, C. Potts. Privacy Policies as Decision-Making Tools: An Evaluation of Online Privacy Notices. CHI 2004



Aleecia McDonald & Lorrie Cranor

"e Cost of Reading 
Privacy Policies
2008
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TR = p × R × n

p is the population of all Internet users 
R is the average time to read one policy 
n is the average number of unique sites Internet users visit annually
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TR = p × R × n

p ≈ 221 million Americans online (Nielsen, May 2008)

R = avg time to read a policy 
    = # words in policy / reading rate
To estimate words per policy:
 Measured the policy length of the 75 most visited websites
 Reflects policies people are most likely to visit
Reading rate ≈ 250 WPM
 Mid estimate: 2,514 words / 250 WPM = 10 minutes 

n = number of unique sites per year
Nielsen estimates Americans visit 185 unique sites in a month:
 but that doesn’t quite scale x12, so 1462 unique sites per year.

A. McDonald, L. Cranor. !e Cost of Reading Privacy Policies. I/S. 2008.
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TR = 221 million × 10 minutes × 1462 sites

R × n ≈ 244 hours per year per person
(lower: 181; upper: 304)

TR ≈ 53.8 billion hours for all United 
States Internet users per year 
(lower: 39.9 billion; upper: 67.1 billion)

Personal      National
   $3,534               $781 B
   $2,226               $492 B

A. McDonald, L. Cranor. !e Cost of Reading Privacy Policies. I/S. 2008.



Time to read is greater than the time to 
handle spam, and on par with the current 
time websurfing

Value of time to read or skim is 
several times greater than the cost 
of broadband access

17A. McDonald, L. Cranor. !e Cost of Reading Privacy Policies. I/S. 2008.

“ ”“ ”
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  Industry Self Regulation in !eory
• Website owners voluntarily post online 

privacy policies

• FTC enforces policies via deceptive practices and 
fraud actions

• Consumers:
• Visit new sites and read their online privacy policies

• Compare policies between sites

• Buy from sites with the best privacy policies

• !is creates a market place that efficiently rewards 
privacy protections

Aleecia McDonald. Online Privacy: Industry Self-Regulation in Practice. Tech Talk. 2009
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Aleecia McDonald, Robert Reeder, 
Patrick Gage Kelley & Lorrie Cranor

A Comparative Study of Online 
Privacy Policies and Formats
 August 2009
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Do standardized policy 
formats help?“ ”



August – December, 2008 

Recruited via blogs and craigslist 
for gift certificate drawing 

15 conditions 

n = 749; 50 per condition 

Younger, well-educated, and 
confident with computers

21A. McDonald. et al. A Comparison of Online Privacy Policy Formats. PETS 2009
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24A. McDonald. et al. A Comparison of Online Privacy Policy Formats. PETS 2009



Training question first, company’s address: end of policy

Percentage correct answers for four random order questions:

1. Does the Acme website use cookies?

2. Does the company provide a link to a webform that allows 
you to remove yourself from Acme's email marketing list?

3. Does this privacy policy allow Acme to share your email 
address with a company that might put you on their email 
marketing list (with or without your consent)?

4. Does this privacy policy allow Acme to use your phone 
number for telemarketing?

Also measured response times

25A. McDonald. et al. A Comparison of Online Privacy Policy Formats. PETS 2009
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All formats unsatisfactory
- Low comprehension for synthesis questions
- Participants disliked all

Better readability for NL did not improve comprehension
Larger than expected range within standardized formats
- Same practices, different results - Authors have much leeway

Current standardized formats not very different from NL
- PF better for complexity if topic part of P3P specification
- Layered faster yet less accurate: link hides information

Policy implications:
- Test new formats rigorously
- We do not suggest regulation requiring standardized formats
- Standardization remains a promising idea — can we do better 
in future revisions?

A. McDonald. et al. A Comparison of Online Privacy Policy Formats. PETS 2009
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The New York Times 
Privacy Policy Highlights

Last Updated on July 1, 2009

The New York Times wants to make our privacy practices clear and easy to understand. This page provides
highlights of The New York Times Privacy Policy. For more information, please review our complete Privacy Policy.

The New York Times is a licensee of the TRUSTe Privacy Program. You may contact TRUSTe if you
believe a privacy question is not properly addressed.

By using NYTimes.com, you are agreeing to our Terms of Service.

Scope

The New York Times privacy highlights and full Privacy Policy (available at:
www.nytimes.com/ref/membercenter/help/privacy.html) apply to the New York Times Web sites listed below, and to
services that display or link to this notice.

NYTimes.com
The New York Times Home Delivery
The New York Times Store
The New York Times Learning Network

The New York Times Electronic Edition, which is maintained by NewsStand, maintains its own Privacy Statement.
The New York Times advertising portal, for advertisers of The Times, also maintains a separate Privacy Policy.

Information We Gather

The information we gather falls into two categories: 1) personal information you voluntarily supply when you
subscribe, order, complete a survey, register for an online discussion, enter a contest or provide your e-mail
address, and 2) tracking information collected as you navigate through our sites. More.

Use of Information

If you have registered online to one of our sites, The New York Times will not sell, rent, swap or authorize
any third party to use your e-mail address without your permission. This also applies to any information that
personally identifies you, except as noted immediately below. We do, however, share information about our
audience in aggregate form. For example, we may want to know how long the average reader spends on
our site, or which pages or features get the most attention.
If you are a print subscriber to The New York Times newspaper and subscribed either by mail, phone or
online, we may exchange or rent your name and mailing address (but not your e-mail address) with other
reputable companies that offer marketing information or products through direct mail. If you prefer that we
do not share this information, you may opt-out.
NYTimes.com may share personal information with The New York Times Company for analysis purposes.
NYTimes.com will not share personal information about you as an individual to third parties without your
consent.
The New York Times may perform statistical analyses of subscribers and their subscribing and purchasing
patterns for product development purposes and to generally inform advertisers about the nature of our
subscriber base.
We may use demographic and preference information to allow advertising on our Web sites to be targeted,
in aggregate, to the users for whom they are most pertinent.
We contract with other companies to provide services on our behalf, including credit-card and billing
processing, shipping, e-mail distribution, list processing and analytics or promotions management.
Any information you disclose when posting to a message board, along with your message board screen
name or ID, becomes public and may be used by The New York Times for online and offline promotional or
commercial uses in any and all media.
More.

Your Privacy Choices

If, at any time, you prefer not to receive e-mail marketing information from us, simply follow the unsubscribe options
at the bottom of each e-mail. For more information on how to unsubscribe from e-mail marketing, click here.

If, at any time, you prefer not to receive traditional mail or telephone solicitations originated by The New York Times
Home Delivery Department and its third party affiliates, you may choose to opt-out.

To view and edit your personal information, please visit the appropriate part of any of our Web sites. For example,
to update your e-mail address on NYTimes.com, go to the E-Mail Preferences page in Member Center. For more
information on how to view and edit your personal information, click here.

Important Information

We encourage you to read our complete Privacy Policy. The full New York Times Privacy Policy contains links to
supplementary information about specific New York Times sites or services. We reserve the right to update our
Privacy Policy.

Our Privacy Policy may be amended from time to time. Any such changes will be posted on our main Privacy Policy
page. If we make a significant or material change in the way we use your personal information, the change will be
posted thirty (30) days prior to taking effect and registered users will be notified via e-mail.

We employ measures designed to protect the security of your personal identifying information. More.

COPPA Compliance

Except for The Learning Network, The New York Times does not knowingly collect or store any personal
information, even in aggregate, about children under the age of 13. The Learning Network is a free service for
parents, teachers and students, and does not require registration. For any questions concerning The Learning
Network, please contact: Katherine Schulten, NYTimes.com, 500 7th Avenue, 8th Floor, New York, NY 10018.
Telephone: 646 698 8000. More.

How To Contact Us

For any questions or comments regarding our information or security practices, you may contact us by e-mail at
feedback@nytimes.com or by mail at Privacy at Customer Care, 229 West 43rd Street, NY, NY 10036.

The New York Times is a TRUSTe licensee and you may contact TRUSTe if you feel a privacy question is not
properly addressed.

Back to Site Help

Copyright 2009 The New York Times Company | Privacy Policy

Go to a Section
NYTimes.com
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The New York Times 
Privacy Policy

Last Updated on July 1, 2009

This Privacy Policy discloses the privacy practices for The New York Times newspaper and NYTimes.com. For the
purposes of this Privacy Policy, unless otherwise noted, all references to “The New York Times” include
NYTimes.com and The New York Times newspaper.

In this Privacy Policy, you will find answers to the following questions:
Which sites are covered by this policy?
What information do we gather about you?
 What do we do with the information we gather about you? 
What is our e-mail policy?
With whom do we share the information that we gather?
How do I change or update my personal information?
How do I opt-out from receiving promotional offers?
Is my information protected?
Other information: Compliance with legal process
Other information: Children's Guidelines
Other information: Changes to this Privacy Policy

TRUSTe: The New York Times is a licensee of the TRUSTe Privacy Program. TRUSTe is an independent, non-
profit organization whose mission is to build user trust and confidence in the Internet by promoting the use of fair
information practices. This privacy policy covers www.nytimes.com (see below). Because The New York Times
wants to demonstrate its commitment to your privacy, it has agreed to disclose its information practices and have its
privacy practices reviewed for compliance by Truste.

If you have questions or concerns regarding this statement, you should first contact Customer Service
by sending an e-mail to feedback@nytimes.com. If you do not receive acknowledgment of your inquiry
or your inquiry has not been satisfactorily addressed, you should contact TRUSTe at
www.truste.org/consumers/watchdog_complaint.php. TRUSTe will then serve as a liaison with The
New York Times to resolve your concerns.

The TRUSTe program covers only information that is collected through this Web site, and does not
cover information that may be collected through software downloaded from this site. TRUSTe has not certified the
disclosures in this Privacy Policy that relate to the Times Reader software.

WHICH SITES ARE COVERED BY THIS POLICY?

This Privacy Policy applies to the following New York Times Web sites:

NYTimes.com
The New York Times Home Delivery
The New York Times Store
The New York Times Learning Network

The New York Times Electronic Edition, which is maintained by NewsStand, maintains its own Privacy Statement.
The New York Times advertising portal, for advertisers of The Times, also maintains a separate Privacy Policy.

Please note, our Web sites may contain links to other Web sites for your convenience and information. We are not
responsible for the privacy practices or the content of those sites. We encourage you to review the privacy policy of
any company before submitting your personal information.

WHAT INFORMATION DO WE GATHER ABOUT YOU?

The information we gather falls into two categories: 1) Personally identifiable information, which includes personal
information you voluntarily supply when you subscribe, order, complete a survey, register for an online discussion,
enter a contest or provide your e-mail address and 2) Non-personally identifiable information, which includes
tracking information collected as you navigate through our sites.

Personally Identifiable Information

Registration for our Web sites

Anyone can view our sites, but a free registration process is required to access the full range of information and
services offered across our different sites.

NYTimes.com requires that you supply certain personally identifiable information, including a unique e-mail
address and demographic information (zip code, age, sex, household income (optional), job industry and job title) to
register. By using NYTimes.com, you are agreeing to our Terms of Service.

The New York Times Home Delivery Web site requires that you supply your name, address, telephone number,
e-mail address, credit card number or other billing information to process your print subscription request as well as
to transact with The Times and manage your account on the Web.

The New York Times Store requires you to register only if you purchase an item. Registration requires that you
supply your mailing address, e-mail address and a password.

Paid Products and Services

While the majority of our Web sites are free, we do charge fees for select premium content, products and services,
such as the Archive: 1851-Present, purchases at The New York Times Store, print subscriptions to The New York
Times newspaper, among others. To enable the purchase of these and other products, we collect and store billing
and credit card information. This information will only be shared with third parties who perform tasks required to
complete the purchase transaction. Examples of this include fulfilling orders and processing credit card payments.

Contests, Sweepstakes and Special Offers

On occasion, The New York Times collects personal information from readers in connection with optional
sweepstakes, contests or special offers. If this information is to be shared with a third party other than The New
York Times, we will notify you at the time of collection. If you do not want any personal information shared, you may
always decline to participate in the sweepstakes, contest or special offer.

Reader Surveys, Reader Panels and Market Research

The New York Times may collect personal information from readers in connection with voluntary surveys. Data may
be collected on our Web sites, on the phone or through the mail. The information you provide in answer to optional
survey questions may be shared, but only in the aggregate, with advertisers and partners unless we notify you
otherwise at the time of collection.

Some of our readers are invited to be members of optional Reader Panels that are administered through a third
party we have hired for that purpose. Panel members agree to participate in surveys, polls or discussions about
their readership of The New York Times, their household/personal characteristics and their purchase behavior.
Readers are primarily contacted via e-mail, which link to online surveys, polls or discussions, but may occasionally
be contacted by telephone or mail. All survey data is reported and/or used in aggregate form only, and no
personally identifiable information is released. From time to time, we may use different technologies. including
cookies, to better understand answers to our surveys. As a panel member, we require that you supply us with your
e-mail address and name. Home address and telephone number are optional. Our panels are currently
administered by Vision Critical and Beta Research.

Special Events and Promotions

We often receive information regarding readers who may attend Times Talks, Arts & Leisure Weekend and other
New York Times Special Events and Promotions. Such information will be used as indicated at the time of
collection.

Mobile Messaging Service

The New York Times uses the information collected from your interaction with The New York Times by Text
Messaging Service (SMS) (“SMS Service”) solely for the purposes of improving the SMS Service. The information
will not be provided, sold, licensed, rented, assigned or disclosed to Third Parties, except as required by law, nor
will we use your phone number to initiate a call or SMS text message to you without your express prior consent.
Your wireless carrier and other service providers also collect data about your SMS Service usage, and their
practices are governed by their own privacy policies.

The New York Times collects the mobile phone number you use to send us a text message and the content of the
messages sent between you and The New York Times. When you send a text message to The New York Times or
via The New York Times, we log the incoming phone number, the wireless provider associated with the number,
and the date and time of the transaction. The only information we automatically collect is that related to the use of
our Mobile Services. The New York Times uses this data to analyze the message traffic in order to operate,
develop and improve our SMS Service.

Non-personally Identifiable Information

In addition to personally identifiable information, we also collect certain non-personally identifiable information
through technology and tools, including cookies, Web Beacons and log data. We aggregate and analyze this
information in order to learn more about how our Web sites are used.

Cookies from Us

As is standard practice on many Web sites, we use “cookies” and other technologies to recognize you and provide
personalization, as well as to help us understand, where our visitors are going and how much time they spend
there. You will not be able to access certain areas of our Web sites, including NYTimes.com, if your computer does
not accept cookies from us. For more detailed information about our use of cookies, see Frequently Asked
Questions About Cookies in our Help section.

Cookies from Advertisers

Some advertisements on certain of our Web sites (including NYTimes.com) are served by third-party advertising
companies. In the course of serving these advertisements, these advertisers may place or recognize a unique
cookie on your browser in order to collect certain non-personally identifiable information about your visits to our
Web sites and other Web sites.

We do not have access to, nor control over, advertisers’ cookies or how they may be used. If you would like more
information about advertisers’ use of cookies, and about your option not to accept these cookies, please click here.

Please click here to see a list of third parties that may be using cookies to serve advertising on our Web sites.
Google is one of the companies that serves advertisements onto NYTimes.com. It uses the DART cookie to serve
ads based on your visit to NYTimes.com and other sites on the Internet. You may opt out of the use of the DART
cookie by visiting the Google ad and content network privacy policy.

Your access to our Web sites will not be affected if you do not accept cookies served by third parties.

Shared Cookies

NYTimes.com has an arrangement with LinkedIn, a third party, in which we may use LinkedIn profile information to
provide LinkedIn users with customized advertising and a short list of customized headlines when they read
Business or Technology articles on NYTimes.com. By way of example, a LinkedIn user on NYTimes.com might see
a box highlighting headlines about the energy business if the industry selected in his or her LinkedIn profile is
"Energy sector". This is facilitated by sharing a cookie that contains non-personally identifiable information such as
Industry and Job Function from that user’s LinkedIn profile and matching that with relevant headlines.

We do not share any personally identifiable information with LinkedIn.

For more information about the LinkedIn program, click here. 
For more information about LinkedIn's Privacy Policy, click here. 
LinkedIn users, to opt out of the program, click here.

Analytics Technologies

We have hired WebTrends, a third party, to track and analyze non-personally identifiable usage and volume
statistical information from our visitors and customers on NYTimes.com . All data collected by WebTrends on our
behalf is owned and used by us. We may publish non-personally identifiable, summary information regarding our
Web site visitors for promotional purposes and as a representative audience for advertisers. Please note that this is
not personally identifiable information, only general summaries of the activities of our visitors and customers. For
more information about how WebTrends collects data, please read their privacy policy at
https://ondemand.webtrends.com/privacypolicy.asp#PSFV

NYTimes.com is currently contracted with Audience Science, a third party, to track and analyze anonymous usage
and browsing patterns of our visitors and customers. All data collected by Audience Science on behalf of our Web
sites is owned and used by The New York Times alone. We use this information to help provide our advertisers with
more targeted advertising opportunities, which means that users see advertising that is most likely to interest them,
and advertisers send their messages to people who are most likely to be receptive, improving both the viewer's
experience and the effectiveness of the ads. For more information about Audience Science’s privacy policy,
including how to opt out, go to http://www.audiencescience.com/privacy.asp.

We reserve the right to change the vendors who provide us with usage data.

Clear Gifs (Web Beacons)

Advertisers on NYTimes.com may elect to use third party advertising companies to serve ads on our Web site, and
in these instances may use a software technology called clear gifs (a.k.a. Web Beacons/action tags/pixel tags),
alone or in conjunction with cookies, to better manage their advertising on our site. Clear gifs are tiny graphics with
a unique identifier, similar in function to cookies. Clear gifs may alert the advertiser's server about the online
movements of Web users. For instance, advertisers may place a clear gif allowing them to recognize an existing
cookie on your browser if from the same service. The main difference between cookies and clear gifs is that clear
gifs are invisible on the page and are much smaller, about the size of the period at the end of this sentence. Please
keep in mind that we do not have access to any information collected by these clear gifs nor any additional related
information. Please click here to see a list of third parties that may be using cookies to serve advertising on our
Web sites.

The New York Times Home Delivery Web site also transmits non-personally identifiable Web site usage information
about visitors to the servers of a reputable third party for the purpose of targeting our Internet banner
advertisements on other sites. To do this, we use Web Beacons in conjunction with cookies provided by our third-
party ad server on this site. For more information about our third-party ad server, or to learn your choices about not
having this non-personal information used to target ads to you, please click here.

IP Addresses

The New York Times logs Internet Protocol (IP) addresses, or the location of your computer on the Internet, for
systems administration and troubleshooting purposes. We use this information in an aggregate fashion to track
access to our Web sites.

Log Files

We use log file data in the aggregate to analyze usage of our Web sites. If you download and install the Times
Reader software application, the log files will be collected by the application and sent to our servers when your
computer syncs up for the latest news.

WHAT DO WE DO WITH THE INFORMATION WE GATHER ABOUT YOU?

Statistical Analysis

The New York Times may perform statistical, demographic and marketing analyses of subscribers, and their
subscribing and purchasing patterns, for product development purposes and to generally inform advertisers about
the nature of our subscriber base. We also use such information to allow advertising to be targeted, in aggregate,
to the users for whom such advertising is most pertinent. NYTimes.com may share personal information with The
New York Times Company for analysis purposes, including analysis to improve customer relationships.

Products and Services from The New York Times

From time to time, we may provide subscribers with information and offers about other products and services
offered by The New York Times, including subscriptions and other premium products and services. This information
will only be shared internally. If you do not wish to receive such information and offers, you may opt-out.

Banner Advertising

We may use demographic and preference information to allow advertising on our Web sites to be targeted, in
aggregate, to the users for whom they are most pertinent. This means users see advertising that is most likely to
interest them, and advertisers send their messages to people who are most likely to be receptive, improving both
the viewer's experience and the effectiveness of the ads. We will disclose information to third parties only in
aggregate form.

User Generated Content (Including Comments, Reader Reviews and TimesPeople)

We offer opportunities for you to engage in public activities on NYTimes.com, including submitting comments,
recommendations, reader reviews and ratings in a number of areas throughout NYTimes.com. Any information you
disclose in your submissions, along with your screen name or ID, or any image or photo, becomes public and may
be used by The New York Times for online and offline promotional or commercial uses in any and all media. If you
chose to engage in public activities on the site, you should be aware that any personally identifiable information you
submit there can be read, collected, or used by other users of these areas, and could be used to send you
unsolicited messages. We are not responsible for the personally identifiable information you choose to submit in
these forums. For more information, see the Comments FAQ and read the Forums, Discussions and User
Generated Content section of the Terms of Service.

If you have signed up for TimesPeople, we will track and aggregate your public activities on NYTimes.com. "Public
activities" are any actions you take on NYTimes.com that are designed to be visible to other users including
comments, recommendations, reader reviews, or ratings you submit. When you turn on sharing in TimesPeople,
you are electing to display the aggregated list of your public activities to other TimesPeople members. Also, shared
TimesPeople activities may be included in RSS feeds, API's and made available to other Web sites via other
formats. As a result, your shared TimesPeople activities may appear on other Web sites, blogs, or feeds. Keep in
mind that we are not responsible for any personally identifiable information you choose make public via
TimesPeople. Please see our TimesPeople FAQ for additional information.

E-Mail Newsletters

If you choose to receive them, The New York Times will periodically send you e-mail newsletters or promotional e-
mail about services offered by The New York Times and its advertisers. For details about New York Times e-mail,
please see the next section, “What Is Our E-mail Policy?”.

WHAT IS OUR E-MAIL POLICY?

The New York Times complies fully with the federal CAN-SPAM Act of 2003. We will not share, sell, rent, swap
or authorize any third party to use your e-mail address without your permission. If you feel you have received an e-
mail from us in error, please contact feedback@nytimes.com.

Account and Service-Related E-mail: The New York Times reserves the right to send you e-mail relating to your
account status. This includes order confirmations, renewal/expiration notices, notices of credit-card problems, other
transactional e-mails and notifications about major changes to our Web sites and/or to our Privacy Policy. If you
have registered for online discussions or other services, you may receive e-mail specific to your participation in
those activities.

E-mail Newsletters: The New York Times offers several e-mail newsletters. If you no longer wish to receive a
specific newsletter, follow the "unsubscribe" instructions located near the bottom of each newsletter. To manage
your NYTimes.com e-mail preferences, please click here.

Promotional E-mail: If you choose to receive them, The New York Times may periodically e-mail you messages
about products and services that we think may be of interest to you. You can choose not to receive messages in
the future by either (1) following the "unsubscribe" instructions located near the bottom of each e-mail, or (2) you
can opt-out.

From time to time, The New York Times may obtain e-mail addresses from third party sources to be used for
promotional e-mails. You can choose not to receive messages in the future by either (1) following the "unsubscribe"
instructions located near the bottom of each e-mail, or (2) you can opt-out.

Survey E-mail: We may send you an e-mail inviting you to participate in user surveys, asking for feedback on
NYTimes.com and existing or prospective products and services, as well as information to better understand our
users. User surveys greatly help us to improve our Web site, and any information we obtain in such surveys will not
be shared with third parties, except in aggregate form. (Effective as of August 21, 2002.)

HTML E-mail: When you sign up to receive e-mail from us, you can select either plain text or HTML (with images)
format. If you select the HTML format, we may place a one-pixel gif to determine whether or not readers viewed the
e-mail. This process does not leave any information on your computer, nor does it collect information from your
computer. The New York Times may share this data with others in aggregate only.

E-mails From You: If you send us e-mails, you should be aware that information disclosed in e-mails may not be
secure or encrypted and thus may be available to others. We suggest that you exercise caution when deciding to
disclose any personal or confidential information in e-mails. We will use your e-mail address to respond directly to
your questions or comments.

E-mail This Article Feature: NYTimes.com readers may use this feature to e-mail links to articles (or other content
such as slideshows). The e-mail addresses that you supply to this service are saved for your convenience for future
articles you may wish to e-mail; these addressses are not used for any other purpose, and will not be shared with
any third parties.

WITH WHOM DO WE SHARE THE INFORMATION THAT WE GATHER?

The New York Times

If you have registered to one of our sites, The New York Times will not sell, rent, swap or authorize any third party
to use your e-mail address or any information that personally identifies you without your permission. We do,
however, share information about our audience in aggregate form.

If you are a print subscriber to The New York Times newspaper and subscribed either by mail, phone or online, we
may exchange or rent your name and mailing address (but not your e-mail address) with other reputable companies
that offer marketing information or products through direct mail. If you prefer that we do not share this information,
you may opt-out.

Service Providers

We contract with other companies to provide services on our behalf, including credit-card and billing processing,
shipping, e-mail distribution, list processing and analytics or promotions management. We provide these companies
only with the information they need to perform their services. These service providers are restricted from using this
data in any way other than to provide services for The New York Times, and they may not share or resell this data.

We reserve the right to disclose your opt-out information to third parties so they can suppress your name from
future solicitations, in accordance with applicable laws. We may occasionally release personal information as
required by law, for example, to comply with a court order or subpoena. (For more information, see the “Compliance
with legal process” section of this policy.)

HOW DO I CHANGE OR UPDATE MY PERSONAL INFORMATION?

The New York Times Home Delivery Web account: You may update and/or edit your Home Delivery account
information online at the Home Delivery Web site by clicking on the link for Update Account. Should you require
assistance, please call our toll free number, 1-800-NYTIMES.

Manage your NYTimes.com account at Member Center: You may review and update your NYTimes.com
membership or account information and access your transaction history in the Member Center.

There are a number of things you can do in the Member Center to ensure your personal information is accurate
and up to date. For one, you can update the information you provided during the free registration process. The E-
mail Preferences tab is the place to go to sign up for our e-mail newsletters and manage your delivery options. To
gain access to the areas of the Member Center containing personal information, you will be asked to re-enter your
password. If you do not remember your password, you can reset your password here. If you need further
assistance, please contact Customer Service.

Manage your New York Times Online Store account: Manage and update your account by logging in at
www.nytstore.com. Simply click on the “My Account” section at the top of the navigational bar and proceed to “Edit
Profile”. You may securely update your shipping information, e-mail address and password registered to the
account. Should you require assistance, please call us at 800-671-4332.

Manage your New York Times Events account: Events include TimesTalks, Great Read in the Park, Arts and
Leisure Weekend, Sunday with The Magazine, The New York Times Travel Show. To subscribe or unsubscribe
from The New York Times Events e-mail newsletter, please visit www.nytimes.com/events. Enter your e-mail
address in the field provided, select "unsubscribe" and click "submit."

HOW DO I OPT-OUT FROM RECEIVING PROMOTIONAL OFFERS?

E-mail Promotions

If, at any time, you prefer not to receive e-mail marketing information from us, simply follow the unsubscribe options
at the bottom of each e-mail. Or,

1. Click here to remove your e-mail address from any future promotional e-mail campaigns originated by The New
York Times Home Delivery Department and its third party affiliates.

2. Click here to manage your e-mail subscriptions from NYTimes.com. These include Today’s Headlines,
Ticketwatch, DealBook, Sophisticated Shopper, Movies Update, etc.

3. Click here to e-mail The New York Times Online Store Tech Support. Please write the word "opt-out" in the
message field to no longer receive e-mail communications from The Store.

4. Click here to manage your subscription to The New York Times Events Newsletter (TimesTalks, Great Read in
the Park, Arts and Leisure Weekend, Sunday with The Magazine, The New York Times Travel Show).

If you experience difficulty with the unsubscribe process, feel free to contact us at feedback@nytimes.com and
provide your e-mail address along with the name of the newsletter from which you would like to unsubscribe.

Offline Promotions

If, at any time, you prefer not to receive traditional mail or telephone solicitations originated by The New York Times
Home Delivery Department and its third party affiliates, please e-mail us at opt-out@nytimes.com or write to us at
Customer Care, P.O. Box 217, Northvale, NJ 07647-0217. If you are a current newspaper subscriber, please
remember to include your account number and phone number in the body of your e-mail or letter, and if you choose
to opt-out via e-mail, please put "Opt-out" in the subject line.

IS MY INFORMATION PROTECTED?

Data Security: To prevent unauthorized access, maintain data accuracy and ensure the appropriate use of
information, we have put in place physical, electronic and managerial procedures to protect the information we
collect online. When you enter sensitive information (such as a credit card number) on our order forms, we encrypt
that information using secure socket layer technology (SSL).

OTHER INFORMATION: Compliance with Legal Process

We may disclose personal information if we are required to do so by law or we in good faith believe that such action
is necessary to (1) comply with the law or with legal process; (2) protect and defend our rights and property; (3)
protect against misuse or unauthorized use of our Web sites; or (4) protect the personal safety or property of our
users or the public (among other things, this means that if you provide false information or attempt to pose as
someone else, information about you may be disclosed as part of any investigation into your actions).

OTHER INFORMATION: Children's Guidelines

COPPA Compliance: Except for The Learning Network (see below), The New York Times does not knowingly
collect or store any personal information, even in aggregate, about children under the age of 13.

The Learning Network: The Learning Network is a free service for parents, teachers and students, and does not
require registration. The Student Connections section is specifically directed at students, grades 6 to 12. Within this
section, the Ask a Reporter page and the Student Letters page allow students to either send a question to a Times
reporter or submit a letter to the editor, providing their first name, grade, state/country and, optionally, their e-mail
address. The information requested on these pages is used solely for participation in these activities, and is not
shared or sold to third parties. If an e-mail address is provided, it will only be used for a one-time response back to
the child. After responding to the child, the e-mail address is deleted. Access to the above services is not
conditioned on more information than is reasonably necessary to provide the services. Because we’re concerned
about a parent’s right to consent to the collection and use of their child’s personal information, when a question or
letter is published, only the student's first name, grade and state/country appear on the site. To request removal of
this information (non-personally identifiable) or to review or remove the optional e-mail address (personal
information collected), please use this form to contact the Learning Network.

These children's guidelines have been developed with the recognition that Internet technology evolves rapidly and
that underlying business models are still not established. Accordingly, guidelines are subject to change. In the
unlikely event of such changes they will be posted on this page. If the changes represent a material departure from
our current practice with respect to the use of children’s personal information, the changes will be posted on this
page thirty days prior to taking effect and will not affect children’s personal information previously collected.

For any questions concerning The Learning Network, please contact Katherine Schulten, NYTimes.com, 500 7th
Avenue, 8th Floor, New York, NY 10018. Telephone: (646) 698-8000.

OTHER INFORMATION: Changes to This Policy

This Privacy Policy may be amended from time to time. Any such changes will be posted on this page. If we make a
significant or material change in the way we use your personal information, the change will be posted on this page
thirty (30) days prior to taking effect and registered users will be notified via e-mail. 

Go to The New York Times Privacy Policy Highlights page.
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Last Updated on July 1, 2009

This Privacy Policy discloses the privacy practices for The New York Times newspaper and NYTimes.com. For the
purposes of this Privacy Policy, unless otherwise noted, all references to “The New York Times” include
NYTimes.com and The New York Times newspaper.

In this Privacy Policy, you will find answers to the following questions:
Which sites are covered by this policy?
What information do we gather about you?
 What do we do with the information we gather about you? 
What is our e-mail policy?
With whom do we share the information that we gather?
How do I change or update my personal information?
How do I opt-out from receiving promotional offers?
Is my information protected?
Other information: Compliance with legal process
Other information: Children's Guidelines
Other information: Changes to this Privacy Policy

TRUSTe: The New York Times is a licensee of the TRUSTe Privacy Program. TRUSTe is an independent, non-
profit organization whose mission is to build user trust and confidence in the Internet by promoting the use of fair
information practices. This privacy policy covers www.nytimes.com (see below). Because The New York Times
wants to demonstrate its commitment to your privacy, it has agreed to disclose its information practices and have its
privacy practices reviewed for compliance by Truste.

If you have questions or concerns regarding this statement, you should first contact Customer Service
by sending an e-mail to feedback@nytimes.com. If you do not receive acknowledgment of your inquiry
or your inquiry has not been satisfactorily addressed, you should contact TRUSTe at
www.truste.org/consumers/watchdog_complaint.php. TRUSTe will then serve as a liaison with The
New York Times to resolve your concerns.

The TRUSTe program covers only information that is collected through this Web site, and does not
cover information that may be collected through software downloaded from this site. TRUSTe has not certified the
disclosures in this Privacy Policy that relate to the Times Reader software.

WHICH SITES ARE COVERED BY THIS POLICY?

This Privacy Policy applies to the following New York Times Web sites:

NYTimes.com
The New York Times Home Delivery
The New York Times Store
The New York Times Learning Network

The New York Times Electronic Edition, which is maintained by NewsStand, maintains its own Privacy Statement.
The New York Times advertising portal, for advertisers of The Times, also maintains a separate Privacy Policy.

Please note, our Web sites may contain links to other Web sites for your convenience and information. We are not
responsible for the privacy practices or the content of those sites. We encourage you to review the privacy policy of
any company before submitting your personal information.

WHAT INFORMATION DO WE GATHER ABOUT YOU?

The information we gather falls into two categories: 1) Personally identifiable information, which includes personal
information you voluntarily supply when you subscribe, order, complete a survey, register for an online discussion,
enter a contest or provide your e-mail address and 2) Non-personally identifiable information, which includes
tracking information collected as you navigate through our sites.

Personally Identifiable Information

Registration for our Web sites

Anyone can view our sites, but a free registration process is required to access the full range of information and
services offered across our different sites.

NYTimes.com requires that you supply certain personally identifiable information, including a unique e-mail
address and demographic information (zip code, age, sex, household income (optional), job industry and job title) to
register. By using NYTimes.com, you are agreeing to our Terms of Service.

The New York Times Home Delivery Web site requires that you supply your name, address, telephone number,
e-mail address, credit card number or other billing information to process your print subscription request as well as
to transact with The Times and manage your account on the Web.

The New York Times Store requires you to register only if you purchase an item. Registration requires that you
supply your mailing address, e-mail address and a password.

Paid Products and Services

While the majority of our Web sites are free, we do charge fees for select premium content, products and services,
such as the Archive: 1851-Present, purchases at The New York Times Store, print subscriptions to The New York
Times newspaper, among others. To enable the purchase of these and other products, we collect and store billing
and credit card information. This information will only be shared with third parties who perform tasks required to
complete the purchase transaction. Examples of this include fulfilling orders and processing credit card payments.

Contests, Sweepstakes and Special Offers

On occasion, The New York Times collects personal information from readers in connection with optional
sweepstakes, contests or special offers. If this information is to be shared with a third party other than The New
York Times, we will notify you at the time of collection. If you do not want any personal information shared, you may
always decline to participate in the sweepstakes, contest or special offer.

Reader Surveys, Reader Panels and Market Research

The New York Times may collect personal information from readers in connection with voluntary surveys. Data may
be collected on our Web sites, on the phone or through the mail. The information you provide in answer to optional
survey questions may be shared, but only in the aggregate, with advertisers and partners unless we notify you
otherwise at the time of collection.

Some of our readers are invited to be members of optional Reader Panels that are administered through a third
party we have hired for that purpose. Panel members agree to participate in surveys, polls or discussions about
their readership of The New York Times, their household/personal characteristics and their purchase behavior.
Readers are primarily contacted via e-mail, which link to online surveys, polls or discussions, but may occasionally
be contacted by telephone or mail. All survey data is reported and/or used in aggregate form only, and no
personally identifiable information is released. From time to time, we may use different technologies. including
cookies, to better understand answers to our surveys. As a panel member, we require that you supply us with your
e-mail address and name. Home address and telephone number are optional. Our panels are currently
administered by Vision Critical and Beta Research.

Special Events and Promotions

We often receive information regarding readers who may attend Times Talks, Arts & Leisure Weekend and other
New York Times Special Events and Promotions. Such information will be used as indicated at the time of
collection.

Mobile Messaging Service

The New York Times uses the information collected from your interaction with The New York Times by Text
Messaging Service (SMS) (“SMS Service”) solely for the purposes of improving the SMS Service. The information
will not be provided, sold, licensed, rented, assigned or disclosed to Third Parties, except as required by law, nor
will we use your phone number to initiate a call or SMS text message to you without your express prior consent.
Your wireless carrier and other service providers also collect data about your SMS Service usage, and their
practices are governed by their own privacy policies.

The New York Times collects the mobile phone number you use to send us a text message and the content of the
messages sent between you and The New York Times. When you send a text message to The New York Times or
via The New York Times, we log the incoming phone number, the wireless provider associated with the number,
and the date and time of the transaction. The only information we automatically collect is that related to the use of
our Mobile Services. The New York Times uses this data to analyze the message traffic in order to operate,
develop and improve our SMS Service.

Non-personally Identifiable Information

In addition to personally identifiable information, we also collect certain non-personally identifiable information
through technology and tools, including cookies, Web Beacons and log data. We aggregate and analyze this
information in order to learn more about how our Web sites are used.

Cookies from Us

As is standard practice on many Web sites, we use “cookies” and other technologies to recognize you and provide
personalization, as well as to help us understand, where our visitors are going and how much time they spend
there. You will not be able to access certain areas of our Web sites, including NYTimes.com, if your computer does
not accept cookies from us. For more detailed information about our use of cookies, see Frequently Asked
Questions About Cookies in our Help section.

Cookies from Advertisers

Some advertisements on certain of our Web sites (including NYTimes.com) are served by third-party advertising
companies. In the course of serving these advertisements, these advertisers may place or recognize a unique
cookie on your browser in order to collect certain non-personally identifiable information about your visits to our
Web sites and other Web sites.

We do not have access to, nor control over, advertisers’ cookies or how they may be used. If you would like more
information about advertisers’ use of cookies, and about your option not to accept these cookies, please click here.

Please click here to see a list of third parties that may be using cookies to serve advertising on our Web sites.
Google is one of the companies that serves advertisements onto NYTimes.com. It uses the DART cookie to serve
ads based on your visit to NYTimes.com and other sites on the Internet. You may opt out of the use of the DART
cookie by visiting the Google ad and content network privacy policy.

Your access to our Web sites will not be affected if you do not accept cookies served by third parties.

Shared Cookies

NYTimes.com has an arrangement with LinkedIn, a third party, in which we may use LinkedIn profile information to
provide LinkedIn users with customized advertising and a short list of customized headlines when they read
Business or Technology articles on NYTimes.com. By way of example, a LinkedIn user on NYTimes.com might see
a box highlighting headlines about the energy business if the industry selected in his or her LinkedIn profile is
"Energy sector". This is facilitated by sharing a cookie that contains non-personally identifiable information such as
Industry and Job Function from that user’s LinkedIn profile and matching that with relevant headlines.

We do not share any personally identifiable information with LinkedIn.

For more information about the LinkedIn program, click here. 
For more information about LinkedIn's Privacy Policy, click here. 
LinkedIn users, to opt out of the program, click here.

Analytics Technologies

We have hired WebTrends, a third party, to track and analyze non-personally identifiable usage and volume
statistical information from our visitors and customers on NYTimes.com . All data collected by WebTrends on our
behalf is owned and used by us. We may publish non-personally identifiable, summary information regarding our
Web site visitors for promotional purposes and as a representative audience for advertisers. Please note that this is
not personally identifiable information, only general summaries of the activities of our visitors and customers. For
more information about how WebTrends collects data, please read their privacy policy at
https://ondemand.webtrends.com/privacypolicy.asp#PSFV

NYTimes.com is currently contracted with Audience Science, a third party, to track and analyze anonymous usage
and browsing patterns of our visitors and customers. All data collected by Audience Science on behalf of our Web
sites is owned and used by The New York Times alone. We use this information to help provide our advertisers with
more targeted advertising opportunities, which means that users see advertising that is most likely to interest them,
and advertisers send their messages to people who are most likely to be receptive, improving both the viewer's
experience and the effectiveness of the ads. For more information about Audience Science’s privacy policy,
including how to opt out, go to http://www.audiencescience.com/privacy.asp.

We reserve the right to change the vendors who provide us with usage data.

Clear Gifs (Web Beacons)

Advertisers on NYTimes.com may elect to use third party advertising companies to serve ads on our Web site, and
in these instances may use a software technology called clear gifs (a.k.a. Web Beacons/action tags/pixel tags),
alone or in conjunction with cookies, to better manage their advertising on our site. Clear gifs are tiny graphics with
a unique identifier, similar in function to cookies. Clear gifs may alert the advertiser's server about the online
movements of Web users. For instance, advertisers may place a clear gif allowing them to recognize an existing
cookie on your browser if from the same service. The main difference between cookies and clear gifs is that clear
gifs are invisible on the page and are much smaller, about the size of the period at the end of this sentence. Please
keep in mind that we do not have access to any information collected by these clear gifs nor any additional related
information. Please click here to see a list of third parties that may be using cookies to serve advertising on our
Web sites.

The New York Times Home Delivery Web site also transmits non-personally identifiable Web site usage information
about visitors to the servers of a reputable third party for the purpose of targeting our Internet banner
advertisements on other sites. To do this, we use Web Beacons in conjunction with cookies provided by our third-
party ad server on this site. For more information about our third-party ad server, or to learn your choices about not
having this non-personal information used to target ads to you, please click here.

IP Addresses

The New York Times logs Internet Protocol (IP) addresses, or the location of your computer on the Internet, for
systems administration and troubleshooting purposes. We use this information in an aggregate fashion to track
access to our Web sites.

Log Files

We use log file data in the aggregate to analyze usage of our Web sites. If you download and install the Times
Reader software application, the log files will be collected by the application and sent to our servers when your
computer syncs up for the latest news.

WHAT DO WE DO WITH THE INFORMATION WE GATHER ABOUT YOU?

Statistical Analysis

The New York Times may perform statistical, demographic and marketing analyses of subscribers, and their
subscribing and purchasing patterns, for product development purposes and to generally inform advertisers about
the nature of our subscriber base. We also use such information to allow advertising to be targeted, in aggregate,
to the users for whom such advertising is most pertinent. NYTimes.com may share personal information with The
New York Times Company for analysis purposes, including analysis to improve customer relationships.

Products and Services from The New York Times

From time to time, we may provide subscribers with information and offers about other products and services
offered by The New York Times, including subscriptions and other premium products and services. This information
will only be shared internally. If you do not wish to receive such information and offers, you may opt-out.

Banner Advertising

We may use demographic and preference information to allow advertising on our Web sites to be targeted, in
aggregate, to the users for whom they are most pertinent. This means users see advertising that is most likely to
interest them, and advertisers send their messages to people who are most likely to be receptive, improving both
the viewer's experience and the effectiveness of the ads. We will disclose information to third parties only in
aggregate form.

User Generated Content (Including Comments, Reader Reviews and TimesPeople)

We offer opportunities for you to engage in public activities on NYTimes.com, including submitting comments,
recommendations, reader reviews and ratings in a number of areas throughout NYTimes.com. Any information you
disclose in your submissions, along with your screen name or ID, or any image or photo, becomes public and may
be used by The New York Times for online and offline promotional or commercial uses in any and all media. If you
chose to engage in public activities on the site, you should be aware that any personally identifiable information you
submit there can be read, collected, or used by other users of these areas, and could be used to send you
unsolicited messages. We are not responsible for the personally identifiable information you choose to submit in
these forums. For more information, see the Comments FAQ and read the Forums, Discussions and User
Generated Content section of the Terms of Service.

If you have signed up for TimesPeople, we will track and aggregate your public activities on NYTimes.com. "Public
activities" are any actions you take on NYTimes.com that are designed to be visible to other users including
comments, recommendations, reader reviews, or ratings you submit. When you turn on sharing in TimesPeople,
you are electing to display the aggregated list of your public activities to other TimesPeople members. Also, shared
TimesPeople activities may be included in RSS feeds, API's and made available to other Web sites via other
formats. As a result, your shared TimesPeople activities may appear on other Web sites, blogs, or feeds. Keep in
mind that we are not responsible for any personally identifiable information you choose make public via
TimesPeople. Please see our TimesPeople FAQ for additional information.

E-Mail Newsletters

If you choose to receive them, The New York Times will periodically send you e-mail newsletters or promotional e-
mail about services offered by The New York Times and its advertisers. For details about New York Times e-mail,
please see the next section, “What Is Our E-mail Policy?”.

WHAT IS OUR E-MAIL POLICY?

The New York Times complies fully with the federal CAN-SPAM Act of 2003. We will not share, sell, rent, swap
or authorize any third party to use your e-mail address without your permission. If you feel you have received an e-
mail from us in error, please contact feedback@nytimes.com.

Account and Service-Related E-mail: The New York Times reserves the right to send you e-mail relating to your
account status. This includes order confirmations, renewal/expiration notices, notices of credit-card problems, other
transactional e-mails and notifications about major changes to our Web sites and/or to our Privacy Policy. If you
have registered for online discussions or other services, you may receive e-mail specific to your participation in
those activities.

E-mail Newsletters: The New York Times offers several e-mail newsletters. If you no longer wish to receive a
specific newsletter, follow the "unsubscribe" instructions located near the bottom of each newsletter. To manage
your NYTimes.com e-mail preferences, please click here.

Promotional E-mail: If you choose to receive them, The New York Times may periodically e-mail you messages
about products and services that we think may be of interest to you. You can choose not to receive messages in
the future by either (1) following the "unsubscribe" instructions located near the bottom of each e-mail, or (2) you
can opt-out.

From time to time, The New York Times may obtain e-mail addresses from third party sources to be used for
promotional e-mails. You can choose not to receive messages in the future by either (1) following the "unsubscribe"
instructions located near the bottom of each e-mail, or (2) you can opt-out.

Survey E-mail: We may send you an e-mail inviting you to participate in user surveys, asking for feedback on
NYTimes.com and existing or prospective products and services, as well as information to better understand our
users. User surveys greatly help us to improve our Web site, and any information we obtain in such surveys will not
be shared with third parties, except in aggregate form. (Effective as of August 21, 2002.)

HTML E-mail: When you sign up to receive e-mail from us, you can select either plain text or HTML (with images)
format. If you select the HTML format, we may place a one-pixel gif to determine whether or not readers viewed the
e-mail. This process does not leave any information on your computer, nor does it collect information from your
computer. The New York Times may share this data with others in aggregate only.

E-mails From You: If you send us e-mails, you should be aware that information disclosed in e-mails may not be
secure or encrypted and thus may be available to others. We suggest that you exercise caution when deciding to
disclose any personal or confidential information in e-mails. We will use your e-mail address to respond directly to
your questions or comments.

E-mail This Article Feature: NYTimes.com readers may use this feature to e-mail links to articles (or other content
such as slideshows). The e-mail addresses that you supply to this service are saved for your convenience for future
articles you may wish to e-mail; these addressses are not used for any other purpose, and will not be shared with
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Please keep in mind that any opt-out choices you make will not 
apply in situations where (a) you either have made, simultaneously 
make, or later make a specific request for information from a 
member of !e Acme Family of Companies, (b) !e Acme Family 
of Companies uses your personal information for either 
"Operational Uses" or "Fulfillment Uses" (as described above in A3), 
(c) you either have engaged, simultaneously engage, or later engage 
in either Non-Registered Transactions or Sponsored Activities (as 
described above in A3), or (d) !e Acme Family of Companies 
shares your personal information under the provisions of A3 above 
with respect to "Companies !at Facilitate Communications and 
Transactions With You," "Companies !at You Previously 
Authorized to Obtain Your Information," "Purchase or Sale of 
Businesses," or "Disclosures to Comply with Laws and Disclosures 
to Help Protect the Security and Safety of Our Web Sites, !e 
Acme Family of Companies and Others." Also, any opt-out choices 
you make will not apply to personal information that you provide 
about other persons, but these other persons will have the 
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this is what consumers 
are up against.
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  design of a 
“nutrition label”
  for privacy
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Project



PLATFORM FOR PRIVACY 
PREFERENCES (P3P)



P3P 
A framework for automated 
privacy discussions 

Web sites disclose their privacy practices in standard 
machine-readable formats

Web browsers automatically retrieve P3P privacy 
policies and compare them to users’ privacy 
preferences

Sites and browsers can then negotiate about 
privacy terms
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P3P 
A Policy is composed of Statements
Statements have triples of information:

<statement>
<purpose>  admin, current, develop,...
<recipient>  ours, other, public,...
<data>  physical, cookies, computer,...



Whole policy. !e Grid shows the whole policy, 
including principal/resource combinations for 
which there is no explicit rule.

Effective policy. !e Grid shows the effective 
policy, while Windows merely shows 
component rules.

Group membership information. !e Grid 
integrates group membership information into 
the file permissions display, while Windows puts 
it in a separate application from the file 
permissions interface.

Simple changes. !e Grid requires a simple click 
on a colored box to change a permission, while 
the Windows interface requires adding a new 
rule to its list.

New policy semantics. !e Grid’s new policy 
semantics allows for easy conflict resolution by 
simply clicking on a colored box, the same way 
any other policy change would be made.

Visual pop-out. !e Grid allows for easy 
detection of anomalous permissions that visually 
pop out from the rest of the policy display.
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Robert Reeder, et al. Expandable Grids for 
Visualizing and Authoring Computer 
Security Policies. WPES 2008.





CAN WE CREATE A BETTER 
DESIGNED PRIVACY POLICY?
     Easy to understand
     Fast to find information  
     Easy to compare
     More enjoyable





Nutrition Labeling
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Gramm-Leach-Bliley Act (GLBA)   1999
§ 6803. Disclosure of institution privacy policy

(a) Disclosure required
At the time of establishing a customer relationship with a consumer and 
not less than annually during the continuation of such relationship, a 
financial institution shall provide a clear and conspicuous disclosure 
to such consumer, in writing or in electronic form or other form 
permitted by the regulations prescribed under section 6804 of this title, 
of such financial institution’s policies and practices with respect to—

(1) disclosing nonpublic personal information to affiliates and 
nonaffiliated third parties, consistent with section 6802 of this title, 
including the categories of information that may be disclosed;
(2) disclosing nonpublic personal information of persons who have 
ceased to be customers of the financial institution; and
(3) protecting the nonpublic personal information of consumers.

http://www.law.cornell.edu/uscode/uscode15/usc_sec_15_00006804----000-.html
http://www.law.cornell.edu/uscode/uscode15/usc_sec_15_00006804----000-.html
http://www.law.cornell.edu/uscode/uscode15/usc_sec_15_00006802----000-.html
http://www.law.cornell.edu/uscode/uscode15/usc_sec_15_00006802----000-.html
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Kleimann Communication Group

Evolution of a Prototype 
Financial Privacy Notice
 February 2006
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Chapter 4. Focus Groups in Baltimore, Maryland discusses the 
baseline information we collected in two focus groups. !ese results 
produced the first versions of the prototype.

Chapter 5. Preference Testing in Washington, DC reports the results 
of a series of interviews in which we asked consumers about language, 
titles, and ordering.

Chapter 6. Pretest in Baltimore, Maryland discusses the failures of 
the initial designs with consumers and the importance of providing 
sufficient context for them to understand the disclosure information.

Chapter 7. Diagnostic Usability Testing in San Francisco, California 
discusses the first workable version of the prototype and the consumer 
issues that arose as consumers compared sharing practices using the 
prototype.

Chapter 8. Diagnostic Usability Testing in Richmond, Virginia 
discusses the further validation of the prototype used in San Francisco 
and suggestions for additional changes to the prototype. We also identify 
emerging consumer issues.
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RQ 1: What are participants’ attitudes and general 
level of knowledge about privacy notices before 
looking at the initial designs?

KCG. Evolution of a Prototype Financial Privacy Notice. 2006

Many participants thought that the font size of the privacy notices 
they’d received in the past from their financial institutions 
discouraged them from reading the notices.

Participants in both focus groups mistakenly thought that all 
financial institutions share information in the same way and, 
therefore, all privacy notices say the same thing.

“I’ve got to put two pair[s] of reading glasses on in order to see the print. And I 
get frustrated and just, well [assume] if it’s anything important they’ll let me 
know and [I] throw it away.” (Focus Group 2)

“I mean banks and institutions are governed by the government, so shouldn’t 
the policies pretty much be the same”? (Focus Group 1)



49KCG. Evolution of a Prototype Financial Privacy Notice. 2006
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Research
and
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Other
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Public
forums

Contact
information

Content

Cookies

Demographic
information

Social security
no. and gov't ID

Preferences

Purchase and
financial data

Web browsing
information

Unique
identifiers

Understanding this privacy report

  
Data is collected and used in this way. Your data will not be used in this way unless you opt-in.

   
You can opt-out of this data use. You can opt-in or opt-out of some uses of this data.
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cookies
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your activity on
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provide
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public
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5 focus groups 

• 7-11 participants each

• explored attitudes towards 
privacy policies

• tested understanding of 
labels and symbols

User Testing



Introduction
"e purpose of this focus group is to figure out how 
we can change an existing design to make it easier to 
understand. I’ll pass out copies of the design and then 
we can talk about the things that are confusing. If 
there’s anything that doesn’t make sense to you then 
please talk about it; it will help us make the design 
better. We’re interested in as many points of view as 
possible. We will never use your names outside of 
today’s exercise. 

I’d like to stress that we’re not testing you; we’re 
trying to make the design better. 

Focus Group Script



Background Questions
Before I pass out the design I’m going to ask a 
few questions about privacy online:

A privacy policy is the link at the bottom of 
most websites that says “Privacy Policy”. Raise 
your hand if you’ve ever read a privacy policy 
online before. #ose with your hands raised: 
why did you read the policy? 

#ose who didn’t raise your hands: imagine you 
were going to read a privacy policy online. What 
would you look for? 

Focus Group Script



Privacy Policy Mark-Up 
Pass out privacy policy
Please carefully look-over the design and 
without talking circle any words, phrases or 
symbols that aren’t clear to you or that you 
find confusing.
Allow several minutes

Focus Group Script



Privacy Policy Discussion
Encourage a group conversation, and ask prompting 
questions when the discussion slows. 
Now we’re going to talk about the things that 
were confusing or unclear about the design. Can 
anyone share something that they were 
confused about? Was anyone else confused 
about that? Did someone have an idea of what 
it means?

Sample Prompting Question: Was anyone confused 
about this symbol (point to the opt out symbol)? 
What does this mean and how does it affect you? 

Focus Group Script
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to be found in the same 
place every time
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terminology by using 
four standard symbols
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standard browser window



Laboratory Study

• 24 participants

• within subjects design to 
compare label and text 
policies

• 8 tasks, measured time and 
accuracy

• 6 opinion questions

User Testing



Like-ability Results

Strongly Disagree                                             Strongly Agree



Comparison Like-ability Results

Strongly Disagree                                                Strongly Agree



• Allows for information to be 
found in the same place 
every time

• Removes wiggle room and 
complicated terminology by 
using four standard symbols

• Allows for quick high-level 
visual feedback by looking at 
the overall intensity of 
the page

• Can be printed, fits in a 
standard browser window

• And most importantly 
people who have used it to 
find privacy information 
have rated it as not just 
more pleasurable than text, 
but actually enjoyable

"e final label design we have proposed here:









CAN WE CREATE A BETTER 
DESIGNED PRIVACY POLICY?
     Easy to understand
     Fast to find information  
     Easy to compare (claimed)
     More enjoyable



Mechanical Turk

• 789 participants

• between subjects design to 
compare standardized label 
and text policies

User Testing

Std.
Table

Std. Short 
Table

Std. Short 
Text

Full Policy 
Text

Layered 
Text

A– 105 84 88 88

B–   90 88 90 77 79









Std.
Table

Std.
Short 
Table

Std.
Short 
Text

Full
Policy 
Text

Layered 
Text



CAN WE CREATE A BETTER 
DESIGNED PRIVACY POLICY?
     Easy to understand
     Fast to find information  
     Easy to compare
     More enjoyable



By providing a fuller context for the 
disclosure of information sharing 
characteristics by a particular institution, 
the part-to-whole display approach seems 
to help consumers focus on information 
sharing as important and differentiating 
features of financial institutions.

Levy-Hastak Report

“
”



CyLab Usable Privacy and Security Laboratory              http://cups.cs.cmu.edu/        

http://cups.cs.cmu.edu

Patrick Gage Kelley
                        patrickgage.com
               me@patrickgage.com
twitter.com/patrickgage
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